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Mighty Ingress: 
容器世界的第一個L7 LB



© 2020 Google LLC. All rights reserved.

OSS Kubernetes Ingress
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
  name: cafe-ingress
spec:
  tls:
  - hosts:
    - cafe.example.com
    secretName: cafe-secret
  rules:
  - host: cafe.example.com
    http:
      paths:
      - path: /tea
        backend:
          serviceName: tea-svc
          servicePort: 80
      - path: /coffee
        backend:
          serviceName: coffee-svc
          servicePort: 80

The Good
● Very widely adopted
● Has enabled the entire K8s ecosystem to 

shift networking left to the developers
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OSS Kubernetes Ingress apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
  name: cafe-ingress-with-annotations
  annotations:
    nginx.org/proxy-connect-timeout: "30s"
    nginx.org/proxy-read-timeout: "20s"
    nginx.org/client-max-body-size: "4m"
    nginx.org/server-snippets: |
      location / {
        return 302 /coffee;
      }      
spec:
  rules:
  - host: cafe.example.com
    http:
      paths:
      - path: /tea
        pathType: Prefix
        backend:
          service:
            name: tea-svc
            port:
              number: 80
      - path: /coffee
        pathType: Prefix
        backend:
          service:
            name: coffee-svc
            port:

              number: 80

The Bad
● Lowest common denominator API
● Not very extensible (other than through annotations)
● Not very portable (anymore)
● No formal multi-tenancy



Gateway API的介紹與展示:
雷神再臨
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What is the Gateway API?



Gateway foo HTTPRoute store

Service
foo-site

Domain
foo.example.com

TLS Certificates

Default Policies

/store/*

HTTPRoute site

/site/*

Service
foo-store v1

Service
foo-store v2

Store Developer󰟧 

󰞐Site Developer
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Cluster Operator

GatewayClass 
external

󰞤 

Infra Provider

What is the Gateway API?
Role Oriented Resource Model
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Gateway APIs have 3 Categories
 hosts:

   - hostname: team1.example.com

     rules:

       - match:

           pathType: Prefix

           path: /           

           headerType: Exact

           header:

             env: stage

● Core
○ MUST be supported. 
○ More load balancing functionality becoming 

part of the core Gateway API than was in 
Ingress

■ Header-based matching
■ Traffic weighting
■ Regex matching
■ Health checking
■ … and more

● Extended
○ Feature by feature.
○ MAYBE supported, but MUST be portable. 
○ Part of API schema.

● Custom
○ No guarantee for portability
○ No k8s API schema.

Custom API

Extended API
100% portable IF supported

Core API
100% portable

gravity...



Gateway <-> Route 
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kind Gateway
apiVersion networking.x-k8s.io/v1alpha1
metadata.name shared-gateway
metadata.namespace foobar
spec.gatewayClassName gke-l7-gxlb
spec.listeners[0] protocol HTTPS

port 443
routes.kind HTTPRoute
tls.certificateRef.name foo-example-com

spec.hostnames[0] foo.example.com
spec.rules[0] matches[0].path.value /*

forwardTo.serviceName home
forwardTo.serviceNamespace site

spec.rules1] matches[0].path.value /login
forwardTo[0].serviceName login-v1
forwardTo[0].serviceNamespace site
forwardTo[0].weight 90
forwardTo[1].serviceName login-v2
forwardTo[1].serviceNamespace site
forwardTo[1].weight 10

spec.rules[1] matches[0].path.value /store
forwardTo.serviceName store
forwardTo[0].serviceNamespace store

Service
Owner

Service
Owner

Platform
Admin 



Gateway
ilb-gateway

Gateway
Resource

kind: HTTPRoute
metadata:
  name: foo-route
  namespace: foo
  labels:
    gateway: internal-gw
spec:
  hostnames:
  - "foo.com"
  rules:
  - forwardTo:
    - serviceName: foo-v1
      port: 8080

kind: Gateway
metadata:
  name: ilb-gateway
spec:
  gatewayClassName: gke-l7-rilb-mc
  listeners:  
  - protocol: HTTP
    port: 80
    routes:
      kind: HTTPRoute
      selector:
        matchLabels:
          gateway: internal-gw
status:
  addresses:
  - value:  192.168.1.227

Load 
Balancer

HTTPRoute
foo-route

host: foo.com

Service
foo-v1

Platform 
admin

Developer



foo Namespace bar Namespace

infra
 Namespace

Route 
Binding

kind: HTTPRoute
metadata:
  name: route3
  namespace: foo
  labels:
    gateway: internal-gw
spec:
  hostnames:
  - "foo.com"
  rules:
  - forwardTo:
    - serviceName: foo-v1
      port: 8080

kind: Gateway
metadata:
  name: ilb-gateway
  namespace: infra
spec:
  gatewayClassName: gke-l7-rilb-mc
  listeners:  
  - protocol: HTTP
    port: 80
    routes:
      kind: HTTPRoute
      selector:
        matchLabels:
          gateway: internal-gw
      namespaces:
                 from: "All"

Platform 
admin

foo 
Developer

kind: HTTPRoute
metadata:
  name: route3
  namespace: bar
  labels:
    gateway: internal-gw
spec:
  hostnames:
  - "bar.com"
  rules:
  - forwardTo:
    - serviceName: bar-v1
      port: 8080

bar 
Developer
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site Namespace

login HTTPRoute

store Namespace
infra Namespace

shared-gateway
Gateway

store HTTPRoute

login-v1
Service Pod

/login

PodPod

login-v2
Service PodPodPod

store
Service Pod

/store PodPod

foo-example-com
secret

home HTTPRoute

/*
PodPodPodhome

Service

https://foo.example.com

90%

10%

Cross-Namespace
Routing
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GKE Gateway Controller

                            GKE Clusters

Google Cloud 
Load Balancing

GKE Gateway Controller

A set of Google-hosted Kubernetes 

controllers that orchestrate Google 

Cloud Load Balancers via the open 

source Gateway API specification. 

● Supports Internal and External HTTP(S) Load 
Balancing

● Host, path, header-based routing
● HTTP Header manipulation
● Weight-based traffic splitting
● Traffic capacity-based load balancing
● Traffic mirroring

● Multi-cluster Gateways (MCGs) for internal and 
external load balancing

● Support for CloudArmor, Identity-Aware Proxy 
(IAP), and Cloud CDN

● Geographic-based load balancing
● HTTP, HTTPS, HTTP/2



Proprietary + ConfidentialGateway API Demo 1: 
Internal HTTP LB: 跨名稱空間+藍綠部署

Gateway foo HTTPRoute store

Service
foo-site

Domain
store.example.com

Default Policies

Host: store.example.com

HTTPRoute site

Host: site.example.com

Service
store-v1

Service
store-v2

Store Developer󰟧 

󰞐Site Developer

��🏽 ♀ 

Cluster Operator

GatewayClass 
Internal

󰞤 

GCP

分流: /

/de Service
store-german

Header match:
env: canary
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https://docs.google.com/file/d/1KSX2t9EiXG23vfIEGbP-HRi332215PC_/preview


使用情境：

Production 
client traffic

NS: barNS: foo

Synthetic 
test traffic

GET / HTTP/1.1
host: foo.com:80 GET / HTTP/1.1

host: foo.com:80
env: canary

Cross Namespace AB Test

Production 
client traffic

Canary a % of 
production 

requests until 
full capacity

20% 80%

NS: greenNS: blue

金絲雀部署FQDN/憑證控制



MultiCluster GatewayAPI + Istio: 
StormBreaker + Thor Hammer



Multi-cluster 
Gateways

GKE
North America

Multi-Cluster 
Gateways

Service
foo

GKE
Europe

Service
foo

GKE
Asia

Service
foo

● Multi-cluster Gateways == 
Multi-cluster Ingress via the 
Gateway API

● Now supported for both internal 
(regional) and external (global) 
load balancing

● Integrated with Multi-cluster 
Services (MCS)

● Supports traffic splitting, traffic 
capacity, and traffic mirroring 
between clusters



Environ

gke1

gke2 gke3

demo Namespace
Multi-Cluster Gateways 

+ 
Multi-cluster Services

Service
foo

Service
foo

ServiceExport
foo

ServiceExport
foo

ServiceImport
foo

Gateway
ilb-gateway

HTTPRoute
foo

● MCS introduces two APIs that allows users to 
create multi-cluster Services

○ ServiceExport maps to a Service and 
exports the endpoints of that Service across 
all clusters within the Environ

○ ServiceImports represent the aggregation 
of all those endpoints across clusters for that 
Service

● An HTTPRoute can reference a Service (for 
single-cluster load balancing or a ServiceImport  
(for multi-cluster load balancing



Environ
gke2gke1

gke1

demo Namespace

ServiceImport
store-v1

Gateway
ilb-gateway

HTTPRoute
foo

Service
cluster-jp

Service
store-v1-jp

ServiceExport
store-v1-jp

Service
cluster-tw

Service
store-v1-tw

ServiceExport
foo

ServiceExport
store-v1-tw

ServiceImport
store-v1-tw

ServiceImport
store-v1-jp

● Overlapping Services/ServiceExports allow 
different scopes of endpoints to be targeted by an 
HTTPRoute

○ foo represents the aggregation of endpoints 
across gke2/foo and gke3/foo

○ gke2/foo-gke2 and gke/foo-gke3 represent 
just the foo endpoints in that cluster

Multi-Cluster Gateways 
+ 

Multi-cluster Services



Gateway API Demo 2: 
Multi-Cluster Service: GCLB在手，世界通行

Gateway external-http

HTTPRoute tea

Domain
*.example.com

Default Policies

Host: tea.example.com Service
      matcha-german

Tea Developer󰟧 

��🏽 ♀ 

Cluster Operator

GatewayClass 
gke-l7-gxlb-mc

󰞤 

GCP

Service
matcha-v1

/tw

Service
matcha-v1

Service
       matcha-german

HTTPRoute tee

Host: tee.example.com

GKE-TW

GKE-JP

TLS Cert
*.example.com

/jp

/tw

/jp

Service
Export

Service
Export

Service
Export

Service
Export
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https://docs.google.com/file/d/13LNL9-tt41cgZYwg0206owS1fqAAMVVZ/preview


Gateway API Demo 3: 
Multi-Cluster Service+Istio: 日不落服務

Gateway external-http

HTTPRoute tea

Domain
*.example.com

Default Policies

Host: 
frontend.endpoints.shawn

-demo-2021.cloud.goog

󰟧 

��🏽 ♀ 

Cluster Operator

GatewayClass 
gke-l7-gxlb-mc

󰞤 

GCP

Service
    Istio-ingress

Service
      Istio-ingress

GKE-TW

GKE-JP

TLS Cert
*.example.com

Service
Export

Service
Export

F B

F B

Anthos Service Mesh



https://docs.google.com/file/d/13N7lcovxnhl14f4KI_Vt43l27Sg9ZWp8/preview


Blue-Green Migration via 
Multi-cluster Gateways

Production 
client traffic

gke3gke2

Synthetic 
test traffic

GET / HTTP/1.1
host: foo.com:80 GET / HTTP/1.1

host: foo.com:80
env: canary

Synthetic 
traffic test

Production 
client traffic

gke3gke2

Mirror all 
production 

traffic to canary 
cluster

Capacity testing with 
traffic mirroring

Or Active-Active

Production 
client traffic

gke3gke2

Canary a % of 
production 

requests until 
full capacity

Blue-green 
traffic splitting

80% 20%



Contour Ambassador

TraefikIstio

https://projectcontour.io/guides/gateway-api/
https://www.getambassador.io/docs/edge-stack/latest/topics/using/gateway-api/
https://traefik.io/blog/getting-started-with-traefik-and-the-new-kubernetes-gateway-api/
https://istio.io/latest/docs/tasks/traffic-management/ingress/gateway-api/


Gateway API Roadmap

External HTTP LoadBalancer with Envoy
Policy API:

● Circuit Break
● Timeout Policy
● Session Persistence Control

https://gateway-api.sigs.k8s.io/geps/gep-713/?h=serviceimpo#policy-attachment-for-ingress


End Game: 3 Take-Aways 

GatewayAPI is a multi-tenancy, expandable, kubernetes 
objects to adapt, which transforms Thor Ingress to be 
great again.

As GatewayAPI in K8s SIG, it assembles all avengers 
contributors/vendors into the efforts.

With Captain America Service Mesh’s help, we are 
ready to defeat Thanos Downtime.
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Reference

● Gateway API SIG

● GKE Gateway API (Single Cluster) Tutorial

● GKE Gateway API (MultiCluster) Tutorial

https://gateway-api.sigs.k8s.io/v1alpha1/guides/getting-started/
https://cloud.google.com/kubernetes-engine/docs/concepts/gateway-api
https://cloud.google.com/kubernetes-engine/docs/concepts/multi-cluster-services


Q&A


