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5.12%

Why it matters to Taiwan?

2020 Taiwan GDP by vertical

Manufacturing

,,,,,, . I]ther Services

31.72% - . Real Estate and Ownership of Dwellings

Flnance and Insurance
Dther Industries
. Agrmulture Forestry, Fishing and Animal Husbandry

Source: Directorate General of Budget, Accounting and Statistics, Executive Yuan, R.O.C..



COSTS oI 0rganizations /1 terms or compensation,
[itigation, insurance, requiatory fines, anad reputation




What is the Digital ation Value Stream?




Industry 4.0 is the Digital
Transformation

Mechanical Mass Production IT Automation Cyber-Physical
Manufacturing Systems
1.0 3.0 4.0
o Y, @
Steam engines Electricity and the IT system Smart factories with
replace human development of deployment in the decentralized decision-
labor large capital goods production line making through loT
industries technologies

Data to Decision for Cyber-Physical Systems
@) 1REND



The Data to Decision Value Stream for
@@F@@Fﬂti@‘ﬂﬂ a long and challenging journey

Data Acquisition Data Silos Data Depth Data Analysis
Automation creates Cross-department Critical data under the Where is the
operational continuity cooperation surface computation? On-

premises or the cloud?

() TREND.



Cloud

g

End point

=

Network

Server

Il

Email

Data Lake

Product Data Lake
g > {3
Product Data Lake

g > {3

Product Data Lake

g > {3
Product Data Lake
SRR ®;
Product Data Lake

3 > {3

One Vision for CPSs

r—)

Detection

o D — &

_"I%:ﬁo@jj Response




ybersecurity for ICS
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The Perfect Storm for OT Cybersecurity

* OTis NOT nymore —modern ¢ Industry 4.0, 5G, Al/ML, Edge Computing,
enterprises ¢ [ igital Twin
the cloud

%,

* Hackers are aware of OT
weaknesses and conduct targeted
ransomware attacks accordingly

",  Limited number of experts who
\ ‘ understand both OT and

| ,rgr 3im fl» NOT well cybersecurity
‘ h | pecific%oducts and

Ny o L

* Paying ran' oms |s often |Ilegal
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at OTand ICS  prepare 3
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Ransomware in Taiwan OT/ICS in 2020

According to June 2020,
“Research of Cyber
Security Industry in Taiwan”

) 4

40%

b 4

of manufacturing companies on
average must enhance access
control, data security, and
system security

In 2020 Q4 there were more

than 10 manufacturers/critical

infrastructures suffering from
ransomware attacks

Taiwan is #9 for most ransomware

attacks by country
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Ransomware in Global OT/ICS in 2020

127 new ransomware The 10 most detected
families detected in 2020 ransomware families in 2020

JAN FEB MAR APR MAY JUN

WCry 220,166

Locky 15,816
Cerber 5,448

Ryuk 3376
GandCrab 2,326

Aidsnt Doowtar Hiddeneargdarmerie

BitMiner EyeCrylocker | Ranzylocker ol S 0) d I no kl b I 2 3 2 7 5

BiackKnight Hibuniel WoodRat
BlackSquid JarCrypt

keor Sk
ey CoronaCryptor ~ LeakTheMall rica .
e Crysis 1,744
Reg wru

Egregor

mw o Crypwall 1,019
Egregor 827

DoppelPaymer 526

Ransomware
families affecting
OT-ICS networks
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Many manufacturers have experienced critical cyber breaches
Trend Micro 2020 OT security survey with 500 respondents in US (200), Germany (150), and Japan (150)

of manufacturers
encounter cybersecurity
Incidents

4

61%

of respondents indicated the
> greatest challenge in OT

of incidents caused o s
cybersecurity Is the

production line stop

75%

>

> of incidents stopped the
production line for more than
4 days
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IT security products can’t meet the needs of OT

* Anti-malware ¢ Anti-spam ¢ DLP * [PS  UTM * FW  WAF * EDR

Constant Updates Frequent Patches Complex Access
Control
« Automation system downtimes must  Typical IT approaches and solutions
not exceed a few milliseconds conflict with OT-related security

 The mean time to patch (MTTP) for
SCADA is around 146 days

* Harsh working environments include
high temperature, vibration, and
humidity e
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objectives

e ICS cybersecurity solutions must be
adaptative enough for industrial
operations
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Typical reasons OT/ICS is so vulnerable

Intentional or
unintentional insiders can
bring in malware or mis-
operate the PLC and
critical assets

No network
segmentation, in many
cases the whole network
is a big flat L2 network

Human
Error

Flat
Network
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Legacy
Assets

Patching
Absent

M

Massive number of
assets with mixed,
complex systems
including legacy and EOL
operating systems

Difficult to conduct the
patching and updating
process while maintaining
high productivity
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Best Practices for ICS Cybersecurity Resilience

Network Harden the Periodic
: Virtual Patch Trust List P :
Segmentation critical assets Inspection
containment lateral movement operational Inspection

@ TREND S8 txOne

networks



Using semiconductor foundries as an example

o « Network segmentation to prevent
oy S o worm propagation and mitigate
-~ |ateral movement
Hardenlng OT-ICS endpoints
Lockdown fixed-function devices

networks



Preventing misuse and mis-operation at critical infrastructure

DMZ

Tcp/iprs232  Inlnli
Converter || “ ||

o

& Edge Switch B
|( A J S _K" ,l
t SCADA #1 JSCADA #2
\ | y
e A

( I I | | &
PLC  DCS RTU PLC DCS RTU

‘ Water gate location - | ’

‘ Water gate location - N ’

S

Water Gate Control

=

M B

=

Water
information

RS
Earthquake
information

X,

CCTV

Operation Center Administration

O=h

=
Z0)

= Control

center A

Control
center B

Control
center C

Control
center D

* Deployed a trust
list for both the
network and
endpoints to
avold human
errors and
possible insider
attacks

AL
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Helping several medical centers to deal with vulnerable legacy
modalities

Iy
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Following the path of IT cybersecurity functions

IT WORLD
2003 2011 NOW
72 e =
g @ & ©
IDENTIFY PROTECT DETECT RESPOND RECOVER
) ) ) >
Z.
2015 NOW e OT asset behavior analysis
OT WORLD  OT XDR and SOC



COMPUTING CONNECTIVITY

Virtualization, Private Cloud, and Edge Computing Time-Sensitive Network (TSN), 5G, Wifi6

OT servers, all workstations, and even PLCs
will be virtualized and running on COTS

hardware a s
Edge Cloud . R e
Ada ptlng to Remotely controlling Communication inside the
= : . digital factory
'\\0/],,"' Comprehensive hybrid cybersecurity solutions for enterprise mobile edge computing networks Infrastructu re .H|gh BandW|dth (SG eM BB) o
eLow Latency (5G URLLC) e
changes

=
k\@’;

Time-critical, reliable Cost-saving for outdoor
process optimization connectivity

eLow Latency - TSN TR *High Coverage — 5G mMTC
M1

~—— - o— HCLYWUI RO
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Summary

Hackers are aiming at
manufacturers and critical
infrastructure

IT-OT convergence drives
changes to OT security

E B %

Uil

Take practical and effective I
approaches to ensure
operational resilience
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