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Accidental data loss

Internet connectivity congestion due
to genuine traffic growth/spike

None of the above

Accidental major
service outage

Exposure of senstive,
but non-regulated data

Internet connectivity congestion
due to DDoS attack

Ransomware

Advanced Persistent Threat (APT)
on corporate network

Extortion for DDoS threat/attack

Exposure of
regulated data

Malicious insider

Industrial espionage
or data exfiltration
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Figure 1: Year to Year Attack Size Trends
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* Slow Post

* Slow Read

* HTTP/S Flood

* Low and Slow Attack
= Large Payload POST requests

* Mimicked User Browsing

= ICMP Flood
= IP/ICMP Fragmentation
= UDP Flood

= IPSec Flood (IKE/ISAKMP
association attempts)

#X 2l (Session)
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* SYN Flood

= SSL Exhaustion

* DNS query/NXDOMAIN
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M1 Weak Server Side Controls
M2 Insecure Data Storage

l M3 Insufficient Transport Layer Protection )—

M4 Unintended Data Leakage

[ M5 Poor Authorization and Authentication

—{Ma Security Decisions Via Untrusted Inputs ]
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