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Private Cloud ¥ —=222%

ITE-ENE1E
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—HMENTE - BESIRAVRTS

—
— KERZET%L : Windows / Linux / Kubernetes

Windows
{ t B inda [Ci] opEN s

) O

VMware VMware
vSphere® Tanzu™
EEEREEN S BesHEYE

OCI: Open Container Initiative - = 2HIE S sSBREE RS TR S AVAHS

Vmwa re® ©2021 VMware, Inc.




=R Kubernetes (SR 22 RIEAG=
E2iEE(L - REH/NME - BTFSES  BET(EEE (BREER)

= ml/RbR/ AE/ERTTSE B

e Open APl & e FHIRAPI &

o RIEMARFEIEIUE o Al/MLERBERES

o Al/MLERBERES o HEMERERKIMAVK:REE
e DevSecOps BFHER T JNETEg

o EOESE e Open APl &

STV EE S o Al/MLERMNEBREA
e loT &t ® Message Queue 24t
o BBRIEELE ESEEE =
e DevSecOps BT e OSS/BSS F&

o EMNEBRERIMAKBEES e 5G #if
o REEEZE

Vmwa re® ©2021 VMware, Inc.




Container ;ZEfERER WIS EBRLE ?

mwa re® ©2021 VMware,



B/ Kubernetes 25 282 - K lkss 2l AN ENE RRE

https://kubernetes.io/docs/setup/best-practices/cluster-large/

YR = 7T B HL TS B & =6
Kubernetes v1.21 REE POD ZE1T T AR E 235 ik

ARZHER PO EIAREE RS

Memory /R &
Dual Xeon Processor 20 Core / 40 Supported configuration System Memory = ~ 32GB (OS &
HT per CPU maximums: KUberneteS)
1TB RAM per Server + Nomore than 5,000 nodes Average POD allocation :
« No more than 150,000 total
- EERAEGEARFFEIZFEEEMZE pods - 992GB /100 POD = 9.92GB per
= = M POD
I R BT NES « No more than 300,000 total
- Kubernetes BT EBNERRZ containers Industry POD size :
FREENER - EmINRERRR « No more than 100 pods per .
BEA DB (SDLO) - node - approx. 1GB (java based

microservice)

- RERBEZENRENRKES -

Wasted memory per POD : ~9 GB

Considerations for large clusters

. marsgeaby
eeeeeeeeee

mwa re® ©2021 VMware, Inc. 7
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ZERBEFE MK 20 FRIBUIUERF R RET

/5% wrxRaER | 40% ©8
2 ek EZnAE 3EES

H A1 B AlE BRI
ZEE=

\EE
EFERR T 5IEHMAR ==
Cloud Security and Features and Regional proximity

services compliance performance / sovereignty
mwa re® ©2021 VMware, Inc




FEUERIK8sE AR : BF g &5 A RIS B P Ex
FEAREBYAML???
Dockerflle EDIYRIFREEFS - FsEE WA
e i e 1. B E M#EContainers

make
WORKDIR /app COPY

o f::ji:i:j:dim o0 2. FAZEMYAML files2RECEKSsLUER 2RAVETT
3.FERMMBER - FRETTIVERS - IR Bz EIZEAIKS8s
l Bt aE R SITHRMELES
...... T MEE3 Rk TN ERE B Z 5t

Eventing
» Triggering

® » Bus Config L
» Source Routing
Routing I
A - Traffic Steering Scaling
CATERLIE CoAR - Revision Control «HPA
SHEB EReTD » Rollouts « Custom Metrics
metadata: « Blue/Green, « |dle Resources
name: my-deployment canary X m m
labels: Services
app: my-app = = LoadBalancer
spec: » Ingress — \ @ IE
*« DNS \
repli 3
lttm . Deployments e Portability \/
R @ - Replicasets « Across Clouds
pp: my-app . PCXjS "\fersﬁc:sgﬁ
. . = RBAC _ .
Multiple YAML files API Changes https://app.corp.com

mwa re Confidential | ©2021VMware, Inc.




VMware Tanzu =K Portfolio : BUILD — RUN - MANAGE

BUILD 18 % RUN 47
— 5 EETL
DELIVER J§ 88 (B2 2 B B)L T4 R

Tanzu Kubernetes Grid

CODE EFR4EA ASSEMBLE #t[R4a% CURATEIRHKEZHE  APPLY IRRUEEM

i SR EZR mEMOETHER CHEOMNE=7 B8 Cache/
IR 5 1 AR 755 B EIERTS MQ / DB AR #

Hybrid Cloud

vmware vmware vmware aws =I 'I\qﬂicrosoft
zure

Cloud Foundation” vSphere VMware Cloud

AR &Y Google Cloud
Spring Tanzu Build Lanzy . Tanzu Data
: : pplication :
Runtime Service C Services
atalog
Do 2N hh 25
Tanzu Kubernetes for Operations AUTOMATE B2 = i &1L

Kubernetes ZEZ# £ 5

MANAGE &2

OBSERVE ~&5& UNIFY =% E% GOVERN %&£

Infra E&% EENMARTEAIE Kubernetes &b

Application nEEYe

Tanzu Tanzu -I[/?irs]sz,il:)n \ /
Observability A—

Control

Service Mesh

mwa re® ©2021 VMware, Inc.




VMware Tanzu =K Portfolio : BUILD — RUN - MANAGE

BUILD 213 (24 RUN #117
DELIVER B# RN R ZEHNEE) OPERATE — il Kubernetes €18 &
IREE Tanzu Application Platform

CODE E[R4pFER ASSEMBLE #F1A5E CURATE 24tz  APPLY IRft{LER Public Cloud m

BAEES MEMOETNER  BHRENE=5 B Cache/ _ ‘ _ | s
BB AR IR BRMEHRY MQ / DB fR# vmwere vmwere vmware - B mERT {5

Cloud Foundation™ vSphere® VM:fzr:\fvlgud" 6 Google Cloud .\‘/.
Tanzu
Application
Catalog

Tanzu Data
Services

: AUTOMATE BZ Z &R
Tanzu Kubernetes for Operations Kubernetes SESZ &£ ETL

MANAGE &2

OBSERVE ~&5& UNIFY =% E% GOVERN Z=£
Infra E&% EENMARTEAIE Kubernetes &b
Application XEBEFS
Tanzu Tanzu LEmEL \ /
r 9

Spring Tanzu Build
Runtime Service

Mission
Control

Observability Service Mesh

mwa re® ©2021 VMware, Inc.




VMware Tanzu — X Portfolio : BUILD — RUN - MANAGE

BUILD 2218
DELIVER B EER ML 2RI B 8 OPERATE —&ith Kubernetes EI2F¥ &
BES Tanzu Application Platform

Hybrid Cloud PUBIIECIBNEN toge |

RUN #1117

CODE E[R4FER ASSEMBLE #E/R95H5 CURATE 12Ht%1& APPLY IRC{EERA
A B AEZR mER D BTHASR CHBFEWNE=R 218 Cache /

. ‘ o ‘ ' : Wi W Microsoft o 1
RO 82 48 AR 7% 29 22 I 1 AR 7S MQ / DB BRFL vmware vmware vmware  aWS N Mo i
Cloud Foundation™ vSphere® VM:ﬁr:vCJgud‘ 3 GODg|E Cloud \.:‘././

Tanzu
Application
Catalog

Tanzu Data
Services

. AUTOMATE BZ = ith &3R5
Tanzu Kubernetes for Operations Kubernetes =% & T &

MANAGE &8

Spring Tanzu Build
Runtime Service

OBSERVE ~MEH UNIFY 22 E% GOVERN %&£
Infra B2+ BEENMARTEAE Kubernetes &b
Application AEB¥S

Tanzu
Mission
Control

Tanzu Tanzu

Observability Service Mesh

mwa re® ©2021 VMware, Inc. 13




Tanzu Mission Control
£ Kubernetes &I SFRIEH 3 KEEL

2 >o

o HICEEME

VMware Tanzu”™
Mission Control™

o 5% Kubernetes E3EHRE - oJEREELMBAR - WAL N —RiFF Policy EREIFRES)

mBRZEEHE  AFERAEXZ—IEERE L]

o BIEXEHHSR
o FEANE PollcyEnglne EEZ-c=
FEREEMEZNERIAER L f SRR -
ERRIAER - i E B 2 B 16

o BRAFMBAEEGTHEEEN
e Fi8 RBAC
ZHHITRARZEINEMMEZENIEE Kubernetes FEV#E

]t BE

£E&D

HERARL

vmware

©2021 VMware, Inc.

=328 % EEARRER N ZEEERERA

ZIERKAR - i ABEEABBIFE Kubernetes &5 ap

WEBABIBTHER g
Kubernetes « LI {TiE 1249877 Kubernetes

EITIEE MR E AR

%ﬁ *QE\T%EEEE
2 FRgE G ERR R ERRERN

R ZER - Eﬁb R ER EV1S 2

RPSTERTE . TR RARMERBR) Kub
H%ﬁﬂE LR -

ernetes

$ DR ELARREE DIFEREOEHE . @R

5% E Kubernetes 1§

EmaERE UEMEZEEESR




ZeELaEIAEIE Cluster Lifecycle Management
Provision / Attach / Scale / Upgrade / Delete

ERZEHFH A Tanzu Kubernetes Grid 225
« vSphere
« AWS
« Azure
2B ER/S1Z4 Kubernetes API B9
=5
e Tanzu Kubernetes Grid

« vSphere with Tanzu
GKE / AKS / EKS / OCP

mwa reo ©2021 VMware, Inc. 15



FwEAMREDR(E Global Visibility and Diagnostics

ER1Z % Kubernetes APl R E=EE

HTEISERSERM M 6 B8 Kubernetes 2 18
Bt
1. Overview
2. Nodes
3. Namespace
4. Workload
5. Inspection

6. Events
o FH@LIERENORE F B ERENERNA
REE -~ TFEERE  REFESHMERE

Vmwa re® ©2021 VMware, Inc.

vImw Nodes

&, Cluster groups

& Clusters

B9 Workspaces

[# Namespaces

Workloads

€y, Policies
Assignments
Templates

Insights

-

& Inspections

[¥] Events

&s Administration

Automation center

[B] Audit logs

Mission Control

< & amith-vspher... @ ey

Overview Nodes Namespaces Workloads
Cluster group amith-clusters Provider
Management cluster  attached Type
Provisioner attached

Labels ( tme.cloud vmware.com/creator: amithn )

Description  Amith's vSphere 7 TKG Cluster

Requested/Allocatable CPU

51

4.08 CPUs / 8 CPUs

Component health

@ controller-manager @& etcd-0
@ kube-apiserver (@ scheduler

Agent and extensions health

@ agent-updater @& cluster-auth-pinniped
@ cluster-health-extension

@ extension-manager @& extension-updater
@ oatekeeper-operator @& inspection

@ intent-agent @ policy-insight-extension
& policy-sync-extension @& sync-agent

& tmc-observer

Kubernetes version  v1.20.7+vmware.l

Phil Huang

MAPBU-APJ

(* Last updated less than a minute ago

Inspections Events

vSphere MNode count
Attached Total memory
Total cores

Requested/Allocatable memory
12~

3.7 GB / 27.46 GB

Worker nodes @
@ 3 nodes healthy

Integrations ADD INTEGRATION v

Mame

0

Ref: VMware Tanzu Mission Control — About Getting Started with VMware Tanzu Mission Control



https://docs.vmware.com/en/VMware-Tanzu-Mission-Control/services/tanzumc-getstart/GUID-6BCCD353-CE6A-494B-A1E4-72304DC9FA7F.html

2=
3

H \||m

e RmERS Cluster Inspection
Project Sonobuoy Rt ZRERIE—H MRS ¢ Run inspection

Cluster
faasl X

© FUSTERERSELT 3 12 Inspection 1S T ——————
1. Conformance . Eﬁ/\‘\ K8S %AAEET}EE;E\” Eit f'ltsebemhma:ktltptlg'” | |
2. CIS Benchmark : &R CIS Afh 2 E#EFT A
hMEESHRM
3. Lite : 1T EE Pod #riBRBER A p
. T /\‘\%%EJZET FEASAG TS B FE LT B R o < 9 CIS benchmark inspe...

Phil Huang
MAPBU-APJ

vmw Tanzu Mission Control

& Clusters Cluster faasl
N Kubernetes version  v1.20.7+vmware.1
Nodes 3
8% Workspaces Started Wednesday, August 11, 2021, 02:44pm
o Duration -

(@) Namespaces

Workloads 88 77 3

Tests Succeeded Warning Failed

[E]

Policies
Q ¥ Failed tests

Assighments . .
1.1.12 Ensure that the etcd data directory ownership

Templates is set to etcd:etcd (Automated)
Insights Nodes affected
. plugins/kube-bench-master/results/faasi-control-plane-pfnon/tmp/results/master.xmi
@ Inspections

[¥] Events On the etcd server node, get the etcd data directory, passed as an argument --data-dir, from the below command: ps -ef | grep etcd

Run the below command {based on the etcd data directory found above). For example, chown etcd:eted fvar/lib/etcd

Ref: VMware Tanzu Mission Control — Cluster Inspection

o

Su Administration 1.2.6 Ensure that the --kubelet-certificate-authority

argument is set as appropriate (Automated)

E1 Automation center
mwa re@ o 4.1.1 Ensure that the kubelet service file permissions
>
are set to 644 or more restrictive (Automated)
©2021 VMware, Inc. g Audit logs /-



https://docs.vmware.com/en/VMware-Tanzu-Mission-Control/services/tanzumc-concepts/GUID-1BB98612-A9BF-494C-8446-1DB2E80BF5F9.html
https://docs.vmware.com/en/VMware-Tanzu-Mission-Control/services/tanzumc-concepts/GUID-1BB98612-A9BF-494C-8446-1DB2E80BF5F9.html

Mmr
/T

HH KIS EIE Centralized Policy Management
A% Open Policy Agent EIEZ R ERIK

@ Policy insights
o FTHZHRETIEREM Policy B - 812 5 KEME  acess  asompm  mae

(= Last updated less than a minute ago

Network & Quota (o Security 3
issues @ O issues (] registry (i O issues o O issues o 14 issues
1. Access Ossves 0 °
2 | m a g e Reg iSt ry Category 1 Issue type Policy name Cluster group Cluster Nameaspace Time
> Security Violation disable-psp jupil-cluster-group apps-02 default afews

3. Network
4. Security

«
Q PO|ICI€S ¢ Lastupdated 1 minute ago
4 Cluster groups
5 . Q u Ota & Clusters Image registry Network Security Quota Custom
— Security policies X
AY AY . . N kY \ \ Work:
« 3538 Policy Insight ol'R&EE BIPT AR EFNEER O e -
\ n 2 ;Tt (&) Namespaces Security policy defines a set of conditions that a pod must run with in order to be
% aaa-orphan-clusters accepted into the system
. Varasy VA==t |7\|:| > /,— = . D CIENETE Do not show this again
O I Cy E 1 ]jt ’ 2 ’r I ? TE & amith-vsphere7-tkg-
cluster " ‘e .
& Policies 5 Security policies for cluster amith-vsphere?7-tkg-cluster

- 3538 Policy Template OJiE{R &

&, anahid No inherited policies
.
I:b :I: Insights &, av-agile
O I C E 71~ TJ- (D) Security policies are supported on Kubernetes version 1.16 or higher. X
@ Inspections £ axisdemo Refrain from applying security policies on clusters running prior versions of
Kubernetes.

(B E YR E AR

[B] Audit logs &, dc-demol-clustergrp
& defadlt clusters. Use this template if you want strict security controls applied to your
&
. M M . . -
Ref: VMware Tanzu Mission Control — Policy-Driven Cluster Management R
& e2e
Policy name
mwa re® &, egubi-cluster-group
©2021 VMWaI’e, Inc.  oank £ CoHRErTE Name must start and end with a letter or number, and can contain only lowercase letters
<

vmw Tanzu Mission Control

Assignments

Templates

(%) Events

S Administration

) Automation center

&, amiths-azure-clusters

&, amiths-tkg-clusters

&, bensontest

&, chitalegroup
&, chitalegroupl
&, ckumpeerapar

&, cloudaws

Phil Huang

MAPBU-ARS

Inherited clusters security policies

Direct Security policies

Security template
Strict

Use this security template to strengthen the security of your Kubernetes

numbers, and hyphens. r



https://docs.vmware.com/en/VMware-Tanzu-Mission-Control/services/tanzumc-concepts/GUID-847414C9-EF54-44E5-BA62-C4895160CE1D.html

=Z1{R:E Data Protection
A% Velero & Restic EITEREH D IZEIRRE

Phil Huang

u Mission Control MAPBU-APJ

« <« Create backup

& Clsteraroups v @ Whatto backup Back up selected namespaces
& Clusters
B4 Workspaces Back up the entire cluster, apps-02

° ﬁ-l_ %EI- EF% /'_‘EE % % ﬂ ;E ?i- J/\X —F 3 *E 1% Tﬁ j:ll—:':é\ 1/.E [#] Namespaces ° Back up selected namespaces
1 . I.TI-% Z'_\E % ;E }EE 1% 1% Workloads Back up resource using a label selector

2 . I-fl-% Z'_\E % ;E 2 I-fl-% Z'_\E N a m e S pa Ce 1% 'Tﬁ C’ Hide Tanzu namespaces C’ Hide systern namespaces

@, Policies >
3 —+ = £ —+ == L b | /\ _ Name T Managed | Labels
. BEREZRE Label 17 Assigoments
Templates cert-manager Mo
Insights default Yes C tme.cloud . vmware . com/creator: jupilh )
) Inspections gatekeeper-system Mo Cadmission.gatekeeper.sh!ignore: no-self
7] Events
= kube-node-lease No
kube-public Mo
Sa Administration
kube-system Mo C admission.gatekeeper.sh/ignore: system

Automation center

Vmwa re ©2021 VMware, Inc. Ref: VMware Tanzu Mission Control — Data Protection 19



https://docs.vmware.com/en/VMware-Tanzu-Mission-Control/services/tanzumc-concepts/GUID-C16557BC-EB1B-4414-8E63-28AD92E0CAE5.html
https://tanzu.vmware.com/content/blog/vmware-tanzu-mission-control-expands-data-protection-capabilities
https://docs.vmware.com/en/VMware-Tanzu-Mission-Control/services/tanzumc-concepts/GUID-C16557BC-EB1B-4414-8E63-28AD92E0CAE5.html

VMware X 22 E 5 BN & EZRE

p % =5 MR

Analytics

b Sk, db db

0% § 0% 050 O05®  oaonase
Machine Learning
Others ...

BEERARE <

I ERRFE Public Cloud Services

Analytics
Database
Machine Learning
Others ...

— B89 DevSecOps fR# (Cl/CD &% ~ 22 - B - 8T H) VMware Tanzu
BIm— < VMware Security
BETLEE

CfREE 488 B VMware Cloud

PRIVATE CLOUD ‘-O (/B fE‘WS > (ﬂib @C;;b

mwa re® ©2021 VMware, Inc. 20




VMware All in K8s t18% - &%
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OEe=% -+ £k Kubernetes FIEE B4t 5T

https://k8s.devstats.cncfio/d/9/companies-table?orgld=1&var-period_name=Last%203%20years&var-metric=contributions

88 Community sizing and health assessment / Companies table <5 i B 9 9© 9B

Range  Last 3 years v Metric  Contributions v

O

Kubernetes Companies statistics (Contributions, Range: Last 3 years), bots excluded

EE Rank ~ Company Number
All 1428122

1 Google LLC 343706

Q 2 VMware Inc. 177923
3 Red Hat Inc. 102966
4 Microsoft Corporation 57281
5 Independent 53126
6 International Business Machines Corporation 46657
7 The Scale Factory Limited 19392
8 Kubermatic GmbH 16133
9 NEC Corporation 15334
10 Intel Corporation 14822

©2021 VMware, Inc.




VMwareE i A=/ K8s FHFEZ
Rt EEPEEFHRBREEENIERIE

Kubernetes contribution %

Googe [ Viware [l Redtiat W (BM SRIH - RIESM  BRRNE
a0 BLIPMC 54 -
7%
30% « 2018FK - JPMCiERIK8sEXEEMBuUg - F
casezaVMwareE X
25%
20% «  VMwarei IR BB ERMIREK8sEZE D - R IZRM

(&% - PREIEEX

10%

BiES%E - HiRVMwareiBBK8s iR ANy &
i® - HPrZIBKubernetest 7 —{E R A 45
JPMC - BHESBEIER 72X

0%

Last Decade Last Year

2021.5
VIMWAre  caom e i https://k8s.devstats.cncf.io/d/9/companies-table?orgld=1

23



https://k8s.devstats.cncf.io/d/9/companies-table?orgId=1

2 of the 3 Kuberentes Founders are with VMware

Craig McLuckie

Founder, Cloud Native Computing Foundation
Vice President of R&D, VMware

Joe Beda
Principal Engineer, VMware

Brendan Burns
Distinguished Engineer, Microsoft Azure

mwa re® ©2021 VMware, Inc.
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VMwareft & z5 5 RBIHAITEMR IR A

VMwarefEKubernetes IS EIR A :
o #2 contributing company over the last 3
years
https://via.vmw.com/K8sContribs3
e K8s and modern apps are #1 priority for
the company, and a principle component
of vSphere

VMware &EigB 2 EMHEERIFERVIRA -
Years of contributions across BUs and many
upstream projects
- K8s, Linux, OpenStack, knative, etc.
- Multiple popular OSS projects
- Spring, Velero, Octant, Open vSwitch,
etc.
- Multiple CNCF-accepted projects
- Harbor, Contour, Cloud Native
Buildpacks

mwa re® ©2021 VMware, Inc.

Worldwide Container Infrastructure Software 2019 Share Snapshot

k

Rest of market
$200.6; +47.3% y/y

VMware
$174.8; +30.0% y/y

Total Market

$673.3M
A +40.0%

Rancher Labs
$17.2; +169.0% y/y

Microsoft
$20.3; +106.7% y/y

D2iQ
$32.8; +23.5% y/y IBM

$148.3; +27.8% yly
Docker

$34.0; +5.0% y/y Amazon Web Services
$45.2; +137.9% y/y
Note: 2019 Share (%), Revenue ($M), and Growth (%)

Source: IDC, 2020

25
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AMEZ Kubernetes - B H55EH) DevSecOps 752

@
VMware vRealize"
Automation™

@ &
BEIFT BB RMEE VMware vRealize" VMwarg '\;ll_%eagze‘

Operations Log Insight

VMware Tanzu” R Kubernetes 12 APl 2 ZHRE &}

Build Service”

CODE

PAS
. RIS g e
VMware Tanzu VMware Tanzu™
o ERFEDUEREE Mission Control™ Service Mesh™

« MARISF R EEREREERY

CUSTOMER

* Kubernetes /
Container ‘Q:&- Project Harbor
%

&) spring

‘ steeltoe

12t Kubernetes BRAEFE

©

== = == s VMware Tanzu™ VMware vSphere”
EREMERG 2B B0SE A Tl biere g
AN
Il \
< &)
VMware Tanzu”™
Application Catalog™ thge;icrzzx‘

Load Balancer”

VMware
@ Carbon Black™
g

VMware Cloud
Foundation™

mwa re® ©2021 VMware, Inc.




VMware BURNEE R#HE (UEEAFREX)

SERER2SERER - ERERASHBALS - vmware

VMware Tanzu Community Edition
w g | mmmmTes VMware L{E1h
5% il

1:30=2:10 VMware E Zx £ liEER &3 £ Phil Huang — .
VMware {5 & # 533 Sapphire Lin I'EH K8s mﬂﬁ*

VMware Tanzu #i5
BiIZ® S K8s H’-JIEEi’!ﬁ

e
I RN v v
~PARN i VA‘]!'A

,rmllm i T I."I:IEI:: =
Fas AN TSN S
i B

VMware Tanzu Mission Control
5 = o
2 2 = Starter 8858 T £

A il

2:30-3:10 VMware &% #5580 %%$3 Phil Huang
VMware #li5 & # &2l Sapphire Lin

|||||

VMware Tanzu CNR KNative o -

EEREERER SRR \ é
E% El:ﬁ | ;gf;nz i‘ g 65.5m2 ﬁ

3:35-4:15 VMware & 37 8 ’ il
T #9¥ Rex Wang

St5en

i " 2 \2
mwa re® ©2021 VMware, Inc. 27
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