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Payments Progressive Transformation

Progressive Architecture Principles

To deliver innovation faster your architecture needs to be based on modern architecture principles. the four pillars of

modern architecture are...

ABSTRACTION
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COMPOSABILITY

MODULARITY

PORTABILITY



Payments Progressive Transformation

Common themes in Progressive transformation

Culture - changing the culture of the
organisation towards being more innovative -
insourcing, agile methods, customer-centric,
learning by “doing”

DevOps automation - automating tech

infrastructure, continuous delivery, working in

small batches

Architectural transformation - migrating to

cloud-native, microservice architectures that

support rapid change

Collaboration around a platform - fostering

innovation both internally & externally around
a digital platform




BUSINESS OUTCOMES:
Progressive Transformation INTERNAL ONLY
Business Agility
Business Plan Governance Risk Compliance

BUSINESS DRIVERS:
Large Cost Takeout Wins

BUSINESS CASE REGISTRATION

Cloud Adoption
App Modernization
ECONOMIC ECONOMIC ECONOMIC BUSINESS ROI/TCO
Lifecycle & End of Life MODEL MODEL MODEL MODEL S DASHBOARD
Q
AUTOMATION INFRASTRUCTURE APPLICATION GRC RISK % GRAPHANA
Q
';::,
g
ROl Gate  «---- BUSINESS CASE ROI (Cost and Risk calculations) S
(5-10x)

P rogram Plane Execution Throughput —

===

ADOPTION OUTCOME

ADOPTION PIPELINE:
Achieved Expectation (Y/N)

Automation Epic

Increment Attainment Measurement %
Application Epic Increment
Increment 4

Increment

Increment Maturity
1

Increment
0]

Underlying Framework
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OPENSHIFT CONTAINER PLATFORM

ANY _ _ _ _ _
. CONTAINER HBNZUARES (U, CLI, API)

. SAXEER RS

(Service Catalog, Operator Framework, Ansible)

2V EEBEE
(Blue/Gree, A/B, Canary)
RN EamEEIE

(Cl / CD)

BeahE & EHER
(KUBERNETES)

APPLICATION LIFECYCLE MANAGEMENT

H &t /B 1%

CONTAINER ORCHESTRATION AND MANAGEMENT (EFK,

Prometheus)
(KUBERNETES)
HIRZE B E1E (Ansible, Operator)

ENTERPRISE CONTAINER HOST B ETEIE & R

(CRI-O, dockerd)

Red Hat Enterprise Linux Red Hat CoreOS
)
Laptop Datacenter OpenStack Amazon Web Mlcrosoft

EZE 4R Linux OS
ANY
INFRASTRUCTURE

V|rtual

Private Public

Physical



OPENSHIFT CONTAINER PLATFORM | Architectural Overview dev a nd OpS Via We b’ Cl i’ AP I, a nd I D E

OpenShift Services

SCM
o Infra!structure
services
.............. l .............
Developers cy/co f Kubernetes
............................. : services
O EXISTING AUTOMATION
@ TOOLSETS
Admins

COMPUTE

Kibana | Elasticsearch

Registry

Router

Prometheus | Grafana
Alertmanager

Monitoring | Logging | Tuned SDN
| DNS | Kubelet

NETWORK

Kibana | Elasticsearch

Registry

Router

Prometheus | Grafana
Alertmanager

Monitoring | Logging | Tuned SDN

| DNS | Kubelet

STORAGE




What'slnside

OPENSHIFT 4 : PNistio @ knative
. @kiali  K=DA

Best IT ops experience

CaaS ¢« PaaS| FaaS

rometheus ]
: O : Cluster services
@ Grafana : Monitoring,
5 . showback, automated builds,

C e i .
: »¢ ElasticSearch : e e e, Cl/CD, IDE
: h‘luentd ‘ Kibana:*

SRR vELE MANAGER Automated operations

Application services

Developer services

Middleware, functions, ISV Dev tools,

kubernetes

\.‘ Red Hat - (3% cri-o @skopeo
Enterprise Linux :

‘@) podman (4 build
CoreOS £~ -

‘ Any infrastructure |

Physical Virtual Private Public

https://www.openshift.com/blog/whats-inside-openshift-4



Continuous security for cloud-native applications

OpenShift Platform Plus

Advanced Cluster Management

Observability | Discovery : Policy : Compliance i Configuration ¢ Workloads

Declarative security ¢ Vulnerability management : Network segmentation ¢ Threat detection & response

Manage workloads

Cl/CD pipelines
Jenkins
Tekten
ArgoCD

10

Advanced Cluster Security

a

StackRox

Build cloud-native apps Data service HA

Developer productivity

OpenShift Container

Platform
SEIER G Developer CLI
Serverless OpensShift Data Foundation per
operator (Ceph) Developer view|
P P Service topology
Cluster Services
Over-the-air updates i i Networking i Logging { Registry i i Router| Monitoring

: . More Than

Openshift (orchestration) Kubernetes

CoreOS (container host OS)

- ‘ Red Hat



Tt &R A 75 A TR

R S O
Red Hat
OpenShift
Container Platform Update Status
= You ars loggedin as 8 Channel Current Version © Update available

e-44 9 44

Cluster Settings

Jetails Cluster Operator Global Configuration

TTuster ID

3834755f-d312-4b46-9f63-bbd86e123f0d

Last Completed Version
Channel

Desired Release Image

ha256.7613d817db639147b91b16b54b24cfa351c3chde6aa7b7bfIb9c80c260efad

Cluster Version Configuration

Networking t p ‘ ter Manager

Cluster ID )
- - §63-bbd8E Cluster Autoscaler
38347551-d312-4046-9163-bbdE

Builds ® Create Aut e
Desired Release Image

Monitoring sha256 7613d8f7db639147b91bI6b54b24cfa
Cluster Version Configuration

Cluster Autoscaler Update History
@ Create Autoscale

Administration Version State Started

Compute

User Management

446 Completed @ Jull, 320 pm

445 Completed @ Jull ¢

11



Design Principles



The service governance, that not easy in traditional
ESB architecture

S

RED HAT
OPENSHIFT

O

)
L (XKD

@ -
Grafana  prometheus
—

Event driven design

Debugging ﬂ Resilience Data driven design
CEP ...

e
-
~ Jaeg



Bottom-up vs. Top-Down

Mode 2 VS. Mode 1
Bottom-up, Agile, Kanban, Approach Top-down, Waterfall, ITIL
DevOps
Revenue, brand, customer Value Price for performance
experience
Empirical, continuous, process- Governan Plan-driven, approval-based
based ce
Small, new vendors, short-term Sourcing Enterprise suppliers, long-term deals
deals

Good at new and uncertain projects Talent

Good at conventional process, projects

Business-centric, close to customer Culture

14

IT-centric, removed from customer

Short (days, weeks) Cycle
Times

Long (months)

Systems

of
Innovation

Systems
of
Differentiation

Systems
of
Record

92UBUIBAOD)



Architectural Patterns
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CHANGE DATA CAPTURE

Microservices

Mono to micro: Strangler Pattern

Photo: “Strangler vines on trees, seen on the Mount Sorrow hike” by cynren, under CC BY SA 2.0

Extract microservice for single component(s)

Keep write requests against running monolith
Stream changes to extracted microservice
Test new functionality

Switch over, evolve schema only afterwards


https://flic.kr/p/qoUB2e
https://www.flickr.com/photos/cynren/
https://creativecommons.org/licenses/by-sa/2.0/
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CHANGE DATA CAPTURE

Mono to micro: Strangler Pattern

Photo: “Strangler vines on trees, seen on the Mount Sorrow hike” by cynren, under CC BY SA 2.0



https://flic.kr/p/qoUB2e
https://www.flickr.com/photos/cynren/
https://creativecommons.org/licenses/by-sa/2.0/

CHANGE DATA CAPTURE

Mono to micro: Strangler Pattern

Reads /
Writes

oo B R
A

Transformatio

n

Reads

Photo: “Strangler vines on trees, seen on the Mount Sorrow hike” by cynren, under CC BY SA 2.0



https://flic.kr/p/qoUB2e
https://www.flickr.com/photos/cynren/
https://creativecommons.org/licenses/by-sa/2.0/

CHANGE DATA CAPTURE

Mono to micro: Strangler Pattern

Reads /

Reads /
Writes Router

Writes

:

Photo: “Strangler vines on trees, seen on the Mount Sorrow hike” by cynren, under CC BY SA 2.0



https://flic.kr/p/qoUB2e
https://www.flickr.com/photos/cynren/
https://creativecommons.org/licenses/by-sa/2.0/

SERVICE MESH ARCHITECTURE

.+ Applies security, route
ENVOY ENVOY ENVOY rules, policies and

. reports traffic

.~ telemetry atthe pod

- level §
SERVICE SERVICE SERVICE S :
POD POD POD




NEXT WAVE OF DEVELOPER TOOLS

Enhanced Visualization of Cluster Traffic
With Kiali

Namespace: default v

Graph ®

Versioned app graph v No edge labels v Display v ®

Visualization of what v1

Matters most:

21

Appllcat|0n TO p0|0gy revie}vs v2 ratings vl

.
>

Y

Y

Traffic throughput vatings

Error Rates

o-ingressgateway v3
enshift-operators) P productpage vl
ld >, >

Service Latency \ reviews
productpage

Service Versioning Graph Legend

Node Shapes Node Colors Node Background Edges
f A\ o~ External —»  20% Error
oo e Warning o Namespace ——3p 0.1-20% Error

. w—p  0.1% Error
Unknown ’ e Unused Restricted
rror TCPC )
Source Service | {_) Error (no traffic yet) P Namespace H: i onnection
dle
—1 [~2] FET =,z ‘
+ pre S %1 &2/ | Legend :Sa-l“: a s age)

Sep 12,12:22:12 ... Sep 12,12:23:12

Lastim v | Every 15s v =

Namespace: default

applications, services, w

¥ Hide

Current Graph:
D 7apps
& 4service
X 1ledge

ork

~

loads

HTTP Traffic (requests per secend):

Total %Success %Error

42282 100.00

0.00

_ﬂ

0 25

50

75 100

B OK M 3xx W 4xx M S5xx

HTTP - Total Request Traffic min / max:
RPS: 408.19 / 427.93 , %Error 0.00 / 0.00

TCP - Total Traffic - min / max:
@ Not enough traffic to generate chart.

X
Traffic Animations Node Badges
—O— NormalRequest %  Circuit Breaker
. Failed Request  {") Missing Sidecar
= TCP Traffic P Virtual Services

‘ RedHat
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NEXT WAVE OF DEVELOPER TOOLS

Guided
Configuration of
Traffic Policies

Create Weighted Routing

reviews-vi
reviews-v2
reviews-v3

v Hide Advanced Options

VirtualService Hosts

&TLs

Add LoadBalancer

Add Gateway

reviews

destination

DISABLE v

OFF

OFF

hosts

to which traffic is being

e

sent. Enter one or

=| 5 [*% |¥
-| 80 [+ % | §
- 15 | +| % |3
multiple hosts separated by comm

Evenly distribute traffic



The Twelve-Factor App

Cl

* API first
* One codebase, one application

e Dependencies

e Config

e Backing services

e Stateless processes

e Authentication and authorization

CD

¢ Build, release, run
e Admin processes
e Port binding

e Dev/prod parity

Day2 Ops

e Telemetry

¢ Disposability
e Concurrency
e logs




Reference Architecture
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NEXT WAVE OF DEVELOPER TOOLS

ocp-compute-1

openshift-node

ocp-compute-n

openshift-node

openshift-node

= =
openshift- S openshift- § openshift- §
openvswitch g openvswitch 3 openvswitch 3
=
5%
<app <app <ap) <ap|
ocp-master-1 ocp-master-2 ocp-master-3
controllers/api controllers/api controllers/api
openshift-node - openshift-node = openshift-node =
———| 5§ —— |8 §
etcd é eted = etcd =
openshift- openshift- openshift-
openvswitch openvswitch openvswitch

ocp-infra-edge-1 ocp-infra-edge-2 ocp-infra-loggng-1 ocp-infra-loggng-2 ocp-infra-loggng-3
o . r_elastfcse'avrchﬁ - r_elasricsearch_1 - r_elalsticsearch_1 -
™ outer ) " router ) - - § - - § - §
—_ = —_ — = o = T = - — =2
. = i S r kibana R Q r kibana R Q r kibana 0 Q
penshift-nodel | penshift-nodel | o o o
openshift- = openshift: =
[ openvswitch [ openvswitch *ES disk ) l *ES disk l *ES disk
ocp-compute-5~9 Bastion

OCP Installer Node
Standard CoreOS

Atomic-openshift-Installer

image-registry-quay

Side A

]
pool.ntp.org

Internet

Cluster D ntp server requires an upstream ntp
source that can be provided by pool.ntp.org .

NTP Server

CPU > 56 Core
Memory = 256G
Disk > 2T

physical server 6,7 work node
for SIT

physical server 8,9 work node
for UAT

physical server 10,11 work
node for PROD



OpenShift Backup/Restore (across sites)

Konveyor (velero + restic) OpenShift

S = G

Backup/Restore Targets

o K8s Resources

o PV storage

S3 Object

Services

Backup Storage Location OCS add-on: MCG
o Only support S3
nooLaA
o Leverage MCG to . spread
distribute backup data e mMirror

Backup/Restore CLI

o openshift-velero-plugin

source: https://www.openshift.com/blog/hybrid-cloud-disaster-recovery-on-openshift

| CED EE
=11
Bl K
3 A K

Red Hat Ceph Storage

I EEE

ON ceph

‘ RedHat



https://github.com/konveyor
https://github.com/konveyor/openshift-velero-plugin
https://www.openshift.com/blog/hybrid-cloud-disaster-recovery-on-openshift

What's newon OCP 4
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OpenShift GitOps

PPPPPPPPPP

OpenShift GitOps 1.3

User groups and kube-admin support when log into Argo CD
with OpenShift credentials

0 stage-spring-petclinic
Project: spring-petclinic

ApplicationSet integration with RHACM for cluster lookup
kustomize 4 support
External cert manager support for TLS configsin Argo CD

Router sharding for Argo CD

Application deployment environment details

eeeeeeeee

zj
000 §




OpenShift Serverless

Key Features & Updates
% Update to Knative 0.24

7
%

Security: Encryption of Inflight Data with Service Mesh Applications/F unctions Events

1010
i

OpenShift Serverless

7
%

Custom Domain Mapping through DevConsole

7
%

Visualization: New Monitoring Dashboards
>  CPU, Memory, Network Usage
> Scaling Debugging
> User workload monitoring through Knative Queue Proxy

Support for emptyDir
> Share files between sidecar and the main container
OPENSHIFT

Red Hat Enterprise Linux CoreOS

7
%

Functions
Node, Quarkus, Python, Go, SpringBoot, TypeScriptNew, RustNew
> Access to data stored in secrets and config maps
> Enabling Google Cloud Function on Knative
> Available on MacOS, RHEL, Windows with Docker and/or
Podman

7 7
%S %

= G O o

Physical Virtual Privatecloud  pyplic cloud Edge

i

29

PM: Naina Singh
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Red Hat build of Quarkus 2.2

Key Features&Updates =&

% Developer Experience improvements
> Quarkus Dev Ul
> Dev Services
> Continuous Testing
> Quarkus CLI

% Performance and framework efficiency
> RESTEasy Reactive
> Vert4.x

% Service Binding

% Operator SDK
>  OpenShift Client




Conclusion
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WHERE WE CAN HELP
STRANSFORMING MORE THAN JUST TECHNOLOGY,

Build up OpenShift Container Platform

- e
USS Yorktown: 90 Day (Top down: Traditional Way ) VS 68 Hour (Bottom up:Work like the bpen A
Source Community )
- _-ss “,':f'\'. ’

T B v, Dy



Learning resource
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LEARNING MORE ABOUT OPENSHIFT

Learning changes

ming to Learn on November 23rd! We have started using a new learning platform called Instrugt
coda lessons and courses have been unpublished as a result of this update, and others

have migrated to Instruqt,

Allinteractive lessons

Below you wil find our full ibrary of individual interactive ‘lessons’. We also have several interactive ‘courses’,

Filter by topic

- Any - A /ey
>_Lesson >_Lesson >_Lesson >_Lesson
Openshift 49 Playground OptaPlanner and Quarkus Orchestrating RESTful Time series forecasting for
g
 minutes | Beginner
Use this scenario to learn two ways Ito learn how to
toimplement an OptaPlanner o calla RESTHul microservice from train a machine learning model on

application on Quarkus.

time series forecasting and predict

anomalies,

Start> Start> Start> Start>

>_Lesson >_Lesson >_Lesson >_Lesson

Spring Data with Operator SDK with Helm, Reactive Data access with Reactive programming with

learn.openshift.com
e Self-paced, hands-on labs
e No equipment required

 which are comprised of multple related lessans. Erowse alltutori

Red Hat
OpenShift

OpensShift Commons

Where users, partners, customers, and contributors come together to
collaborate and work together on OpenShift.

OpenShift Commons
e Weekly videos
e Community
® Learn from others

& RedHat
S

L]
05‘2,1:‘5';.‘ OpenShlft ° SUBSCRIBED 14K M
14,488 subscribers
HOME VIDEOS PLAYLISTS COMMUNITY CHANNELS ABOUT O\ >

Uploads P PLAY ALL

OPENSHIFT OPENSHIFT OPENSHIFT

COMMONS COMMONS COMMONS
Openshift In Financial Openshift at UPS with Kevin  Openshift at BestBuy Case
Services Panel at OpenShift..  Chiang at OpenShift... Study with Jamil Ahmed at..
96 views + 3 days ago 64 views - 3 days ago 129 views + 3 days ago

OpenShift Youtube
Videos

OpenShift Update

OPENSHIFT

COMMONS

Road Ahead Openshift
Kubernetes & Beyond with..

98 views - 3 days ago

Channel



LEARNING MORE ABOUT OPENSHIFT

O'REILLY «;“,‘

OpenShift for -
Developers

THR
DevOps with
OpenShlft

S MADE €A

OpenShlf |

Graham Dumpleton

Joshua Wood » Stefano Picozzi,
& Brian Tannous Mike Hepburn & Noel O'Connor
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linkedin.com/company/red-hat

Thank you

B outube.com/user/RedHatVideos
Red Hat is the world’s leading provider of enterprise

open source software solutions. Award-winning .
f facebook.com/redhatinc

support, training, and consulting services make

Red Hat a trusted adviser to the Fortune 500. y

twitter.com/RedHat




