THALE

ﬁ*:”%nz:ug
Ed fig R

ESFIZRHE-Mich

> S ] a
4 ' > —;‘ g ‘A ,
3 . v w1 \ -
3 o x
- ~ 3N
B S % *
e ¥ .
¢ "
- < ¢ Y 53
................................. . -~ o a el w A NRCTEEOUNEAREEE. . A A A
? - 4
f

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

................................ | ' UST&SECURITY

..................................................

" % " Thales©20121Allrights reserved. = © ° ° ° ° SO AT T T TRREEREE. 0 TR - g - PLATINUM
A ~ AR

....................................................



:

>
i
v

M

/N
1

4

%}

i)

BHE

EEEREMRAIESRELLH

THALES



w
=
3

ARREE T ATE? e——

59% 2%

v
o
a
as
Q
w
)
(]
= J
0
<
o°
=
o
=
w

Data access monitoring

57% 32%
Enable encryption capabilities in a cloud services (laa$, Paa$S, SaaS$)
55% 36%

Privileged user access management

55% KEYA
Data loss prevention (DLP)
53% 35%
Application layer encryption
51% 37%
Digital rights management
50% 37%
Identity and Access Management (Directions, access controls, SSO, etc.)
50% 39%

Multi-factor authentication

Full disk encryption
Cloud access security broker (CASB) / Cloud encryption gateway
Data masking
48% 39%
Hardware security modules (HSMs)
47 % 38%

44% 39%
Tokenization
44% | 41%
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COVID & Hacker
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omer 1% Ponemen

Manual processes are prone to errors and unreliable ||| | | NI ©°%

Technology and standrads are immature ||| | | NI 12° 2020 Global EnCryption

Trends Study
No clearunderstanding of requirements ||| NG 270

Insuffcient resources (imemoney) G 35
Key management tools are inadequate |G <5

Systems are isolateed and fragmented

Lack of skilled personnel

No clear ownership

0% 10% 20% 30% 40% 50% 60% 70%
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" CipherTrust Manager : Rt £IBEIBF G

Vormetric DSM

Thales - Gemalto&a 1, BHET
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Vormetric DSM & KeySecure Em

Multi Tokenization

Tenancy BDT VPTD  CCKM — L[S
CipherTrust
Enterprise KeySecure Luna HSM
Key Mgmt. Connectors Integration Manager

KeySecure Classic
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Ciphertrust Data Security Platform

SPEERM
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About Ciphertrust

Customers

1500+ Customers Across 21 Countries
17 of Fortune 30
20+ Cloud and Hosting Providers
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File-level encryption, access control and security intelligence

Security Intelligence
Logs to SIEM

A

Ciphertrust Manager
SREEZRR
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Privileged .. ‘ {Olys, Approved Processes
Users @03)@ and Users
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*$SMN@#)( John Smith
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Street

Encrypted Clear Text

& Controlled

Application A
M ~ Allow/Block
atabase . Encrypt/Decrypt
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Cloud Admin, Storage
Admin, etc
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" 4 BHZE_". Tokenization

Securing credit card data (example)

Web Server

1. APBILAEZEGHaIBS 0SS 1. FEFEAP Serverkit

R Agent
2. BABHERCSREEER 2. ZNiER
Nz
t 3. feinERHEEMEHERRE

Application =
Application Server
] Encryption Key
a Request / Response*
I
— 1 £\
| | g -
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Database, Big Data
or File Storage

Ciphertrust Manager
TREERA
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*Key exchange at initial request or policy changes



7 Supported Data type

Credit Card Number 4716 4726 8953 9649 4858 6034 8229 6478
All Numbers 12345 34839

All printable ASCII asd123!@# O0do2Ifn1(
AlphaNumeric Al2Bcde 3SfD4gd

Date 1980-01-01 2008-10-01

And more
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Database

redit Car
* New and expired keys I CreditCard

** Oracle, customer provided, phase 1
B Token or mask
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Ciphertrust Manager
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6 Response

Customer Service

1234-4567-6789-1234

Database

I CreditCard
HiBFEMaskinghEAE: EXNEREBCHECEE

. Token or mask
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Data in Motion
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Centrally Own and Manage Keys
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Store keys in a hardware
appliance for root of trust when
using Virtual Ciphertrust
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Virtual Ciphertrust Manager also supports
master key storage as a root of trust in HSMs

Cloud-based, such as Amazon Web Services
CloudHSM, Data Protection on Demand
(HSM on Demand Services), or Luna HSM, a
hardware appliance option that is deployed
on-premises in a range of models and
configurations
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vCloud Air™ Network openstack

And more...
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