
Thales © 20121All rights reserved.

資料保護思維
與解決方案

亞利安科技-Michael
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企業的資安意識脫離現實

67%

自覺有資安風險的企業比例
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大家都做了什麼?

67%
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COVID & Hacker
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過往資料加密保護面臨的問題

效能

金鑰管理

建置太複雜
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過往資料保護面臨的問題

金鑰管理的問題?
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66%

57%

48%

45%

35%

27%

12%

9%

1%

0% 10% 20% 30% 40% 50% 60% 70%

No clear ownership

Lack of skilled personnel

Systems are isolateed and fragmented

Key management tools are inadequate

Insufficient resources (time/money)

No clearunderstanding of requirements

Technology and standrads are immature

Manual processes are prone to errors and unreliable

Other

金鑰管理的痛點

48%的受訪者認為孤立或分散的金鑰管理系統是一個重大挑戰

2020 Global Encryption 
Trends Study
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CipherTrust Manager : 次世代金鑰管理平台

KeySecure Classic

KeySecure
Connectors

Enterprise
Key Mgmt.

Luna HSM
Integration

Vormetric DSM

Multi
Tenancy

Tokenization
BDT VPTD CCKM

CipherTrust
Manager

Thales、Gemalto合併後, 整併旗下
Vormetric DSM及 KeySecure 產品
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Ciphertrust Data Security Platform

About Ciphertrust
Customers

1500+ Customers Across 21 Countries
17 of Fortune 30 
20+ Cloud and Hosting Providers

透明加密

Tokenization

金鑰管理整合

動態資料遮罩
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Thales的資料保護 & 金鑰管理架構

原廠硬體

K470, K570

VM版本

K170v

Luna HSM
高規格的金鑰保護

CryptoCommand Center
Hardware security module orchestration
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Speed Encryptors
High-assurance certified 

data in motion encryption, 
including virtual encryption

ProtectDB
Column-level 

encryption

ProtectFile
File system-level 

encryption

ProtectApp
Application-level 

encryption

Tokenization
Application-level 

tokenization
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m • Payment transactions
• Email Gateway
• SSL Webserver
• Doc Signing

• Audit & Compliance (SIEM Tools)
• 3rd party integrations 
• App Development
• Application Level
• Access Control to Keys & Data
• Physical/Virtual Storage (Centralized Key 

Management)
• Broad API Support: REST / KMIP / NAE XML

DPoD
(雲端HSM服務)

SureDrop
Highly secure file sharing 
and collaboration solution 

for cloud or on prem

金鑰集中管理系統

可做資料變造、檔案加密、線路加密金鑰管理、雲端檔案
加密分享

核心集中式金鑰管理系統可選擇VM版/硬體版

可整合使用雲端/地端HSM, 強化金鑰保存安全
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方案一、檔案加密
File-level encryption, access control and security intelligence

Security Intelligence
Logs to SIEM

Storage

Database

Application

User

File 
Systems

Volume
Managers

Big Data, Databases or Files

Allow/Block 
Encrypt/Decrypt

Cloud Admin, Storage
Admin, etc
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Encrypted

DSM
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Encrypted
& Controlled

Privileged 
Users

John Smith 
401 Main 

Street   

Clear Text

Approved Processes 
and Users

Server

Storage

Database

Application

User

File 
Systems

Volume
Managers

Ciphertrust Manager
金鑰管理系統
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VAE
Application

Application Server

Application
Vormetric 

Application 
Encryption

方案二、Tokenization
Securing credit card data (example)

www.acme.com
Web Server

Database, Big Data 
or File Storage *Key exchange at initial request or policy changes

Encryption Key
Request / Response*

資料在應用程式處理時進行加密

優 缺

1. AP可以控制何時加密、
解密

2. 寫入資料庫前已經將資料
加密

3. 備份資料也是加密狀態

1. 需在AP Server安裝
Agent

2. 要改程式

Ciphertrust Manager
金鑰管理系統
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Supported Data type

Data Type Clear text data Token

Credit Card Number 4716 4726 8953 9649 4858 6034 8229 6478

All Numbers 12345 34839

All printable ASCII asd123!@# 0do2lfn1(

AlphaNumeric A12Bcde 3SfD4gd

Date 1980-01-01 2008-10-01

And more
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資料寫入過程

* New and expired keys
** Oracle, customer provided, phase 1 

Customer
0544-4124-4325-3490

App Servers

2

4
REST API

3 *

Token Manager

1234-4567-6789-1234

1234-4567-6789-1234

5

Database

1

Credit Card

Token or mask

Ciphertrust Manager
金鑰管理系統
(支援HA)
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資料讀取過程

Accounts 
Payable

0544-4124-4325-3490

App Servers

1 Request 3

5
REST API

4

1234-4567-6789-1234

2

Database

Token Manager
Mask Data Sent  

1234-4567-6789-1234

Customer Service

XXX
X-X
XXX
-XX
XX-
349
0

6 Response

Credit Card

Token or mask

Ciphertrust Manager
金鑰管理系統
(支援HA)

正式資料經過代碼化處理與過往Masking方案不同:
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硬體 / VM版管理介面

ProtectAppProtectFile ProtectDBProtectV Tokenization

Data at Rest

Data in Motion

廣泛多樣的整合

支援最多數量的KMIP應用

方案三、金鑰整合

Database
Encryption

File & Disk
Encryption

Cloud 
Services

CASB
Storage & 
Archive

Backup &
Storage

SIEM 
Tools Big 

Data Identity
Management
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雲端應用-BYOK
Bring Your Own Key

集中管理CSP加密服
務使用的所有金鑰

地端金鑰管理系統 HSM Root of Trust
Store keys in a hardware 

appliance for root of trust when
using Virtual Ciphertrust

Manager 

Centrally Own and Manage Keys 
Across Providers

• Virtual Ciphertrust Manager also supports 
master key storage as a root of trust in HSMs

• Cloud-based, such as Amazon Web Services 
CloudHSM,  Data Protection on Demand 
(HSM on Demand Services), or  Luna HSM, a 
hardware appliance option that is deployed 
on-premises in a range of models and 
configurations
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Choose Your Cloud Platforms

And more…

雲端應用-BYOE
Bring Your Own Encryption

借助資料保護產品組合，在當今領先的雲
端基礎架構中保護敏感資料
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High
Speed Encryptors

ProtectDB

ProtectFile

ProtectApp

Tokenization
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Ciphertrust Manager優勢

集中金鑰管理
統一系統管理金
鑰&加密政策

整合&延伸應用
整合各大品牌

storage, 應用程式
方案 & 資料庫

符合多種資料加密需求
支援多樣化資料加密需

求&應用場景

安全

基於法規要求的金
鑰安全儲存架構

合規

簡化稽核、報表要求

支援雲端環境

支援地端、雲端、混合
環境的資料加密保護及

金鑰安全管理

可整合HSM

整合HSM硬體加密器,強化
金鑰保護安全等級
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白金級代理商
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填問卷，至攤位換取精美小禮物
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***贈品數量有限，換完為止***


