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VMware 
Agentless Security

©2021 VMware, Inc.

Apps & Data

Devices

Workloads Networks

People

內建式資安與端點防護
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VMware 
Firewall, Advanced 
Threat Prevention, SASE 
Platform

Securing your critical applications and data
VMware 資安框架與相對應的企業資安組織

Access

Applications 
+

DataEndpoint Network

Workload Cloud

VMware 
Workspace ONE
Access Management / 
Endpoint Compliance

VMware 
Carbon Black

VMware 
CloudHealth
Secure State
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Any Device

Any Application Traditional Cloud Native SaaS

Any Cloud Hybrid Edge Public Telco

Access

Applications 
+

DataEndpoint Network

Workload Cloud

VMware NSX

Securing your critical applications and data
VMware 資安框架與解決方案

VMware Workspace 
ONE

VMware 
Carbon Black

VMware 
CloudHealth

Carbon Black Cloud
Workload

NSX Firewall with 
Advanced Threat Prevention

SASE Platform

Carbon Black Cloud
Endpoint

CloudHealth
Secure State

Tanzu
Advanced

vRealize Network
Insight

Workspace ONE

Horizon
• 容器＆VM 防火牆隔離

• IDS/IPS ATP縱深防禦

• 網路 NDR, 網路沙箱

網路安全拓樸可視

• 虛擬桌面 VDI

• 行動裝置管理

Signal Sign on 

• 端點設備保護 EDR

• VM Workload 保護 EDR • 雲端服務安全防護

容器安全防護

• 安全存取服務前端
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SD-WAN 到 SASE –
由雲網連接邁向雲網安全

May 2021

Confidential   │ ©2021 VMware, Inc.
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由遠距辦公到無所不在的企業營運模式
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由遠距辦公到無所不在的企業營運模式

61%
企業用戶表示遠距辦公不
再只是偶一為之而是常態

90%
企業員工表示企業應該提
供可以順利執行遠距辦公
所需要的數位工具與環境

73%
整合遠距辦公的資訊解決
方案是高度優先的 IT 採

購預算

Sources: Forrester Research, Inc. “Hindsight Is 2020 — The Pandemic Provides A Wake-Up Call: Integrated Solutions Future-Proof Organizations.” January 2021. 

Vanson Bourne. “The New Remote Work Era: Trends in the Distributed Workforce.” September 2020.

多樣且彈性的工作模式與地點造就了無所不在的企業營運組織與模式

100% 遠距辦公 100% 固定辦公地點Hybrid
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企業營運組織與工作模式改變帶來了新的挑戰

VPN

VPN

BRANCH

DATACENTER/HQDATACENTER/HQ

VPN

DATACENTER/HQ不一致的使用經驗 複雜的操作管理介面零碎的資安管控
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無處不在的應用程式存取與彈性的工作模式推升企業網路架構與資安政策的轉變
企業網路與資安政策的轉變

DC IaaSDC SaaS

應用程式不僅限於存放在企業資料中心
• 61% of enterprise workloads in cloud3

• 15% of all IT budgets allocated to IaaS & PaaS
1

(1) Global Workplace Analytics (March 2020), multiple days 
(2) VMware internal analysis
(3) LogicMonitor CloudVision 2020 survey

企業員工可透過多樣的移動式裝置在不同地點辦公
• 20-30% of workforce working from home at end of 20211

• 1.8 connected devices per enterprise user22

廣泛的資安威脅與攻擊導致複雜與困難的資安防護
• Increasing attack surface & complexity

• Technologies are difficult to integrate and manage 
3
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如同上帝般視角的集中管理平台 Orchestrator
打造無所不在的企業網路環境 - VMware SD-WAN

4G

Construction site

MPLS

HUB Legacy datacenter

HQModern datacenter

Branch offices SaaS

Internet

彈性使用多條廣域網路線路

任何連接都可有管理的可視性在數分鐘內快速建立分支節點

4G

直覺的操作管
理介面
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利用 Overlay 網路架構實現以應用程式為主的雲網相連架構
打造無所不在的企業網路環境 – VMware SD-WAN 

Private/MPLS 3G/4G LTEInternet Broadband

Vmware SD-WAN 
Cloud Gateways

SD-WAN Overlay

VMware SD-WAN 
Orchestrator

VMware SD-
WAN Edges

VMware SD-
WAN Edges

Branch
Data center

SaaS / IaaS

VMC

VMC

一致的使用者
經驗
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開放式安全整合架構, 可整合
雲安全解決方案提供者

(Zscaler/Symantec 等)的
CWS 安全防護

Cloud Web Security 
(CWS) IntegrationVNF Integration

VCE 可整合資安廠商
(Checkpoint/PaloAlto 等)的

虛擬防火牆 (NFV) 提供企業分
公司對外連線時的資安管控

智能化應用程式辨別, 可辨別
高達+3,300 種以上的應用程
式; 透過智能化應用程式辨別
提供企業 stateful Firewall 

的資安政策設定與防護

Per-Application 
Business Policies

提供集中化資安防護政策與功能的企業雲網串連與資安防護整合平台
統合資安防護政策的企業網路 – VMware  SD-WAN

如同 MPLS VRF 般滿足企業於
單一 VCE 上提供不同流量實體

隔離的功能

Segmentation

DATACENTER/
HQ

統合的資安管
控
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依據資安需求彈性部署資安防護於地端與雲端的網路節點
統合資安防護政策的企業網路 – VMware  SD-WAN
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2021 由SD-WAN 邁向 SASE

VMC

Internet

遠端辦公室居家辦公 – 企業員工

行動辦公
從任何地方上網

Workspace ONE

居家辦公 – 契約員工

Workspace ONE

SaaSIaaS
Service Node Service Node

VMware SD-WAN
Gateway & Unified

Access Gateway

VMware SD-WAN
Gateway & Unified

Access Gateway

資料中心

Edge
Cluster

VMware SD-WAN
Orchestrator

智能化網路效能分析

提供隨時隨處的企業與雲服務網路連結 任何時間與彈性的工作地點
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整合企業網路/資安/雲服務成一體的網路資安政策
The VMware SASE 平台 – 以雲端閘道器為主的資安防護

Cloud Web
Security

NSX Cloud 
Firewall

Secure Access

SD-WAN
Gateway

VMware SASE PoP

Orchestrator

All AppsAll Users

Office

Anywhere

OrchestratorOrchestrator

Edge Network Intelligence

Home

Data Center

IaaS

SaaS

Web
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Cloud Web
Security

NSX FWaaSSD-WAN
Gateway

VMware SASE PoP

Orchestrator

All appsAll users

Office

Anywhere

OrchestratorOrchestrator

A Unified Endpoint 
Management Leader 2

Best of breed
Secure Web Gateway 

provider partnership 3

A WAN Edge Leader 1 One of 5 “Large” 
Firewall Vendors 4

1. Source: Gartner, Inc., Magic Quadrant for WAN Edge Infrastructure, Jonathan Forest, Mike Toussaint, Neil Rickard, November 26, 2019.
2. Source: Gartner, Inc. "Magic Quadrant for Unified Endpoint Management"  Dan Wilson, Chris Silva, et al., 10 August 2020.
3. Gartner, Inc., Magic Quadrant for Secure Web Gateways, Lawrence Orans, John Watts, Peter Firstbrook, November 11, 2019
4..Source: VMware is 1 of 5 “large” firewall vendors (with  greater than $500m in annual revenue) in the Forrester Now Tech: Enterprise Firewalls, Q1 2020 

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation.
Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a 

particular purpose.

Edge Network Intelligence

Home

Secure Access 
(ZTNA)

零信任網路存取 (Zero Trust Network Access)解決方案, VPN GW 不侷限於企業總部
The VMware SASE 平台 – 以雲端閘道器為主的資安防護

Workspace ONE
User-driven Zero Trust Access
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NSX Cloud 
Firewall

SD-WAN
Gateway

VMware SASE PoP

Orchestrator

All appsAll users

Office

Anywhere

OrchestratorOrchestrator

A Unified Endpoint 
Management Leader 2

Best of breed
Secure Web Gateway 

provider partnership 3

A WAN Edge Leader 1 One of 5 “Large” 
Firewall Vendors 4

1. Source: Gartner, Inc., Magic Quadrant for WAN Edge Infrastructure, Jonathan Forest, Mike Toussaint, Neil Rickard, November 26, 2019.
2. Source: Gartner, Inc. "Magic Quadrant for Unified Endpoint Management"  Dan Wilson, Chris Silva, et al., 10 August 2020.
3. Gartner, Inc., Magic Quadrant for Secure Web Gateways, Lawrence Orans, John Watts, Peter Firstbrook, November 11, 2019
4..Source: VMware is 1 of 5 “large” firewall vendors (with  greater than $500m in annual revenue) in the Forrester Now Tech: Enterprise Firewalls, Q1 2020 

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation.
Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a 

particular purpose.

Edge Network Intelligence

Home

Secure Access 
(ZTNA)

資安政策由地端延伸至雲端
The VMware SASE 平台 – 以雲端閘道器為主的資安防護

Cloud Web
Security
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任何時間, 地點都能提供完善的雲網安全防護
The VMware SASE 平台 – 以雲端閘道器為主的資安防護

NSX Cloud 
Firewall

Secure Access

SD-WAN
Gateway

VMware SASE PoP

Orchestrator

SaaS/InternetAll Users

Office

Anywhere

OrchestratorOrchestrator

Edge Network Intelligence

Home

Data Center

IaaS

SaaS

Web
TLS VPN

SD-WAN Tunnel

SD-WAN Tunnel

TLS VPN

APIs

LOGs

Cloud Web
Security
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提供企業地端與雲服務完善的集中化資安政策管理與部署
VMware SD-WAN 整合企業網路與資安政策

• Routing
• Path Selection
• QoS / QoE
• VPN
• Bandwidth 

optimization
• Cloud 

acceleration
• Traffic shaping
• Caching

• Firewall
• IDS / IDP
• UEBA fraud
• DNS protection
• DLP / Sensitive data 

discovery
• Wi-Fi protection
• SWG
• SDP/ZTNA
• Encryption/decryptio

n
• CASB

行動化企業員工存取 企業網路政策 企業資安政策 企業內部與雲端應用程式

Office Branch

Mobile Work@Home

IoT

Integrated Technologies Across IT, Networking, and Security
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Thank You


