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Securing your critical applications and data
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Securing your critical applications and data

- ZEEFIRFAIR
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- TEBREERE

Signal Sign on [ Workspace ONE ]
NSX Firewall with
Advanced Threat Prevention
o . 2ZNEg b Y=z (= B
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Advanced « |IDS/IPS ATP#it o= FH 2
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Endpoint
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a8 “an” Top Malware/Ransomware Behaviors

BEEN #R@E

KNOWN OBFUSCATED SCRIPTING
MALWARE MALWARE ATTACKS

Software Packing for
Defense Evasion

Hidden Windows for

MEMORY Defense Evasion
INIIES
Standard Application
Layer Protocol
h for Command & Control
REMOTE LOGIN UNKNOWN
MACROS MALWARE 17% 19% Process Discovery
* Eﬁﬁﬁlﬁz 2EE) D - FA PowerShell Ex#AETE “IEFREMIEERAD . 0% WEERER « 95% WHH=
THENCE@RES, BiE—+=Z Non-Malware EAS EIREGE EHE T R E M L2 2 RE RS
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Exchange ServerfF

rh %% & 4843 FAExchanger Server 4I8ZRFZEIRE @ ¥4 EE FEXchange Servers5BI e » fHEIR3F2
HERLEAERMER

3/ theE | 2021-03-03 & 1M AThome 44 E]

jgrunzweig exchange_auth_bypass > python3 auth_bypass.py get_internal --domain 10.72.102.253
HEREERHE RS RHABRARBARN BRI RBISRHIRAE BRSNSV AR RIS
# Microsoft Exchange Auth Bypass Exploit #
K By @volexity ®
HERRERREBRERRARRARRARRER I AR ERRARNE RN SR ER AR 42

[+]) Attempting to get internal hostname.
[+] Got internal hostname: EXCHANGEO1
[+] Attempting to get full internal fgdn.
[+) Headers:
Cache-Control : private
Transfer-Encoding : chunked
Content-Type : text/xml; charset=utf-8
Content-Encoding : gzip
Vary : Accept-Encoding
Server : Microsoft-IIS/10.0
request-id : 23240405-6bel-49e3-9094-66€00d439291c
X-CalculatedBETarget : exchange0l, exchange0l,exchange(2.hack.local
X-DiagInfo : EXCHANGEO2
X-BEServer : EXCHANGEO02
X-FEServer : EXCHANGEO1,EXCHANGEO1
X-AspNet-Version : 4.0.30319
X-Powered-By : ASP.NET
Date : Tue, 23 Feb 2021 19:19:31 GMT
jgrunzweig exchange_auth_bypass >

THEREER 2 MEESVolexity &2 DubexiE3R T » S41Exchange ServeraB 2 =R B Hafnium4B4ERTHR - EBZ Volexitydt¥d
Exchange Serverif@RERNKBETTH o (BIRKR / Volexity)

vmware
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VMware TAU-TIN DearCry 1 RFHEE : Bl ERS

TAU-TIN - DearCry ransomware used in Microsoft Exchange

attacks % (al
Summary

DearCry Ransomware was discovered being distributed in human-operated attacks against Microsoft Exchange
vulnerabilities. DearCry will append extensions like “.CRYPT" as file extension to each of the encrypted files.
Furthermore, it will create a ransom note named “readme.txt” as shown in following Figure 1. DearCry should be
treated as the first of many threats to attack recent Exchange vulnerabilities, each of which should be investigated,
mitigated, and patched by following best practices to prevent remote attacks.

VMware TAU-TIN ZRFEBEERS : BANERERETR

Microsoft Exchange O-Days (CVE-2021-26855, CVE-2021-26857, CVE-2021-
26858, and CVE-2021-27065)

00

Threat Analysis Unit - Threat Intelligence Notification
Microsoft Exchange O-Days (CVE-2021-26855, CVE-2021-26857, CVE-2021-26858, and CVE-2021-27065)

Threat Analysis Unit

Customers running 3.6 sensor versions are protected out of the

box without any need to configure rules relating to the post-
compromise credential theft techniques disclosed. Latest versions of

the CBC sensors will also detect and block suspect Powershell
usage typically associated with post-compromise behaviors.
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vSphere with TANZU

Cloud automation and operations
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VMware Cloud Foundation
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Optional, but should ™
Be performed on
file repositories

Anti-
Malware
Scanning

HIPS with Important, but may
Vulnerability Shielding be performed outside

Server Workload EDR SULLER S LS
Behavioral Monitoring
Threat Detection/Response

Exploit Prevention / Memory Protection
Core workload
Application Control / Whitelisting protection
strategies

Attacks

Attack Surface

Hardening, Configuration and Vulnerability Management

A

Operations and Security Hygiene

e - —
I

No Arbitrary Code Admin Privilege Change Log
No Email, Web Client Management Management Management
_________________________________________________________________________________ 7/
vimware
Confidential | ©2021 VMware, Inc. Source: Gartner, Market Guide for Cloud Workload Protection Platforms, Neil MacDonald and Tom Croll, April 14, 2020. 14
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How does VMWare fit?

Optional, but should ™

Be performed on

file repositories

Important, but may
Attacks NSX/ CBC be performed outside
of the workload
CBC
Attack Surface
Carbon Black
CB: VMware Carbon Black Catbon Blaet Core workload
aropon acC protection
NSX: VMware NSX strategies
Carbon Black
! N |
. :
: :
! 1
' CBC '
] Inagement !
Y |
] ! Operations and Security Hygiene E :
1
! i No Arbitrary Code Admin (i 2 3e, Change Log : E
y - -No Email, Web Client________1 Management. ________ Mapagement . ______ Management _____; !
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On Prem Solutions
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vmware
Carbon Black Cloud ™

b lack Carbon Black
R K [l Carbonslace Carbon B

Win Mac Linux Azure AWS
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month
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20,000+ COMMUNITY MEMBERS
GLOBAL FOOTPRINT ANALYSIS OF ADVANCED THREATS ACTIONABLE THREAT INTEL

EXTERNAL THREAT INTELLIGENT THREAT ADVISORY ALERTS I0Cs, WATCHLISTS & MORE

VMware Carbon Black CLOUD

Endpoint Data SO AN O Security Events
Analyzed Per Day S S S S I A Per Day
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B3 vSphere BRI S 2% 4E5
MRARNESNERA - BF « BR—XEM - MO ERREEAR

vm vSphere Client

&) Home
& ks % Plat-Win2016-2-Template-MyAppApp " # & © | acronse o] B EFE
Summary Monitor Configure Permissions Datastores Networks Updates E ZZ
[J) Hosts and Clusters T m—————, =30 OHZ > JH.I-L ]:’fﬁ *AZ FEIQ JEH
VM d T lat VMware Tools: Running, version:10338 (Upgrade available)
(2 VMs and Templates fosedtos) g MEMORYUsace E/\J J? /:—E Ij] Fjlz
(] Storage
, J o DNS Name:  Plat-Win2016-2 983 MB AN 5
¥ Networking IP Addresses: 10.173.135.200 STORAGE USAGE
[B Content Libraries View all 2 IP addresses fJ 84.63 GB
Launch Web Console Host: s¢2-hs2-b1604.eng.vmware.com .

[ Global Inventory Lists

Launch Remote Consol

LIS

[# Policies and Profiles A\ A newer version ol VMware Tools is available
& Auto Deploy

<|> Developer Center Carbon Black

(®) vRealize Operations
!‘! Networking and Security Status Not Enabled
Current Version: NA
@ Administration Last Check-in NA Enable Carbon Black on 4 VMs
2 Update Manager
Carbon Black will be enabled with the latest available versions

) Tasks ENABLE CARBON BLACK

(g Events

> Advanced

/M Hardwara

Recent Tasks Alarms

Sensor updates can result in device reboots. Identify any implications or downstream effects of rebooting, and consider notifying
| users before taking this action

£ VM IBE
=R

(7] 1understand that devices may be rebooted

CANCEL ENABLE
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