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Add Compute Members either by creating or by directly adding them. You can also add Identity members separately. Identity m
- % j%%*% . Scope / Tag Compute members to define effective membership of the group.

Membership Criteria (1) Members (0) IP/MAC Addresses (0) AD Groups (0)

= ERABENER

[ + ADD CRITERIA ]

- ERETE

v Criteria 1
- ERFEZSR
Virtual Machine v Tag v Equals - Customer-01 Scope @
5} Name
- EREEEE
AND Equals v CRM Scope @
OS Name
- HERARLUE P it Computer Name
AND Tag : Equals v AP Scope @
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5] DISTRIBUTED FIREWALL (® ACTIONS v

ALL RULES CATEGORY SPECIFIC RULES

ETHERNET (1) EMERGENCY (0) INFRASTRUCTURE (3) ENVIRONMENT (0) APPLICATION (26)
-+ ADD POLICY i e Filter by Name, Path and more =
|:| Name D Sources Destinations Services Profiles Applied To Action
v [] terraform-DFW-Sec_. (6) Applied To 1 Groups @ SuccessC O & =
(]  Auow SSH and RDP 4167 terraform-exter... terraform-all-V_ RDP None DFW ® Alow O & =
SSH
(] AllowHTTPS 4168 Any terraform-Web-... HTTPS None DFW ® Allow O oo
(] Asow Web to App 4169 terraform-Web-_.. terraform-App-... terraform-app-s.. None DFW ® Alow v €@ &=
(J  Allow App to DB 4170 terraform-App-_ terraform-DB-V_ MySQL None DFW ® Alow -~ @ o
(] Aliow out 471 terraform-all-V... Any DNS None DFW ® Alow €@ &=
NTP
() DenyANY 4172 Any Any Any None DFW ® Reject - @ &=
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Home Networking Security Inventory Tools System Advanced Networking & Security
€| switches Ports Switching Proflles
@ Networking V
i &% v .
Switching 25 by <ee ubuntu-k8s-cl1-yelb-app-redis-server-5f6cb88487-bngpc X
(O Logi ID Admin Status Operational S ) )
Routers Overview Monitor Manage~ Related v
[: u... b6e.. e Up e Up
NAT Port Mi ing Profile: rt-mi i flle-172.16.6.99
u.> 20 eUp » Up 0! rroring Profile: nsx-port-mirroring-profile-172.16.6. CHANGE RESET
DHCP
This profile overrides the default system-wide settings for Port Mirroring
IPAM
Direction Bidirectiona
Load Balancing Packet Truncation None
. Key (o]
O Security > )
Destinations 172.16.6.99
5% Partner Services
A Capturing from Ethernet0 (ip proto 47) s O X
63 Tools 2 File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
@ aDED L I=II= B
& Inventory > | & Pl Q = =2 = A L - = Q Q Q I
(N [Apply a displa r ... <Ctrl-f> 3 ~|Expression.. +
No. Time Source Destination Protocol Length Info
57 2.947707 10.128.4.6 10.128.4.7 TCP 115 6379 » 43374 [PSH, ACK] Seq=8 Ack=50 Win=29056 L
58 2.947958 10.128.4.7 10.128.4.6 TCP 139 43374 » 6379 [PSH, ACK] Seq=5@ Ack=15 Win=29312
59 2.948080 10.128.4.6 10.128.4.7 TCP 115 6379 » 43374 [PSH, ACK] Seq=15 Ack=81 Win=29056
60 2.948299 10.128.4.7 10.128.4.6 TCP 135 43374 » 6379 [PSH, ACK] Seq=81 Ack=22 Win=29312
61 2.948468 10.128.4.6 10.128.4.7 TCP 116 6379 » 43374 [PSH, ACK] Seq=22 Ack=108 Win=2905€
62 2.982674 10.128.4.8 10.128.4.6 TCP 108 47818 » 6379 [ACK] Seq=56 Ack=14 Win=29312 Len=€
63 2.985630 10.128.4.7 10.128.4.6 TP 108 43374 » 6379 [ACK] Seq=1@8 Ack=3@ Win=29312 Len=
64 7.961562 ©2:50:56:00:18:0f 02:50:56:00:18:10 ARP 102 Who has 10.128.4.7? Tell 10.128.4.6
65 7.961828 02:50:56:00:18:10 ©2:50:56:00:18:0f ARP 102 10.128.4.7 is at ©2:50:56:00:18:10 v
< >

Frame 1: 102 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface @
Ethernet II, Src: Cisco_c1:9f:52 (a8:0c:@d:c1:9f:52), Dst: Vmware_40:42:9e (00:0c:29:40:42:9e)
< > Internet Protocol Version 4, Src: 172.16.6.22, Dst: 172.16.6.99
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Security & VMs v | CRM-Web-01 @ ~ | = Apply Filter CLEAR LN ©) = j:T.r I%E\;E J A ET JICRR
= = s DM \Aah N2 P
/.  Flows: &
> Security & VMs v | Demo-DB-O1 @) v | = ApplyFilter CLEAR TN Q) ™ |:|| \E:E ):Eb%% 'fﬁﬁﬁ \ Hf‘t N7
gc/:E Hp JGN l\\ /JIL
/|| Flows: |4 --Unprotected [ —Blocked [ —Allowed |@ Demo-DB-01 @ Last 24 Hours v

N i BT HKEECR
- ® TRk (ERAMFIKE )

/
/
/
/
o
(1]
3
[}
>
0
Q
N
/

/

B

CRM-Application

Category: Application Recommended Rules: 4 Recommended Groups: 5 Recommended Services: 0

Name Sources Destinations Services Profiles Applied To Action

v Policy-1 (CRM-Application) 4)
Rule-1 (CRM-Application) Group-1 (CRM-Applicati... Group-2 (CRM-Applicati... SSH None CRM-Application ® Allow
Rule-2 (CRM-Application) Any Group-3 (CRM-Applicati... HTTP None CRM-Application ® Allow
Rule-3 (CRM-Application) Group-4 (CRM-Applicati... Group-5 (CRM-Applicati... MySGL None CRM-Application @ Allow
Rule-4 (CRM-Application) Group-3 (CRM-Applicati._ Group-4 (CRM-Applicati_. Vmware-VC-WebAccess None CRM-Application @ Allow
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