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Security World View
(D) Risks

63% of workers report using the same password for multiple work devices
and/or applications

According to Verizon Data Breach Investigation Report (DBIR), 81% of security
breaches leverage stolen or weak passwords

Microsoft has been a 300% increase in identity attacks over the past
year (2019), more than 1.2M accounts were compromised in January
2020

Enable easy and secure passwordless authentication with biometrics

Conditional Access based on intelligence, device state, user behavior, and
MFA
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Password Spray

Password Spray from an Azure AD perspective

- Typical Attack

1. Attempt a common password used
against many, many accounts.
(stay below account lockout threshold)

After successful login, dump the GAL.

Start pivoting in environment.

Josi@contoso.com
Chance@wingtiptoys.com
Rami@fabrikam.com
TomH@cohowinery.com
AnitaM@cohovineyard.com
EitokuK@cpandl.com
Ramanujan@Adatum. com
Maria@Treyresearch.net
LC@adverture-works.com
EW@alpineskihouse.com
info@blueyonderairlines.com
AiliS@fourthcoffee.com
MM39@litwareinc.com
Margie@margiestravel.com
Ling-Pi997@proseware.com
PabloP@fineartschool.net
GiseleD@tailspintoys.com
Luly@worldwideimporters.com
Bjorn@woodgrovebank.com
NK@lucernepublishing.com

Passwordl23
Passwordl23
Passwordl23
Passwordl23
Passwordl23
Password123
Password123
Password123
Password123
Password123
Passwordl23
Passwordl23
Passwordl23
Passwordl23
Password123
Passwordl23
Password123
Password123
Password123
Password123
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Enable Zero Trust with strong authentication and adaptive policies

Signals
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Protect and govern data — wherever it lives

Understand your data
landscape and identify

. \ Prevent accidental

. 1 KNOW PREVENT \ oversharing of sensitive

important data across your ! ! information
hybrid environment 3 YOUR DATA (DJAYPA LOSS !

Apply flexible

protection actions :'l PROTECT
including encryption, ' YOU R DATA

access restrictions and
visual markings

GOVERN | e
YOUR DATA BB .

and records in a
compliant manner

Powered by an intelligent platform
Unified approach to automatic data classification, policy management, analytics and APIs
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OneDrive

s

SharePoint

Future:
Expand to non-
CONFIDENTIAL M365 workloads

Exchange
Online Endpoint

Comprehensive support across channel
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1,181

different cloud services
are used by enterprises
on average!

Netskope Cloud Report, 2018
Ponemon: 2017 Cost of Cybercrime Study

@

Sapd 27%
(0]
@ increase in cloud and
Saa$ threats over the

last year alone?

% bo
68 o X
of breaches take months
or longer to discover ﬁ

without security
controls in place?

3. Verizon 2018 Data Breach Investigations Report
4. Securing Cloud Transformations, 451 Research, July 2020

dws

52%

cite data security
concerns as a barrier
to cloud expansion*

ER
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@


https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=2ahUKEwiM6dDVwMPdAhXjOn0KHWQrBgkQjRx6BAgBEAU&url=https://commons.wikimedia.org/wiki/File:Amazon_Web_Services_Logo.svg&psig=AOvVaw1SnnNhIwI2sdLX-m-rh9Ya&ust=1537324094099497
https://go.netskope.com/rs/665-KFP-612/images/NS-Cloud-Report-Winter18-RS-00.pdf
https://www.verizon.com/verizonpartnersolutions/content-hub/data_breach_investigation_report

Discover
Shadow IT

Shadow IT discovery identifies cloud apps,
provides risk assessments, usage analytics and app
lifecycle management and control capabilities.
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Shadow IT E3EA A

Safely adopting cloud apps

Continuous monitoring

Be alerted when new, risky or high-volume
apps are discovered in your environment
for continuous monitoring and ongoing
control over your cloud apps

Govern your cloud apps

Start managing cloud apps and leverage
one of several governance actions such as

Sanction, Unsanction, onboarding an app Q

to AAD to leverage SSO, marking them for
review or blocking them from your network

Analyze usage

Understand the usage patterns

based on traffic data, top users and IP
addresses, app categories and devices.
Leverage the C-level report for a high-level
overview and recommendations.
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Start here

Discover Shadow IT

Identify which apps are being
used in your organization from an app catalog
of over 17,000 cloud apps and custom apps

Identify the risk
levels of your apps

Understand the risk associated with discovered
( apps, based on more than 90 risk factors
including, security factors, industry—and legal

regulations—with the ability to customize
risk scoring

Evaluate compliance

Evaluate whether the discovered apps meet
the compliance standards of your organization
against factors like GDPR or industry-relevant
standards like HIPAA readiness



Cloud App Discovery

Discovery of Shadow IT across SaaS, IaaS and PaaS
Discover cloud usage across all locations (HQ,
Branches, Remote) using native and programmatic
integration with Microsoft Defender for Endpoint

o Cloud Discovery @ Wrotpomivene | atodme

Understand the risk of your SaaS apps ~
Risk assessment for 17,000+ cloud apps based on
90+ security and compliance risk factors

198 2542 934 936 124w

Analyze usage patterns ) || 1R

Understand the usage patterns and identify high risk
volume users by understanding traffic data, top users
and IP addresses, app categories

Block risky and unsanctioned apps
Using native integration with Microsoft Defender
for Endpoint and leading SWGs and proxies

sceEmePO1CE

Continuous monitoring
Be alerted when new, risky or high-volume apps
are discovered
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Security Operations / SOC =- Microsoft Software as a Service (Saa$)

A thveat Eperts || A Detecion and Resporse Team (ARD |1 & MSSPMER _, - Cybersecurity Reference Architecture [ cioudappsearty | 1] ¥ G &
| % Azure Sentinel - Cloud Native SIEM, SOAR, and UEBA for IT, OT, and IoT | Security modernization with Zero Trust Principles " App Discovery & Risk Scoring $
Azure q q @ q ] November 2020 - https://aka.ms/MCRA *  Threat Detection & Res{
Endpoint Office 365 ||« Identity E:ZSAW S | O « Policy Audit & Enforcement
Logs, and ’ e . A . . Session monitoring & control
Microsoft Defender - Extended Detection and Response (XDR) Data This is interactive! SeCUl’lty Guidance « Information Protection &
. Sources Data Loss Prevention (DLP) a
Azure Defender Microsoft 365 Defender 1. Present Slide 1 Security Documentation Ident|ty & Access
S %REZMMW" z 2. Hover for Description 2. Microsoft Best Practices I
+ Advanced Threat Hunting 3. Click for more information 3. Azure Security Top 10 | Conditional Access — Zero Trust Access Control decisions
Benchmarks | CAF | WAF ‘based‘on explicit validation of user trust and endpoint
I integrity
|
|
. . . . . o Azure Active
Endpoints & Devices Hybrid Infrastructure —IaaS, PaaS, On-Premises Information Protection > Directory
P el (e T | ) Azure Security Center - Cross-Platform Cloud Security Posture Management (CSPM)  Secure Score Microsoft Passwordless & MFA
Unified Endpoint Management (UEM) Compliance Reporting Information « Hello for Business
. . . 2| Protection (MIP; i
Intune  Configuration Manager On Premises Datacenter(s)  3rd party Iaas & Paas  Microsoft Azure coo 2 o (MIP) @ Authenticator App
T [y - aws Azure Firewall S iscover 9 FIDO2 Keys
LI UL LI LRI ) — |© NGFW E ) '_) Azure Marketplace __:ﬁ:_\,& Firewall 5 Classify > Identity
: Ic o= = o9 Manager b Frotect i
: i S 8] 2= 9 8| 1 File Scanner Protection
. H (V) Edge DLP Sar _E S
H H 5 E@: =g= == : @ Azure WAF ";,T (on-premises and Leaked cred
- " IPS/IDS o ) cloud) *protecti
LS P03 _ A 4 = @ eee /A DDoS Protection J§ ﬁli'tﬂwv A Hibtection )
Microsoft Defender for Endpoints Azure AD App Proxy I 4 O ok > O AzsteAd:PIMIytics
U.nified En_dpointSecuritv . Beyond User VPN |, .. uua ........lA Express Route I.. sessssmsssEsEsEmnEnnnn (.?) Azure Key Vault eE=m oee > Identity Governance
Endpont etection & fespense (20) © /A Azure Bastion Data Governance . Azure AD B28B & B2C
Web Content Filtering 8 I z e
Threat & Vuln Management © £\ Azure Arc | = =3 = ' A Azure Lighthouse Advanced Defender for Identity
+ & i e ;
Data Loss Protection (DLP) E [A Azure stack EIA = Eflfﬁ_ ey [ @ - A Azure Backup eDiscovery égk
eee h z l | | compliance M | Active Directory
| g Privileged Access Workstations (PAWs) - Secure workstations designed to enable and protect administrators, developers, and sensitive users |
I Secure Score — Measurement of your security posture, planning and prioritization guidance, and compliance reporting assistance I
Windows 10 Security % IoT d Operational Technolo (o kﬂ I ‘ People Secu rlty
P gy Azure Defender - Cross-Platform, Cross-Cloud XDR
g’ei‘;“”f ”[“"ef“"(” ?WI ‘.‘r’"""t’ i - Multi-asset detection and response for i ture and . . s c i atior Compli
F’e fentta’ protection xploit protection . Azure Defender for IoT platform as a service (Iaa$ & Paas), Proactive Threat defenses Attack Simulator Insider Risk ion I
ull Disk Encryption Behavior monitoring K eset s
fa - « ICS, SCADA, OT * Assel
f;ﬁé:dm ;,:Irixr:’cg:g; raten e + Internet of Things (IoT) ,"/;g,"':;“,”"/;% E i ] (---) @ @ 5 Q ﬁ'ﬂ ! @ L] @ @ oo
il Azure Sphere " Industral1oT (10T . threat Detection i I O GitHub Advanced Security — Secure development and software supply chain
F Resporse

Kl Threat Intelligence - 8+ Trillion signals per day of security context Service Trust Portal - How Microsoft secures cloud services Security Development Lifecycle (SDL)



https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://docs.microsoft.com/en-us/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/en-us/azure/azure-arc/
https://aka.ms/SecurityDocs
https://aka.ms/SecurityDocs
https://aka.ms/SecurityBestPractices
https://aka.ms/SecurityBestPractices
https://aka.ms/azuresecuritytop10
https://aka.ms/benchmarkdocs
https://aka.ms/CAFSecurity
https://aka.ms/WAFSecurity
https://azure.microsoft.com/en-us/services/security-center/
https://aka.ms/MCRA
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-overview
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/en-us/services/site-recovery/
https://docs.microsoft.com/en-us/azure/firewall/overview
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulator
https://docs.microsoft.com/en-us/microsoft-365/compliance/insider-risk-management
https://azure.microsoft.com/en-us/marketplace/
https://azure.microsoft.com/en-us/blog/introducing-microsoft-azure-sphere-secure-and-power-the-intelligent-edge/
https://aka.ms/STP
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://aka.ms/GHSecurity
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://aka.ms/DART
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/security/threat-protection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/azure/security-center/azure-defender
https://aka.ms/swoverview
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/secure-score-dashboard-windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/compliance/communication-compliance
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/security-center/security-center-monitoring
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery
https://support.office.com/en-us/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
https://aka.ms/OTSecurity
http://www.microsoft.com/SDL
https://servicetrust.microsoft.com/
https://aka.ms/threatintelligence
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://azure.microsoft.com/en-us/services/expressroute/
https://azure.microsoft.com/en-us/marketplace/
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
https://aka.ms/AzureSentinel
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Apply Probabilistic Kill Chain
End of Step 1: Graph with billions of

nodes and Edges ® ® 0 ® Process
Goal: Prune Graph using Probabilistic
Kill chain
@ ® Device
Time Bound: }
Prefer ks.t A, <t
® © Location
Complete killchain:
lki| > |k, |, then k,
Commonalities: . Account

Prefer ks.tk, Nk, + ¢
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