
顛覆傳統資安 建立自動化安全 

微軟 M365 資深資安產品經理 
張士龍 Dragon Chang 



思維改變 



On-Prem Security Cloud Security 



Prevention  Detection 



Worker Intelligence  Artificial Intelligence  



Perimeter Defense  Identity Verification 



Multi-Vendor Single Vendor  



Redefine  

Microsoft 



L
ig

h
t B

lu
e

R
0
 G

1
8
8
 B

2
4
2

G
re

e
n

R
1
6
 G

1
2
4
 B

1
6

R
e
d

R
2
3
2
 G

1
7
 B

3
5

M
a
g

e
n

ta
R

1
8
0
 G

0
 B

1
5
8

P
u

rp
le

R
9
2
 G

4
5
 B

1
4
5

B
lu

e
R

0
 G

1
2
0
 B

2
1
5

T
e
a
l

R
0
 G

1
3
0
 B

1
1
4

Y
e
llo

w
R

2
5
5
 G

1
8
5
 B

0

O
ra

n
g

e
R

2
1
6
 G

5
9
 B

1

L
ig

h
t Y

e
llo

w
R

2
5
5
 G

2
4
1
 B

0
L
ig

h
t O

ra
n

g
e

R
2
5
5
 G

1
4
0
 B

0
L
ig

h
t M

a
g

e
n

ta
R

2
2
7
 G

0
 B

1
4
0

L
ig

h
t P

u
rp

le
R

1
8
0
 G

1
6
0
 B

2
5
5

L
ig

h
t T

e
a
l

R
0
 G

1
7
8
 B

1
4
8

L
ig

h
t G

re
e
n

R
1
8
6
 G

2
1
6
 B

1
0

D
a
rk

 R
e
d

R
1
6
8
 G

0
 B

0
D

a
rk

 M
a
g

e
n

ta
 

R
9
2
 G

0
 B

9
2

D
a
rk

 P
u

rp
le

R
5
0
 G

2
0
 B

9
0

M
id

 B
lu

e
R

0
 G

2
4
 B

1
4
3

D
a
rk

 T
e
a
l

R
0
 G

7
5
 B

8
0

D
a
rk

 G
re

e
n

R
0
 G

7
5
 B

2
8

D
a
rk

 B
lu

e
R

0
 G

3
2
 B

8
0

M
id

 G
ra

y
R

1
1
5
 G

1
1
5
 B

1
1
5
 

D
a
rk

 G
ra

y
R

8
0
 G

8
0
 B

8
0
 

R
ic

h
 B

la
c
k

R
0
 G

0
 B

0
 

W
h

ite
R

2
5
5
 G

2
5
5
 B

2
5
5

G
ra

y
R

2
1
0
 G

2
1
0
 B

2
1
0
 

L
ig

h
t G

ra
y

R
2
3
0
 G

2
3
0
 B

2
3
0

身分與存取管理 

管理資安四件事 

威脅防護 資訊防護 雲端安全 
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using the same password 

81% of security 
breaches leverage stolen or weak passwords

300% increase in identity attacks 
more than 1.2M accounts were compromised 

passwordless authentication with biometrics 

Conditional Access based on intelligence

Security World View 

Risks 

12 
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Password Spray 

 Typical Attack  

1. Attempt a common password used 

against many, many accounts. 
(stay below account lockout threshold) 

2. After successful login, dump the GAL.  

3. Start pivoting in environment. 
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瀏覽到 
網站 

釣魚 
郵件 

開啟 
附件 

點選 URL  
攻擊 
& 安裝 

命令 
& 控制  

使用者帳戶已 
外洩 

暴力破解帳號或使用 
被盜帳號認證 

攻擊者嘗試 
橫向移動  

特權帳戶 
被盜用 

網域與系統  
入侵 

攻擊者存取 敏感資料 

資料外洩 

Identity Protection 檢測 
身份保護 + 條件存取 

攻擊與防護流程示意說明 

Mail ATP 檢測 
惡意軟體檢測、安全連結和
安全附件 

Endpoint ATP 偵測 
未知型惡意程式檢測與網路連線行
為分析 

Identity Management and Access Control 監控 
異常連線登入偵測與用戶行為分析 

攻擊者收集 
偵察 → 
設定資料 

AI 自動化日誌分析 
使用 AI 調查威脅，並大
規模搜捕可疑的活動&內
建的常見工作協調流程和
自動化，快速回應事件 
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資訊防護與管理 
Protect and govern data – wherever it lives 

88% 
KNOW  

YOUR DATA 

88% 
PROTECT 

YOUR DATA 
GOVERN 

YOUR DATA 

PREVENT  

DATA LOSS 

Understand your data 

landscape and identify 

important data across your 

hybrid environment 

Apply flexible 

protection actions 

including encryption, 

access restrictions and 

visual markings 

Automatically retain, 

delete, and store data 

and records in a 

compliant manner 

Powered by an intelligent platform  
Unified approach to automatic data classification, policy management, analytics and APIs 

Prevent accidental 

oversharing of sensitive 

information 
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Exchange  

Online 

SaaS apps  

Teams 

Endpoint 

SharePoint  

Future:  

Expand to non-

M365 workloads  

OneDrive 

完整資料防護解決方案 

Comprehensive support across channel 

C O N F I D E N T I A L  
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雲端服務需要新的方式滿足安全性 

1,181 
27% 

68% 
52% 

Netskope Cloud Report, 2018 Verizon 2018 Data Breach Investigations Report

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=imgres&cd=&cad=rja&uact=8&ved=2ahUKEwiM6dDVwMPdAhXjOn0KHWQrBgkQjRx6BAgBEAU&url=https://commons.wikimedia.org/wiki/File:Amazon_Web_Services_Logo.svg&psig=AOvVaw1SnnNhIwI2sdLX-m-rh9Ya&ust=1537324094099497
https://go.netskope.com/rs/665-KFP-612/images/NS-Cloud-Report-Winter18-RS-00.pdf
https://www.verizon.com/verizonpartnersolutions/content-hub/data_breach_investigation_report


AR
2
5
5
 G

1
8
5
 B

0

A
A

R
1
0
6
 G

7
5
 B

2
2
 

A
A

R
2
5
4
 G

2
4
0
 B

0
 

R
2
3
0
 G

2
3
0
 B

2
3
0

A
A

R
0
 G

1
2
0
 B

2
1
2

A
A

R
3
6
 G

5
8
 B

9
4
 

A
A

R
8
0
 G

2
3
0
 B

2
5
5
 

R
8
0
 G

8
0
 B

8
0
 

A
A

R
1
3
4
 G

9
7
 B

1
9
7

A
A

R
5
9
 G

4
6
 B

8
8
 

A
A

R
2
1
3
 G

1
5
7
 B

2
5
5
 

R
4
7
 G

4
7
 B

4
7
 

A
A

R
2
1
6
 G

5
9
 B

1

A
A

R
1
0
7
 G

4
1
 B

4
1
 

A
A

R
2
5
5
 G

1
4
7
 B

7
3
 

R
2
4
2
 G

2
4
2
 B

2
4
2

A
A

R
0
 G

1
3
3
 B

1
1
7

A
A

R
3
9
 G

7
5
 B

7
1
 

A
A

R
4
8
 G

2
2
9
 B

2
0
8
 

R
1
1
5
 G

1
1
5
 B

1
1
5
 

R
ic

h
 B

la
c
k

R
0
 G

0
 B

0

AR
1
6
 G

1
2
4
 B

1
6

A
A

R
5
 G

7
5
 B

2
2
 

A
A

R
1
5
5
 G

2
4
0
 B

1
1
 

R
2
1
0
 G

2
1
0
 B

2
1
0
 

W
h

ite
R

2
5
5
 G

2
5
5
 B

2
5
5

Discover Shadow IT 

? 

? 

? 
? 

? 

? 

? ? 

? ? 

? 

? 

? 

? 

? 
? 

? 

? ? 

? ? 

? 

? 

? 

? 

? 

? 

? ? 

? 

? 

? ? 

? 



AR
2
5
5
 G

1
8
5
 B

0

A
A

R
1
0
6
 G

7
5
 B

2
2
 

A
A

R
2
5
4
 G

2
4
0
 B

0
 

R
2
3
0
 G

2
3
0
 B

2
3
0

A
A

R
0
 G

1
2
0
 B

2
1
2

A
A

R
3
6
 G

5
8
 B

9
4
 

A
A

R
8
0
 G

2
3
0
 B

2
5
5
 

R
8
0
 G

8
0
 B

8
0
 

A
A

R
1
3
4
 G

9
7
 B

1
9
7

A
A

R
5
9
 G

4
6
 B

8
8
 

A
A

R
2
1
3
 G

1
5
7
 B

2
5
5
 

R
4
7
 G

4
7
 B

4
7
 

A
A

R
2
1
6
 G

5
9
 B

1

A
A

R
1
0
7
 G

4
1
 B

4
1
 

A
A

R
2
5
5
 G

1
4
7
 B

7
3
 

R
2
4
2
 G

2
4
2
 B

2
4
2

A
A

R
0
 G

1
3
3
 B

1
1
7

A
A

R
3
9
 G

7
5
 B

7
1
 

A
A

R
4
8
 G

2
2
9
 B

2
0
8
 

R
1
1
5
 G

1
1
5
 B

1
1
5
 

R
ic

h
 B

la
c
k

R
0
 G

0
 B

0

AR
1
6
 G

1
2
4
 B

1
6

A
A

R
5
 G

7
5
 B

2
2
 

A
A

R
1
5
5
 G

2
4
0
 B

1
1
 

R
2
1
0
 G

2
1
0
 B

2
1
0
 

W
h

ite
R

2
5
5
 G

2
5
5
 B

2
5
5

Shadow IT 管理週期 
Start here 
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要如何開始呢？ 

如何讓管理安全性 

變得方便且有效率？ 



S3 

Azure Active 

Directory 

Security Documentation 

Microsoft Best Practices 

Top 10
Benchmarks CAF WAF

https://aka.ms/MCRA

Azure Key Vault 

Azure Backup 

GitHub Advanced Security – Secure development and software supply chain 

Endpoint 
 

 

Office 365 Azure Identity SaaS 
Cloud App Security 

 

Azure Security Center – Cross-Platform Cloud Security Posture Management (CSPM) 

 
Other Tools, 
Logs, and 
Data 
Sources 

B2B B2C

 Azure AD App Proxy 
Beyond User VPN 

Azure Sentinel – Cloud Native SIEM, SOAR, and UEBA for IT, OT, and IoT 

https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://docs.microsoft.com/en-us/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/en-us/azure/azure-arc/
https://aka.ms/SecurityDocs
https://aka.ms/SecurityDocs
https://aka.ms/SecurityBestPractices
https://aka.ms/SecurityBestPractices
https://aka.ms/azuresecuritytop10
https://aka.ms/benchmarkdocs
https://aka.ms/CAFSecurity
https://aka.ms/WAFSecurity
https://azure.microsoft.com/en-us/services/security-center/
https://aka.ms/MCRA
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-overview
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/en-us/services/site-recovery/
https://docs.microsoft.com/en-us/azure/firewall/overview
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulator
https://docs.microsoft.com/en-us/microsoft-365/compliance/insider-risk-management
https://azure.microsoft.com/en-us/marketplace/
https://azure.microsoft.com/en-us/blog/introducing-microsoft-azure-sphere-secure-and-power-the-intelligent-edge/
https://aka.ms/STP
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://aka.ms/GHSecurity
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-threat-experts
https://aka.ms/DART
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/security/threat-protection
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/azure/security-center/azure-defender
https://aka.ms/swoverview
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/secure-score-dashboard-windows-defender-advanced-threat-protection
https://docs.microsoft.com/microsoft-365/compliance/communication-compliance
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/security-center/security-center-monitoring
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery
https://support.office.com/en-us/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
https://aka.ms/OTSecurity
http://www.microsoft.com/SDL
https://servicetrust.microsoft.com/
https://aka.ms/threatintelligence
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://azure.microsoft.com/en-us/services/expressroute/
https://azure.microsoft.com/en-us/marketplace/
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
https://aka.ms/AzureSentinel


Microsoft Cloud 
6300億+ 

6000 億+ 50億+ 

4.1億+ 

1.8PBs 

12億+ 

10億+ 

1800萬(每天) 

4700億+ 

微軟數萬億訊號產生重大資安情資 



45-day window 

Vertex = Entity (user, IP address, VM); 

Edge is any connection between them 

Events from Microsoft and Partner 

Security products 

Example: 

SQL 

Time 

DL 

AI 科技能偵測到更多異常行為 



End of Step 1: Graph with billions of 

nodes and Edges 

Goal: Prune Graph using Probabilistic 

Kill chain 

Complete killchain: 

Time Bound: 

Commonalities: 

Device 

Location 

Account 

Process 

AI 科技能偵測到更多異常行為 
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