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iSecurity簡介

A	Miner	of	Cyber	Security	Innovations



Who are we?

• A Miner of Cyber Security
 Innovations 

• An Advocate of Cyber
 Security Trends & Ideas 

• In the Field of Cyber
 Security, A Poor Man’s
 Venture Capitalist



A Miner of Cyber Security Innovations 

•  2004:	DLP企業資料保護	
•  2005:	Source	Code源碼檢測	
•  2010: 最小權限	
•  2012: 單向網路	
•  2014:	OSS開源碼安全	
•  2015:	EDR端點安全	
•  2015:	CDR檔案無害化	

•  2016:	EDF/Brand	Protection	
•  2016:	Web	Isolation上網隔離	
•  2017:	SCADA工業網路IDS	
•  2019:	CASB雲端安全	
•  2020:	SOAR	
•  2020:	供應鏈安全稽核	
•  2020:	IOT	/	Embedded	System安全	

率先導⼊資安新觀念與解決⽅案�



iSecurity	Solutions





SolarWinds事件的啟示



Wipro	2020	State	of	Cybersecurity	Report



Supply	Chain	Attack	Example:	2020	SolarWinds

•  18,000+	Global	Customers
•  Following	companies	are	known	to	be
	breached:

•  FireEye,	Microsoft,	Intel,	Cisco,
	VMware,	Deloitte,	Nvidia,	Belkin,
	LinkSys,….



Supply	Attack	Example:	2013	Ahnlab



Supply	Attack	Example:	2019	Asus/2021台哥大



Lesson	Learned

• 企業：每採購一套IT產品，就是為企業引進一個潛在的威脅，擴大
了企業的被攻擊面(Attack	Surface)

• 廠商：每賣出一套產品，帶給公司的不僅僅是有形的營收數字，
更是一份無形的風險責任

• Q:	Who	can	we	trust?

• A:	No	one



企業資安規劃法則

• 永遠沒有100％的安全

• 再強固的防線都有被突破的一天,	只是遲早而已

• 所有企業都要為這一天做好準備(超前部署)

• 強化企業資安體質,	為未知威脅做好準備

• 正如孫子兵法所言:	勿恃敵之不來,	恃吾有以待之



Cyber	Resilience

如何強化企業資安體質



Learn	From	Leaders:	如何強化企業資安體質



About	The	Research



Who	Are	Those	Executives?



What	Defines	A	Leader?

• Leaders	are	companies
	that	exhibit	high
	performance	in	at	least	3
	of	these	4	dimensions



The	Edge	of	Leaders?



Leader	Characteristics



1.	Stop	(Prevent)	More	Attacks



2.	Find	(Detect)	Breaches	Faster



3.	Fix	Breaches	Faster



4.	Reduce	Breach	Impact



資安就是國安，防駭就像防疫

• 上策:	
• 阻敵於境外

• 中策:	
• 找出入境感染源,	接觸者隔離檢疫

• 下策:	
• 阻絕擴散,	降低損害

• 阻敵於境外
•  1.	Stop	(Prevent)	More	Attacks

• 找出入境感染源,	接觸者隔離
檢疫(次世代資安維運中心)

•  2.	Find	(Detect)	Breaches	Faster
•  3.	Fix	Breaches	Faster

• 阻絕擴散，降低損害
•  4.	Reduce	Breach	Impact

新冠病毒防疫策略 強化企業資安體質四步驟  



企業資安規劃建議	





企業資安規劃法則

• 永遠沒有100％的安全
• 資安方案的數量多寡與安全程度並不成正比

• 永遠遵循80/20法則
•  20%的方案組合可以涵蓋80%的資安問題
• 剩下(20%)的問題必須用到80%的方案（而且永遠也達不到100%)

• 如何找出哪些是80％的問題？哪些是最有效的20%方案組合
•  Start	with	Attack	Surface



以有限的IT資源,	企業要如何因應鋪天蓋地而來的資安挑戰?

• 1.	盤點企業Attack	Surface

• 2.	縮小企業Attack	Surface



The	80%	Problem:	What	Are	The	Common	Attack	Surfaces?

•  From	the	Wipro	Report:
•  USB
•  eMail
•  Web

•  Malware	hidden	in	websites
•  Untrusted	software	download
•  Malware	from	social	media
•  Instant	message/Chat



一個理想的企業資安境界



The	20%	Problem:	What	Are	The	Other	Attack	Surfaces?



More	&	More	Supply	Chain	Attacks



iSecuity數位資安�
CyberResilience


