Stop more attacks

HERTERE - EER RSN

HUBZZM | Bk



Information Security

ﬂE’Jﬁzu:%Jé\ BEFME&
- &= Ol BEfR R A P e E—

J| Pz 2 5 5L I ER Y Bl 25 52 A ER Y
R - IR 2lmsa - BELG
2= In A s 2 B RHRERIRZR

tgecuﬂ%y



NPl = R
E*ETFE%@Q 1T/
7 hﬁﬁjﬂ _3\7 1/

= 7
:_—_-\_/|
JIFR] 771

No detection is
good prevention

{Security



No detection is
good prevention

MR B BEIR 3R

~G10°
)
o (19
[ 0
. H
o
Ny B
g N
o .
40 ,,
A




» B4 = Pz

« HMERELEZ80% R B ENMY - MR BAIEIEEA S,
« EMERBTZEFE
* AV - Sandbox - EDREEEBNIREEFRNEZE

— Headers

Attachment

S

— Links

— Embedded

|l * % Sasa Software - Introduction - Message (HTML)
’ File Message  Adobe POF v @
© You forwarded this message on 11/6/2016 11:06 AM.
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(=)

NTU EGRESS - TREND

| S N Y Y

37200201 302502021 4/1/72021 4/572021 4710/ 2021 4715722021

B Total Events Bl Total Files
NTU EGRESS - TOP USERS NTU EGRESS - TOP HOSTS NTU EGRESS - TOP PORTS

¢s.dds macrosoft com

ow:-o\oo;;)-“;;

o N & O

cows cfficeapps. live com
DESK TOP-JOQLOANY asom

su{Mpapll] sethngs live net

office 1secunty com tw

63302 settings Live net

{Security

NT AUTHORITY'SYS TEM



» Digital GuardianZB1E[E]

Data Analytics

DG ARC
Dynamic Reporting RESTful APIs
— SIEM, SPLUNK,
) SOAR, CASB,
® ETC.
Incident Management @ S ®

Threat Analysis

zx'ca""“’o"£
. v} .
DG Endpoint Agent DG Appliance
MS, Mac OS, Linux W Virtual / Physical
Citrix, VMware,
Hyper-V
YPEY epLP T EDR
nDLP Discovery
Policy ‘ | |
Customization ICAP MTA
Reporting Iy
° N i. A
|
1 [ LA
Visibility File Tag Control Forensics Response

Web Proxy, Outbound Email  Shares,NAS, SharePoint, OneDrive,
CASB (MS Exchange, Databases Citrix Sharefile,

Office 365) Box, Egnyte; Accellioity



Browsers, Skype...

< DIGITALGUARDIAN

UNTRUSTED TRUSTED
(External Sources) (Corporate Assets)

tSecunty



One more thing...

{Security



2 10TEx fimH Y E P2

* immnREL £ 218 ?
* IOTINE S (FBH A ES

Supply Chain Threats are most likely high Impact Risk for 2021

*! ¢! - £y
¢ ®:° < o ™ & ¢
- o ) ©

> ¢ od ¢

B ToT Attack \/olu
June 2018 - May 2020

sy

]
=

]

]
=
<
=
=]
=1

UEELOC0

’ )
. Qtr2 Qtr3 Qtr4 Qtrl Qtr2 Qtr3 Qtr4 Qtrl Qtr2
2018 2019
Source: IBM Security X-Force
T Wipro published November 2020

HR: SIRHEAS CEFBIREFIRR, iR WalmartEBx
iﬁ%ﬂgqlﬁ':ﬂmetstream

FEBWinstars Technology F A S ZEWadlinkEletstream S IBERR S B RFIRE  EREECEERE
FaFEMiraiZERS « BRZIPL .&Z
gw&ﬂgaﬁiﬁﬁﬂi EH@%ELmuxti i, @mmgx Z2imiE
‘:"» ‘ 2 tute for Comm i “'Vr't'vv':>F°"-':'—;—:< 7% =2 RS
= * 7 » CETIER #20 Tromek i3

- ! \ttacks |

IoTszéia‘ﬁg":Forthate VPN%%@%FPI’QAH%ELB“

i BRFEERRGTE

Jle expose embedded devices

F4 1 FortiGate SSL VPN E/)7F N o
B hers with automated device

§d devices, and is being used in a
e, energy, healthcare, industrial,

'“"’”' remotely exploitable stack

- ule and the device’s wireless
@ mome Settacker in the proximity of a
=zzii= ~2)K password (Pre-Shared-Key, or

{Security



2> VDOO can Help
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» VDOO' s flow

Firmware or Full OS Instance Image ”\ . S < =
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2> VDOO' s analysis results
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& Infotainment Potential Zero-Days 3 code zero-nay

info_0.1.tar.gz

Code Zero-Days 3

TO FIX
Threat Level

Compare Mode

Report Overview

Highlighted Issues

Components

Exposures

CVE

Requirements

Additional Info

Generate ERA

Insufficient input validation resulting in shell command injection [
Heap buffer overflow caused by copying a variable-sized buffer into a fixed-size...

Stack buffer overflow caused by copying a variable-sized buffer into a fixed-size...

TO FIX

Insufficient input validation resulting in shell command injection &3

et V High CWE-78 : Improper Neutralization
of Special Elements used in an 0S
Command ('0OS Command

Breakdown Injection’)
am Medium @ High A High \ttack Vect
Physical
Findings Code Risk Breakdowr
What was found? a

The potentially vulnerable code adds unsanitized external inputs to an
internal buffer that is later executed by the operating system shell.

This can lead to command injection, resulting in malicious code
execution.

Where was the vulnerability found? v

What should | do? v

Which scanner found it? -
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2> Cyber Resilience
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