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» Enterprise Strategy Group is an
integrated IT research, analyst,

(o)
strategy, and validation firm that ~/321 é‘i n :
offers market intelligence, REF
analysis, and consulting
services.
42% BEREEXE
45% 48% 7%
48%

* Information Systems Security
Association (ISSA) is a not-for
-profit, international

professional organization of “
information security

professionals and FRAR —ixBR=Z BRNE

practitioners.
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After 10 Years, Why Has Nothing Changed’?
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Security orchestration, automation and .
response

MITRE = ATT&CK"

Detection & Response
Threat

Intelligence Threat Hunting

Alerts from SIENmh D 3 SOC TIERS 1-2 SOCTIERS 3-4  SOC Management  Forensics, Privacy & Leg

« Enrich « Hunt/observe | ‘« Process/controls * Collaborate

SIEM%% Q@J%gé « ldentify - Remediate « Manage team * Track/audit

* Root cause
analysis/
Lessons
learned

Assessment

Investigation Orchestrati Reporting

Data¥#  EnrichBE{L HYABHEIE  on HFRE

Data . Orchestration
Incident : .
Data Enrichment Notification

Ingestion Correlation Response Workflow

Link Analysis Tier Escalation Execution

Reporting
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Intranet endpoint connect to malicious websites continually. Further investigation
requiremented.

=) BalglR
Source#Kj& |IOC (Hash, IP, URL/Domain)

Enrichment2F1E1E& | IPSM (IP, network site, antivirus version)
Threat intelligence (e.g. Virustotal, IBM X Force, ...)

Response 2 fE 14 Incident correlation report/dashboard
Endpoint Product(e.g. add in black list)
Mail

tgecurﬁy
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, 18656 Exiract IP
Addresses

» 18698: Exiract Hashes

» 18699: Extract URLS

- N SIEMSE 4 59R9 IP Hash, URLE R

18656 : EX LS4 7 /5 Ed IP
18698 : V=4 2 4HE8 Hash
18699 : BN =4 2 #HEE URL
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» SOAR Use CaseERERIEIE - Threat intelligence Bl B 15 & B &l

18376: Is hash
if scan positivity rate is
» greater than 50%, it will

_ 18375: Hash Reputafion be flagged as malicious
Check-VirusTolal e -

False

18485: Have any files

with medium to high risk A 18487 Get Files with
q been detected? Medium to High Risk

True -]

False

- Hash IEE& 2T

18376 : 1ER3Z Hash 26 A% R
e Source: VirusTotal
18376 : 3% Hash 26 A% R

e Source:IBM X-Force {Security



» SOAR Use CaseERERIEIE - Threat intelligence Bl B 15 & B &l

--

18365: Is TrendMicro
Updated?

, 18364: TrendMicro > 18538 TrendMicro Check input 2: Latest released
Version Check > date for TrendMicro
: True - |
> :m&mll’ | 18363: Is the source IP False
‘ miyns from Fab Area? = R
> 18377: Infemal Target IPs o - , 18387 IIEE"‘S""‘_. »_ 18389: Query Crowdisrike
Failse -} =
S 18379: IP Reputation
Check 18390: Does the host has
18370: l’llmll’ : any alert?
~ Analysis 18385: Are any IPs * True =
18483: P malicious?
> e < False H
> 18378 Extemal TargetIPs =~ —— X False -
True
18491: 1P Reputation

> Check-1BM X-Force

-IPIBEDT - IR E DT

18363 : EFZAEL IP &K B2 = 5P 18390 : Eﬁwﬁﬂﬁﬁﬂﬁmﬁﬁi—i EDR &Z&
® Source:IPSM e Source: EDR Product

18365 : TEFAsZ AN ES IP AntivirushiR A B & EH E &5

18483 : HUiSsZ9MEB IP  Geolocation
® Source : IPstack

18491 : EVE:ZNER IP 1B &
® Source:IBM X-Force
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18381 : HX#§ Whois &

e Source:Whois
18382 : HY1S URL Category K Last Update
Time E3fl

® Source: Web Proxy
18384 : EX#F URL Reputation

e Source: VirusTotal
18481: EX#SURL Reputation

® Source: Google Safebrowsing
18482 : H%S URL Reputation

e® Source: Check-URLScan
18492 :E¥#S URL Reputation

o Source:IBM X-Force




» SOAR Use CaseERERIEIE - Threat intelligence Bl B 15 & B &l

- B8 User Information

18373 : H18 User Information
® Source:HR DB/ AD
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Y SOAR Use CaseERFERIEIE - Threat intelligence & B & H &l

- Notification and Mitigation _iRE SRR
18396 : fATE IP
e Target: Firewall API 18400 : &R B ELHE
18397 : fA#E Domain i
e Target: Proxy API
18398 : [H$E User
e Target:AD
18490 : [RBEIEZR
e Target: EDR / Antivirus Product
18532 : BN EZEEES

18530 : 153X Email 2B EHE {Security
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BEFORE

C&C NETWORK EVENTS PER MONTH
FALSE POSITIVES

MINUTES TO CLOSE EACH FP

TRUE POSITIVES

MINUTES TO CLOSE EACH TP

HOURS PER WEEK

TOTAL YEARLY COST NTD
453,120

SAVINGS FROM ONE SOAR
WORKFLOW:

NTD 376,320 /

YEAR

49 HRS. / WEEK
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INZEAX&REZEVancouver

100 people strong
Security expertise throughout

Good in the SOC since ‘02
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THANK YOU

www.d3security.com

www.isecurity.com.tw
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