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The Hub of Security Innovations

Reduce Breach Impact
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Cyber Security Threats.
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Cyber Security Framework
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» NIST Cyber Security Framework

B [ — Function Category
% §§ 1b J/J:\ % é & Eﬁ E = Identify Asset Management

/4%' % ﬂe %n ’ﬂ % 1& ;& ﬁ ﬁ \ ID.BE Business Environment
ID.GV Governance
> ID.RA Risk Assessment
B 1 IDRM | Risk Management Strategy _
? e e N ID.SC Supply Chain Risk Management
) . E R EB % ’ ?E ﬁﬂ E: iﬁﬂ PR PR.AC Identity Management and Access Control
PR.AT Awareness and Training
B PR.DS Data Security
PR.IP Information Protection Processes and Procedures
PR.MA Maintenance
PR.PT Protective Technology
3 | DE DE.AE Anomalies and Events
;J/q -Ii— 1—% =§ § %& ?E!E. q:] ’l::\ ! DE.CM Securit'y Continuous Monitoring
1. ‘ DE.DP Detection Processes
Respond ‘RS | RS.RP Response Planning
RS.CO Communications
RS.AN Analysis
RS.MI Mitigation
Xy 4 RS.IM Improvements
BE. ,%@ *E tﬁtﬁ B% 1_-& ]:E % RC RC.RP Recovery Planning
RC.IM Improvements

RC.CO Communications
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» Cyber Secure Design Principles

National Cyler

<2~ |Security Centre
1. Establlsh the context before designing

a system
1.3 Understand the role of suppliers in
establishing and maintaining system security

2. Make compromise difficult
2.2 Reduce attack surface (/> 1% K 22 H)

3. Make disruption difficult
4. Make compromise detection easier
5. Reduce the impact of compromise

(FRIKIEE)

5.1 Use a zoned or segmented network
approach (FE#E#ERY)




Attack Timeline — Overview

L ° 11/4/19
Test code 12/17/20
A
TA removes malware
from build VMs 12/15/20
SWiI releases software fix
Ez 9/12/19 3/26/20
TA injects test code Hotfix 5 DLL 12/14/20
and begins trial run available to SWi files 8-K and
customers notifies shareholders
and customers
9/4/19 2/20/20 12/12/20
Threat Actor SUNBURST SolarWinds
(TA) accessed compiled and notified Investigation
SolarWinds deployed of SUNBURST ongoing

) ) ) )

All events, dates, and times approximates and subject to change; pending completed investigation.

tSecunty
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Improve Overall Situational Awareness

Discover Unknown Internet Assets
B ENRRERSTEENELZEEEHAAEZUE N (Digital
Footprint) &R B & B[R 2

3% Investigate Threats
[ md'hn W A S BZBMEEEERE AR B EFSEIEITRE S
5%k (Actionable Threat Intelligence) ZETIERIEE
BI1F

Incident Investigation and Intelligence
WEEZ (Threat Actors)i5#&wt B IR ME A 597055 (B KL
E (Human Attack Surface) ZiExE7=mE
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Internet-Scale Collection

10+ 7BOB+ 300M+  16M+

%Q-IEQEE’J%EE%}?EH BEFEB z zﬁﬁtt 1“” %ﬂ?%’ {EAPPHY
(2 = DNS i
2 e B15/(DNS) & SME
Advanced Internet

250K New Domain Resolutions/ Reconnaissance « 2B+ Crawls/ day

day 300K+ New Port Observations

5.5M New Host Resolutions/day ‘ . « 300+ Mobile App Stores —45M+

106B+ Total Unique DNS Records K I Q apps
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Discovery — Infrastructure Chaining
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» How can RiskIQ help you?

@ Defacement @ Compliance & Monitoring @ Ad Delivery
(Y) @ Account Compromise © Unauthorized Connectivity @ 3rd-Party Code
g @ Unauthorized Content © Redirections

@ Phishing @ Partner Compromise
D
(I; Unknown () Shadow IT O Shadow IT ) Unauthorized Accounts
: Assets unknown and unaccounted () Mergers & Acquisitions (0 Mergers & Acquisitions O Mergers & Acquisitions
Z ;Or: sgstgsi ;)tli'(g):nization, but have () Orphaned IT () Application Sprawl O Partner IP/Brand Auditing
L O Internet of Things () Unauthorized Partners (0 Legacy Accounts
P C) Unclaimed Accounts
R q q
E @ Malware & Deception @ App Modification @ Fraud
S @ IP/Brand Infringement ) Fake/Infringing Apps @ Malware
5 () Credential Theft ) Malware & Deception @ Brand/Reputation
(E: @ Phishing @ Credential Theft @ Infringement

@ Fraud/Counterfeit

@ Copycat Apps

The Hub of Security Innovations
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7 Panorays

Automating
Self-Assessment and
Vendor Risk Management
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PanoraysHyt & @ Outside-In Inside-Out @ HEPanoraysl)
EEHBA/_/_EE__D | (AHacAk.er V.lew) (Smerj :Qu?sftlohn_afre) Z.—E&%_—IEEEFHEF&
TRIERRZHEST  supplier cyberposture -ompanys internal policiesat - 25 (Quiestionnaires
BE2 . DIESIRA WS - ELER
=) A &R O B ol ==/ [P
1 4% I E2 = (Attack ¢ K - ERS
Surface) - €23 &GDPR + CCPA

Adis ~ IT ~ IEH MNYDFSZ A
BRRASRE( e 23K
E . 7¥(@Fﬁ Pano‘rays performs g;p

analysis on the evaluation

}5 \}/_:\ﬁ::ﬁ ) results

7 Panorays




(- ] Outside-In Inside-Out (-]
(Hacker View) (Smart Questionnaire)
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@ Outside-In Inside-Out @
(Hacker View) (Smart Questionnaire)
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Outside-In Inside-Out @
(Hacker View) (Smart Questionnaire)
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Flaﬁ W %N\ :‘E‘E e nﬁ Company approves supplier
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@ Outside-In Inside-Out @
(Hacker View) (Smart Questionnaire)

ZEiBPanorays 7* 2454

MRETE - OtEREIEE
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ANBEEITIER - Panorays c.:‘o'ntinuously

monitors supplier’s cyber
posture.
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Risk Rating

self Assessment

Cyber Posture Rating

NETWORK AND IT —

Business I

7 Panorays

Portfolio Overview

Remediation Plan

s policies.

4+ Add Findings

2 Open issues

B Open issues
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ZE2FHER (Periodic Security Surveys)
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Z 2 MR FEE Security Inquiries Questionnaire

HEMLBCHEE
,mu@ﬁﬁffﬁﬁa@SIcﬂzPanora SHNBZEZHER - LEEESESNAEEE - WRITE
UBFEE - STLHT 2B - FIMGDPRAINYDFS « LI R RS &5 -

HENE
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ArfEECGEE)RE

[r—— / inquiry More Information X
Secu rlty In q Ui ry Displaying Inquiry: Which of the following standards and regulations doyou 4

adhere to or comply with?

F------- F-------

l Security Inguiry Rating GOPR Compllance Level l Stams I Contact Persen (1)

. : Done : 2 1-1'5‘-.(:)m
ot Applicable | Subrmitted on: Apr 4, 2020 |

w5 =

iy (91/128 answer
| Inquiry (91/129 answered) %477] —

=
|
|

B weight

12918 R 55 e
h & @ &9 B
1@

in
LN N

Activity v

- Me. 19 hours ago.
%J?J:ETﬁtE'j\- If you do not mind it, would you please share

H E with us why there is no other standard being
1/\}’_:[&]_@%;] compliant? Can you have HIPPA and ISO-

223077

Messages Message




Smart Questionnaire for SolarWinds Event

Smart Questionnaire™

SolarWinds - Supply Chain Attack Awa...

0 questions

7 Panorays

®

SolarWinds - Supply Chain Attack Awareness Questionnaire

Y At this time, is there any known exposure of your company's data or systems that you or
your critical vendeors may host in support of your company or the services you provide to

our company?*

Y Do you have the Orion product implemented with version 2019.4 through 2020.2.1 found
here?*

fSecurity

The Hub of Security Innovations
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Windows 7

Weak Password
Shared Password
TeamViewer

No Firewall on the host
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» Cyber Secure Design Principles

National Cyler

~2~>|Security Centre
1. Establlsh the context before designing

a system
1.3 Understand the role of suppliers in
establishing and maintaining system security

2. Make compromise difficult
2.2 Reduce attack surface (8”0 #Z I &)

({% 1 tERIERE - IERRIEN

I/L(“

[9: 283

3. Make disruption difficult
4. Make compromise detection easier ==

5. JReduce the impact of compromise
(FRFEEE)

R E ZHEE DL

5.1 Use a zoned or segmented network
approach (FE#E#ERY)
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WATERFALL

Stronger Than Firewalls
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» Why Firewall is not enough?
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Internet

» WaterfallB9{E%

Hll R 448

BRfARZERIE

T B R\ T e s— W

Unidirectional Security Gateway IT Network
= [

= TXHost

(Software) .

SRR
OT Network
4

Fiber
Receiver

Fiber
Transmitter

Gateway
(Hardware)

RX Host

(Software)
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» Remote Access : Remote Screen View

A e

22 m Be RIR1E

Engineering External
Workstation View
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Content Disarm &
Reconstruction

Hrfl R AT IES

-a= |T Network

ZEWATERFALL EElHUnsafe Zonef#ESafe Zone

Stronger Than Firewalls
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Secure your Assets

ziﬂﬁﬂﬂﬁﬂi&,

F port mirroring (3%
iISAP Smart
Collector)H%,mg
RZEiSID,
b7

KIS RAEDSE
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» ZERIEL

FERWENF#(Passive
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» ERERER

Photovoltaic (PV) Panel Farm

EE ﬁgiﬁ%,‘r‘ﬁ r Operational (OT) Network

Mirrored Traffic

' UI
Control Ce
RTU RTU Local SCADA Server
o -
o] 0 | ,
) = 3 Secure U ' \s«ure
E:w;, Radiflow 311 Wind Turbine Farm :,’,f;:;" ragifownsofly Hydroelectric Plant
Mirrrored Traffic — Mirrrored Traffic ———
SCAD = i
. o =
Local IDS Local IDS

RTU Local SCADA Server

RTU
. J
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Secure your Assets
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Cyber Resilience

Reduce Breach Impact
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