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Public Cloud Adoption

% of all respondents

_—_—_—_—_—_—_—_—_—_—_—_—_—_—1

|
AWS 76% 12% I

: |
l Azure 63% 20% i
: e |

Google Cloud 35% 24% 12% ]
L] | L] | L] | L] | L] | —_— | L] | _— | —_— | L] | _— | L] | L] | L] | J

VMware Cloud on AWS 17% 22% - 11%
Oracle Infrastrucuture Cloud 17% 13% [NOK B Currently use
= m Experimenting
IBM Public Cloud 8% |
bededi || ® Plan to use
Alibaba Cloud g 12%
N=750 Source: Flexera 2020 State of the Cloud Report
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services

o

we

On-
Responsibility SaaS PaaS laaS prem
Information and data . .
CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT Devices (Mobile and PCs) .

RESPONSIBILITY ALWAYS RETAINED BY CUSTOMER

Accounts and identities

RESPONSIBILITY FOR
SECURITY ‘IN’ THE CLOUD OPERATING SYSTEM, NETWORK & FIREWALL CONFIGLRATION Idantitu and Adicartans infrastructure

CLIENT-SIDE DATA laas Paas Saas
ENCRYPTION & DATA INTEGRITY N o m Google managed
(FILE SYSTEM AND/OR DATA)
AUTHENTICATION ™ IT managed

SOFTWARE Contont ‘ e L

RESPONSIBILITY VARIES BY SERVICE TYPE

||
N
N
b

RESPONSIBILITY TRANSFERS TO CLOUD PROVIDER

Deployment

RESPONSIBILITY FOR — .
SECURITY ‘OF' THE CLOUD Web application security

Identity

Operations

Access and authentication
Network security

Guest OS, data & content
Audit logging

Network

Storage + encryption
Hardened Kernel + IPC
Boot

Access policies

£ Google Cloud

Hardware
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Azure BRZELE L)

EnZ-EREEH (CSPM)

AWS Security Hub %ﬁﬂ”ﬁﬂ(’iﬁﬁ?gﬁ Z&

Google Cloud Security EhFINZEREER
Command Center (CASB)
%

3 CSP Gty SR T

SR BRI E \/ Q
e U

SIEM + SOAR |
st . Splunk Enterprise
RS H [ e Security™
AR it .
: Splunk User Behavior
Analytics™
splunk>
phantom
J
JFRAGEF

e AR pre—
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Google
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MITRE ZEl#4EfEH

Y AWS ~ GCP ~ Azure ~ Azure AD ~ Office 365 ~ SaaS (v7) HYZEI#+% fig

Initial Access Persistence Privilege Defense Evasion Credential Discovery Lateral Collection Exfiltration Impact
Escalation Access Movement
5 techniques 5 techniques 1 technigues 5 techniques 4 technigues 10 technigues 2 technigues 4 techniques 1 techniques 4 technigues
Drive-by Account Valid Impair Defenses (1) Brute Force (4 n Account Internal Data from Cloud Transfer Data to |Defacement (1)
Compromise Manipulation (3) Accounts (7 Discovery (3) Spearphishing Storage Object Cloud Account
Modify Cloud Compute Steal Application Endpoint Denial of
Exploit Public- Create Account 4 Infrastructure (4 Access Token Cloud Service Use Alternate Data from Service (3)
Facing Dashboard Authentication Information
Application Implant Container Unused/Unsupported Steal Web Material (5 Repositories () Network Denial of
Image Cloud Regions Session Cookie Cloud Service Service (z)
Phishing (1 II Discovery Data Staged (q)
Office Application Use Alternate Unsecured Resource
Trusted Startup (g) Authentication Credentials (3 Network Service Email Collection (3 Hijacking
Relationship Material () Scanning
Valid Accounts ()
Valid Valid Accounts (3 Network Share
Accounts () Discovery
Permission
Groups
Discovery (1

Remote System
Discovery

Software
Discovery (1

System
Information
Discovery

System Network
Connections
Discovery

A - https://attack.mitre.org/matrices/enterprise/cloud/ FRIE HER : 20204 7 H 2 H splu nk'> turn data into doing’
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Splunk ES A&

Splunk Security Essentials &
https://splunkbase.splunk.com/app/3435

1. Available Content

contains multiple platforms. Use this

MITRE ATT&CK Matrix Chart View Radar View BE  <olector to filter the MITRE ATT&CK

1%% %‘H? DL[ C I o u d AP I E/\j,/-’-FE}__'g_(: ttﬁi% Click in the graphs below to filter on an area you want to highlight| MITRE ATT&CK Enterprise Matrix
?lj}&@ H/\j %%H#Jﬁ{ﬁ @5%@}] R Techniques to specific platforms.

A [ L
Color by MITRE ATT&CK Threat Group MITRE ATT&CK Matrix Platform  Highlight Data Scurce Show Only Available Content

ﬂz E@lif%’ I P E’\j%i{%’fﬁ@jé‘%}] Total - None - Cloud x Office 365 x None x Yes

Show Only Popular Techniques

{5 B R LAY T A
{5 A S S A T E RS p—

Execution Privilege Credential Access Lateral Command and
{I %-J;‘?F EE/] ¥ﬁ C I O u d AP I []3: DLI Initial Access * : Persistence = Escalation ¢ Defense Evasion ¢ B Discovery * Movement ¢ Collection 2 Exfiltration = Control = Impact =
l Drive-by Compromise Account valid Application Access Account Account Discovery Application Data Staged Transfer Data to Resource
Manipulation Accounts Token Manipulation Access Token Cloud Account Hijacking
Exploit Public- Create Account Redundant Access Brute Force Cloud Service Internal Data from Cloud
/—-{ NG Facing Application Dashboard Spearphishing  Storage Object
l /fEﬁH %‘E’\j %Eﬁ IaaS AP I n} [[L[ Spearphishing Link Inplant Revert Cloud Cloud Instance Cloud Service Web Session Data from
71y Container Image Instance Metadata API Discovery Cookie Information
Repositories
Trusted Relationship office Unused/Unsupported  Credentials in Network Service Data from Local
/\}EH ,;E,Hu_] {__&%Y—A (E)_\_,IEEE) Application Cloud Regions Files Scanning System
—_ = = Startup
b\ =~ ﬁ u ? \T IS4 Redundant valid Accounts steal Application Network Share Email Collection
Access Access Token Discovery

|V|ud Accounts Web Session Cookie Steal Web Session Permission Groups

,_I_,,:r_‘, Cookie Discovery
—_ ﬁﬁ Ell:l Remote System
Discovery

System Information
Discovery

Splu nk > turn data into doing



ES WHEER

© 2020 SPLUNK INC.

> BRIl > HEEREEIE » RIEE R » S EE

App: ES Content Updates v

splunk

Content Library Analytic Story Detail Keyword Search Feedback Center Search

Settings v

Activity v Help v Find

Usage Details Docs Take a Tour

Analytic Story Detail snowFitters

Category: Malware Version: 1.0 Created: 2017-07-24 Modified: 2018-04-16

Ransomware

Description:

Pt ATT&CK:
Leverage searches that allow you to detect and investigate unusual activities that might relate to ransomware-spikes in SMB traffic, suspicious wevtutil

usage, the presence of common ransomware extensions, and system processes run from unexpected locations, and many others.

Narrative:

splunk

(i g it hostage until the victim pays the
ploy ransomware to enterprises

= 0lell I8/l EIES M tation. In the case of the WannaCry
izations can apply several

Content Library Analytic Story Detail Keyword Search Feedback Center Usage Details Docs Take a Tour

Content Library Export v

Explore the Analytic Stories included with ES Content Updates.

Analytic Story Summary Search Summary

Total Analytic Stories

ESCU App Version

CIS Controls:
Data Model:
Story Categories Analytic Stories by CIS Critical Security Control
30
o Tecmotge:

Adversary Tactics

S

Cloud Security

Analytic Stories

s

Malware

Vulnerabilitv_ T2 "3 4 VS e F B9 A0 A" A2 A3 14 ¢ 36 18
0

2 4 6 12 14 16

»
)

Critical Security Control

Kill Chain Phases

Delivery Command & Actions on
Control Objectives

Kill Chain Phases:

ES Content Updates

Export v

Run Analytics

Command and Control

Windows Management Instrumentation ] Masquerading
Commonly Used Port j§ Indicator Removal on Host
Exfiltration Over Alternative Protocol § Scheduled Task

Exfiltration § Registry Run Keys / Start Folder

Lateral Movement
Authentication Package

CIS10 CiIS8 CIS9 CiIsé Cis12 CiIS5 CIS3

Bluecoat Bro Carbon Black Response

Appinit DLLs

Execution

CrowdStrike Falcon Linux Microsoft Windows

Nessus Netbackup Palo Alto Firewall

‘Analytic Stories’ &850y

EiaZles
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1. k@l

a. AWS ZeER Eisle
b. MS Cloud ¥ =fH]Er

2. SELH IR -

a. EIK R ERZRESHEL (Data Soruce Assessment)
b. ZeHTIEEMERRR (Prescriptive Value Paths)

3. BB R - AUS B BTES &

a. B kR iE AR B A 2 P — R AR

b. £ GCP EEiEH{#H Splunk
(https://github.com/amiracle/cooking with Splunk and GCP)

C. 1 AWS IEtEf{#EH Splunk
(https://github.com/amiracle/cooking_with Splunk and AWS)

\

/
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Azure Sentinel
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ELITSM &/ p1EH

ETEB MR FAERARG
HEmERVA R %

HrEEn (2019 5 9 AEH IEFRA)
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Chronicle Security
o B R

sl T AR

T 7% Google Cloud Logging #1 Cloud Monitoring* ?
o EEIRHERETY 2 B R R

A E ~ HEMEFIEERTAE

B RIE F#THY YARA-L #RAIGES

HrEEm (2020 F 3 H #EH IEFHCAR)

* 4 BB 4 Stackdriver
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Palo Alto Prisma Cloud/Cortex XDR
e EE B

WATEE LA T2+ Prisma Cloud ({2 Em &R AE) (CSPM) Al Cortex XDR (SIEM)
Prisma Cloud L[ SIEM & &2 =EimZ- e ikie S T B (CSPM)

¥1JE Palo Alto &HIAERT Cortex XDR 5y Prisma Cloud &R #55FRE

¥k AWS ~ Azure ~ GCP DUSMAF A Bl AR

R BSRAR

o I HiEMIFBER
o {ET[{FH] Prisma Ug&EHY SR

H] PLEL Splunk fi#@i i 152 (ES ~ Phantom ~ Mission Control) #2&
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Unique Splunk value

i Any Data

i Any Source

i Any Timescale

i Any insight

i Any Action

i Any Cloud
i Trusted platiorm b % of
Fortune 1 stomers

i Active & thriving partner and
customer ecosystem

It matters because ...

¢ data silos and structure dependent tools cannot deliver integrated
holistic outcomes

i Data sources can be anywhere - public cloud, private clouds, Industrial
loT

i Real time streaming data for instant action or historical data for
investigations - Splunk supports it all

. insights, like data should not be siloed by use cases, business units

i insights are only valuable if they trigger Actions

i Customers do not like vendor lock-ins. They want true Cloud neutrality
for deployment and monitoring

i Maturity and experience cannot be manufactured

: End users can find local, regional support. It also helps support their
own career planning with Splunk opportunities

© 2020 SPLUNK INC.

2 Splunk

Did you know that -

i Splunk is the only solution that delivers capabilities across - APM,

ITOA, SIEM, UBA, SOAR, loT, Streaming, Federated search, Incident
mgmt. automation industries. When we say Data to Everything, we
mean - ‘Everything’.

. Splunk has the broadest and deepest data ingestion ecosystem with

2000 Splunkbase apps

. aData lake, Data store is not an investigation tool - data stored in a

repository does not equate to outcomes which can be used instantly.
Splunk delivers this. E.g. SOC/NOC investigations. “Investigation” is
the outcome

i because Splunk ML/AI is applied to all data it ingests, it allows end

users to conduct cross use-case investigations and derive insights
which would otherwise take complex custom integrations

: Splunk is the only integrated solution that provides all of the above

capabilities along with the ability to take Action - whether it's Security
Automation or Incident mgmt. automation

i ~84% of large enterprise customers already have a multi-cloud

strategy. They need investment protection and no vendor lock-ins

i most Splunk competitors do not have regional references which span

more than 1-2 use cases.

: Most Splunk competitors do not even have a regional end user

community or anything compared to Splunk Live

i ~50% of all Splunkbase apps are created by Splunk partners and

customers. That's a mature, extensible & proven platform that will
continue to deliver ROl as technologies change

Splu nk > turn data into doing’



