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BUREAU VERITAS

CONSUMER PRODUCTS SERVICES

SUPPLY CHAIN TRUST SOLUTIONS
Testing • Inspections • Audits • Certification • Advisory • Actionable Insights

您無須選擇 - 在必維可以同時取
兩證 ISA/IEC 62443 驗證經驗分

享 Kenny Lee
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工控系統中的弱點

ISA / IEC 62443 相關法規整理

ISA/ IEC 62443 的兩種驗證方案

IECEE 62443 驗證

成功案例

OUTLINE



WHEN WE TALK ABOUT CYBERSECURITY

Threat Vulnerability Consequence Risk
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CATEGORIES OF SECURITY VULNERABILITIES IN ICS

• Supply Chain • Communications

• Engineering

Security 

vulnerabilities 

in ICS

• Dependencies• Operations

Source: SEI ETF Categories of Security Vulnerabilities in ICS March 9, 2022
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IMPORTANT CYBERSECURITY REGULATIONS

Cybersecurity Improvement Act
White House Executive Order
Cybersecurity Vulnerability Remediation 
Act
Senate Bill S7312

UK Security by Design Legislation
Automated and Electric Vehicles Act

The Draft Personal Information 
Protection Law
Regulations on the Security Protection 
of Critical Infrastructure

EU Cybersecurity Act
EU MDR (Medical Devices Regulation)

UN Regulation on Cybersecurity
UNECE Report on the sectoral initiative on 
Cybersecurity
UNECE Regulations on Software Updates

Japan Telecom Law
Japan Road Vehicle Act

Cybersecurity 
Management Act

AU Privacy Act
The Security of Critical Infrastructure Act 
The Telecommunications Act
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EXPECTED IMPACTS

Cybersecurity

Currently 
existing 

processes

External 
supplier

Internal 
cybersecurity 

teams 
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STANDARDS DEVELOPMENT ORGANIZATION COLLABORATION 
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ISA 99

IEC 
TC65/WG

10 

Organization

ANSI/ISA-62443

IEC-62443

Standard

Identical

Certification

Scheme

IEC System of Conformity 

Assessment Schemes for 

Electrotechnical Equipment 

and Components (IECEE)

The ISA Security Compliance 

Institute (ISCI) functions as 

an operational group within 

ISA’s Automation Standards 

Compliance Institute.



ISA / IEC 62443 CERTIFICATES

IECEE Scheme ISASecure Scheme

ISA/ IEC 62443-2-4 67 N/ A

ISA/ IEC 62443-3-3/SSA 9 5

ISA/ IEC 62443-4-1/SDLA 38 26

ISA/ IEC 62443-4-2/CSA 19 51

ISA/ IEC 62443 IIoT N/ A To be Launched in 2022 H2.
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COMPLETE ACCREDITATION IN ISA/IEC 62443

Organization for 

Standardization

Third party Verification 

Cybersecurity Testing 

Laboratory
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BUREAU VERITAS IS GLOBAL LEADER IN CYBERSECURITY

Bureau Veritas, 75

Competitor E, 
21

Competitor D, 21

Competitor C, 14

Competitor B, 6

Competitor A, 6

Others, 5

Total number of IECEE 62443 issued certificates

Status as of 2022 August 31st
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General

Policies 
& 

Procedures

System

Component
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ISA/IEC62443 OVERVIEW
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1-1 Concept and models

1-2 Master glossary of terms and abbreviations

1-3 System security conformance

1-4 IACS security life-cycle and use-case

2-1 Security program requirements for IACS asset owners

2-2 IACS protection levels

2-3 Patch management in the IACS environment

2-4 Security program requirements for IACS service providers

2-5 Implementation guidance for IACS asset owners

3-1 Security technologies for IACS

3-2 Security risk assessment and system design

3-3 System security requirements and security levels

4-1 Secure product development lifecycle requirements

4-2 Technical security requirements for IACS components

Apply to Product Supplier
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INDUSTRIAL CYBERSECURITY CAPABILITY ASSESSMENT

Slid

e / 

Capability assessment

• Technical

• Process

Application of capabilities 
assessment

• Product

• Solution
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IEC 62443 MATURITY LEVEL

Level1

•Undocumented(or 
not fully 
documented)

Level2

•Documented

•Policies

•Procedures

•Repeatable

Level3

•Occurred

Level4

•Continuous 
improvement



IEC 62443-4-1 CERTIFICATION KICK-OFF MEETING 
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WHAT DOES EXPECT TO SEE IN MATURITY LEVEL 2? 

All the procedures 
and sub-processes 

are written in 
documents.

People who may 
have to perform 
the process are 

well trained. 

(Training evidence is 
available)

Guidelines, 
templates, or 

references of the 
documents should be 
available to help the 
personnel who will 
apply the process 
most of the time.
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ISO/IEC 5230 OVERVIEW

Slid
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ISO/IEC 
5230

Policy

Process

People

Technical

 Review Process

 Release Process

 Contribution Process

 Open Source Policy

 Open Source Contribution Policy

 License Scanning Tools

 Software BOM Management Tools

 SPDX Tools

 Training
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OPENCHAIN GOVERNING BOARD MEMBERS
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成功案例

協助取得 ISO 27001 
和 IEC 62443 認證

智慧製造

協助符合
R155 和 R156 法規

車用資安

協助符合 FDA 和MDR
網路安全要求

醫療資安

協助取得 IEC 62443-
4-1 和-4-2 認證

工業物聯網 功能性安全

協助取得
ISO 26262 認證

協助取得 ISO/IEC 
5230 開源合規認證

開源軟體合規電動車充電樁

協助取得
EV Ready 充電椿認證

協助取得 IEC 62443-
4-1 認證

工業物聯網

協助取得 IEC 62443-
4-1 認證

工業物聯網

協助取得 IEC 62443-
2-4 和 3-3 認證

智慧製造



BV CYBERSECURITY SERVICES

Risk Management 

 Risk Assessment

 Threat Modeling

Audit Services 

 Cybersecurity Maturity Review

 ISO 5230

 ISO 21434

 ISA/IEC 62443

Training

 Cyber Essentials

 Risk Management 

 ISO 5230

 ISA/IEC 62443

 ISO 21434

Technical Testing

 Vulnerability Assessment/ 

Penetration Testing

 Test Lab services linked to 

ISA/IEC 62443  Products & 

Systems Testing

 Test Lab services linked to   

ISO 5230

 Test Lab services linked to    

EN 303 645

 Test Lab services linked to  

Japan requirement of Article 

34-10

 Test Lab services linked to 

ioXt

Management System

 ISO 5230 (Org)

 IEC 62443 2-4 (Org & Process)

 IEC 62443 4-1 (Processes)

Product & Systems Security

 IEC 62443 4-2 (Product)

 IEC 62443 3-3 (System)

 EN 303 645 (IoT Product with VOC)

 ioXt (IoT Product)

 ISASecure CSA/SDLA

 ISO 15408

OUR SERVICES to continuously improve your cybersecurity level:

Security 

Training
Certification 

Services

Security 

Testing
Assessment
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ISA/IEC 62443 CYBERSECURITY CERTIFICATE PROGRAMS

׀ 第三方驗證公司 Bureau Veritas 獲得 ISA (International 
Society of Automation) 官方授權，以中文授課的 ISA/IEC 
62443 國際個人證照訓練課程。完成課程就可直接登記正式考證。

ISA官方授權

20

ISA/IEC 62443 個人證照
是

行政院國家資通安全會報
認可之專業工業控制領域

專業資安證照

SOURCE:行政院資通安全專業證照清單




