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BUREAU VERITAS
CONSUMER PRODUCTS SERVICES
SUPPLY CHAIN TRUST SOLUTIONS

Testing * Inspections * Audits ¢ Certification * Advisory * Actionable Insights
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WHEN WE TALK ABOUT CYBERSECURITY




CATEGORIES OF SECURITY VULNERABILITIES IN ICS

"

e Communications

Security
vulnerabilities

Operations Dependencies

Engineering

Source: SEI ETF Categories of Security Vulnerabilities in ICS March 9, 2022 Slde s



7
| RTANT CYBERSECURITY REGULATIONS

The Draft Personal Information
Protection Law

Regulations on the Security Protection
of Critical Infrastructure

Cybersecurity Improvement Act

White House Executive Order
Cyberséturity Vulnerability Remediation
Act

Senate Bill S7

EU Cybersecurity Act
EU MDR (Medical Devi

K,

Japan Telecom Law

Regulation) Japan Road Vehicle Act

UK Security by Design Legislation
Automated and Electric Vehicles Act

C g

UN Regulation on Cybersecurity
UNECE Report on the sectoral initiative on
Cybersecurity

UNECE Regulations on Software Upd

AU Privacy Act
The Security of Critical Infrastructure Act
The Telecommunications Act

© BUREAU VERITAS HK LTD, 2021 .
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EXPECTED IMPACTS
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STANDARDS DEVELOPMENT ORGANIZATION COLLABORATION

Certification

Organization Standard Scheme

@)

™

E ISASecure:

The ISA Security Compliance
Institute (ISCI) functions as
an operational group within
ISA’s Automation Standards
Compliance Institute.

U

::> ANSI/ISA-62443

— —

Identical =
\/ TECEE
) IEC-62443

IEC
TC65/WG
10

%

IEC System of Conformity
Assessment Schemes for
Electrotechnical Equipment
and Components (IECEE)
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ISA'/ IEC 62443 CERTIFICATES

IECEE Scheme ISASecure Scheme
- E ISASecure°
ISA/ IEC 62443-2-4 67 N/ A
ISA/ IEC 62443-3-3/SSA 9 5
ISA/ IEC 62443-4-1/SDLA 38 26
ISA/ IEC 62443-4-2/CSA 19 51
ISA/ IEC 62443 lloT N/ A To be Launched in 2022 H2.




COMPLETE ACCREDITATION IN ISA/IEC 62443

E ISASecure

C BTL Bureau Veritas Consumer Products Services (Hong Kong) Limited, Taoyuan Branch
m Standards in Scope [ Rinlr o]

DISCLAIMER: National and Reg Y é 2' jj —
The Netional differences and Group differences, National Deviations, Special National conditions (SNC) and Reguiatory Requirements, are based solely on informetion 7J7J /r I
provided to the Secretariat by the IECEE Member Bodles andior NCBs and other sources. The IECAECEE Is not responsidie for, nor will I take any position refated to, the

accuracy or valkity of the information provided. To ventfy the current status of this fype of informabion, we recommend contacting the Member Body (MB) or National
Certification Body (NCB) of the relevant country.

Group Differences are appiicable for CENELEC member col
Germany, Greece, Hungary, Keland, irelend, italy, Latvia, L
Serdia, Slovakie, Siovenia, Spain, Sweden, Switzerland, Turkey and the United Kingdom.

ISA/IEC 62443 TIKASZ=E
SRR

- Austria, Belglum, Buigaria, Croatis, Cyprus, the Czech Republic, Denmark, Estonia, Fintand, France,

o Netherlands, Norway, Poland, Portugal, Repubiic of North Macedonia, Romania,

Seenderds i Scope e s [ exces | o | oo | RISA L
Category “  Standard s ::Ic:'mm % Responsible National Cortification Body =
CYBR 20220202 o o
cveRr EC 62443.2.4.201AMD1:2017 20220202 TOIRE CENTRAL DES INDUSTRIES ELECTRIQUES rﬁ%@“'ﬁ Fﬂfzau'fg BIRATE (Bureau Veritas Consumer Products Services, Technology Products
' Ta:wanj o .

CYBR EC 62443-3-3201 2022.02.02 BORATOIRE CENTRAL DES INDUSTRIES ELECTRIQUE E%§Bﬂna¥;ﬁﬁ-}—]§

ISASecure Cemflcatlon S

TRA £e INDLSTRIES iy e ZiE

CYBR EC 62443-4.1:2018 2021.03.22 RAL DES INDUSTRIES ELECTRIQUE RIIRIEREEE

ISA/IEC 6244312
CYeR EC 62443-4-2201 20210322 . a e .

Ganst (0.0

American National
stnaarts mstne  OPENCHAIN
|s) International Society of Automation Shaping a World of Trust

Third party Verification
Cybersecurity Testing

Laboratory Slide /10
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BUREAU VERITAS IS GLOBAL LEADER IN CYBERSECURITY

IR E/E Total number of IECEE 62443 issued certificates

Competitor A, 6

Competitor B, 6

60
50
40
30
20

10

petitor C, 14

bmpetitor D, 21 Bureau Veritas, 75

Competitor E,
21

2020< 2020 2021 2022

— B HE

Status as of 2022 August 31st
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ISA/IEC62443 OVERVIEW

Policies

&

Procedures

¢

© BUREAU VERITAS HK LTD, 2021
[ VERITAS |

1-1 Concept and models
1-2 Master glossary of terms and abbreviations
1-3 System security conformance

1-4 IACS security life-cycle and use-case

2-1 Security program requirements for IACS asset owners

2-2 IACS protection levels

2-3 Patch management in the IACS environment

2-4 Security program requirements for IACS service providers

2-5 Implementation guidance for IACS asset owners

3-1 Security technologies for IACS
3-2 Security risk assessment and system design

3-3 System security requirements and security levels

4-1 Secure product development lifecycle requirements
4-2 Technical security requirements for IACS components

Apply to Product Supplier

PATIBR PPN
SHue7 Iz



INDUSTRIAL CYBERSECURITY CAPABILITY ASSESSMENT

Capability assessment

 Technical
* Process

Application of capabilities

assessment

 Product
e Solution

Slide /13



IEC'62443 MATURITY LEVEL

Level4
«Continuous
Level3 improvement
A *Occurred
Level2
Documented
Levell «Policies
*Procedures
*Undocumented(or .
not fully Repeatable
documented)

© BUREAU VERITAS HK LTD, 2021 Slide / 14



WHAT DOES EXPECT TO SEE IN MATURITY LEVEL 27

All the procedures
and sub-processes
are written in
documents.

IEC 62443-4-1 CERTIFICATION KICK-OFF MEETING

People who may

have to perform

the process are
well trained.

(Training evidence is
available)

A%

Guidelines,
templates, or
references of the
documents should be
available to help the
personnel who will
apply the process
most of the time.
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ISO/IEC 5230 OVERVIEW
v Training

v' Open Source Policy
v" Open Source Contribution Policy

v License Scanning Tools
v' Software BOM Management Tools
v' SPDX Tools

v Review Process
v Release Process
v" Contribution Process
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OPENCHAIN GOVERNING BOARD MEMBERS
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BV CYBERSECURITY SERVICES

OUR SERVICES to continuously improve your cybersecurity level:

()23 Assessment
i

Security
BA&  Training

‘%_@ Security
Testing

@ Certification

XA Services

BUREAU
[ VERITAS |

Risk Management
= Risk Assessment

= Threat Modeling
Audit Services

= Cybersecurity Maturity Review
= |SO 5230

= |SO 21434

= |SA/IEC 62443

Training

Cyber Essentials
Risk Management
ISO 5230

ISA/IEC 62443
ISO 21434

Technical Testlng

Vulnerability Assessment/
Penetration Testing

Test Lab services linked to
ISA/IEC 62443 Products &
Systems Testing

Test Lab services linked to
ISO 5230

Test Lab services linked to
EN 303 645

Test Lab services linked to
Japan requirement of Article
34-10

Test Lab services linked to
ioXt

Management System

ISO 5230 (org)
IEC 62443 2-4 (org & Process)
IEC 62443 4-1 (Processes)

Product & Systems Security

IEC 62443 4-2 (Product)

IEC 62443 3-3 (system)

EN 303 645 (10T Product with VOC)
i0Xt (10T Product)

ISASecure CSA/SDLA

ISO 15408
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ISA/IEC 62443 CYBERSECURITY CERTIFICATE PROGRAMS

ISAE H1BHE

ISA99 Global Standards Committee
Developed ISA/IEC 62443

° SERREMIE

IS) International Society of Automation

i /AT) Bureau Veritas 15 ISA (International
Society of Automation) BAEH#E - M 3IRRAY ISA/IEC

62443 BIFRE A B RAIGRE - EERERERE -

\SAJ/IEC 62443
CYBERSECUR[TY

FUNDAMENTALS
SPECIALIST =

@

Certificate 1
Prerequisite for certificates 2, 3, and 4

 1SA/IEC 62443
CYBERSECURITY

DESIGN
SPECIALIST

 ®

 \SAMEC 62443
CYBERSECURITY

MAINTENANCE
8 SPECIALIST &

@

CYBERSECURITY
RISK

§ ASSESSMENT &
SPECIALIST

@

Certificate 2 Certificate 3 Certificate 4

Take certificates 2, 3, and 4 in any order

 WSA/EC 62443
CYBERSECURITY

EXPERT §
@

Earn all four certificates and receive
the Cybersecurity Expert Certificate

12. | ISA[12] 1LISA/IEC 62443 1ISAIEC 62443 Cybersecurity
Cybersecurity Fundamentals | Design Specialist
Specialist 2ISAIEC 62443 Cybersecurity
2.ISAIEC 62443 Maintenance Specialist
Cybersecurity Risk 3ISAIEC 62443 Cybersecurity
Assessment Specialist Expert
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