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保險公司如何評量企業的
資安風險?
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Maggie Hsieh 謝杰凌

Associate Director, Growth and DAU / 

Cyber Champion

業務開發部副協理/資安險負責人

Aon Taiwan 怡安保險經紀人

| 經歷 |

13年企業風險管理與保險經驗:
• 怡安保險經紀人業務開發部副協理暨資安險負責人
• 中怡保險經紀人(怡安集團中國合資公司) 中國資安險負責人
• 怡安保險經紀人金融服務及專業責任險部資深經理
• 富邦產險 新種保險商品部資深核保

| 學歷 |

• 紐約市立大學行銷所碩士
• 政治大學風險管理與保險學系學士

| 專長 |

• 負責跨國大型企業的公司治理及新興風險管理諮詢
• 資安險服務客戶行業跨及金融業、科技業、製造業、汽車業、零售業、
交通運輸業等

t: +886 2 2325 2221分機306
maggie.hsieh13@aon.com
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Source:《iThome臺灣資安市場地圖》2022年7月新版
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https://www.ithome.com.tw/news/123912


“It takes 20 years to build a 
reputation and few minutes of 
cyber incident to ruin it.”

― Stephane Nappo, 
Global Head Information Security, Société Générale

持久的
資安韌性

分析

轉移

復原 減緩

Source: Cyber Loop: A Model For Sustained Cyber Resilience

如何從資安事件中快速復原?
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https://www.aon.com/cyber-solutions/thinking/the-cyber-loop-a-model-for-sustained-cyber-resilience/


資安保險事故以勒索軟體攻擊為主

關鍵觀點:

• 71%事發原因為勒索軟體攻擊

• 勒索軟體攻擊事故頻率自2019Q1至

2021Q4增加323%

• 損失最高金額：營業中斷損失
(平均停工23天1)

• 損失最常發生：數位鑑識費用

Note: 1. Aon data in Q4 2021
Chart Source: Aon Global Cyber Carrier Survey Q3 2021
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資安保險事故以大型企業為主

Source: 2021 Aon U.S. Cyber Market Update

大型企業 vs.  中小型企業

86% 24%

2021損失率

2021年美國資安險理賠件數: 25,667件

75%25%

3,463

19,320

第一方損失

第三方責任
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保險公司認為各產業資安風險增加

Source: Aon Global Cyber Broker Survey Q3 2021

關鍵觀點:

• 多數產業被認為風險提高

• 全球多數保險公司認為基礎
設施、通訊媒體科
技業、醫療生技風險

增加。

• 歐洲及亞洲普遍認為電子
製造業、航運業風險

增加

8



保險公司關注的資安重點改變

Source: Aon Global Cyber Broker Survey Q3 2021

Identify 辨識
Protect 保護

Detect 偵測
Respond 回應
Recover 復原
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保險公司如何評量企業資安風險?

問卷 資安評估平台 核保會議
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如何發揮保單最大效益?

事先組織應變團隊並演練致使
個資外洩案成本降低45%

- IBM Cost of a Data Breach Report 2022

持久的
資安韌性

分析

轉移

復原 減緩

Source: Cyber Loop: A Model For Sustained Cyber Resilience

✓ 需求確認
✓ 資料蒐集
✓ 充分溝通
✓ 案例模擬
✓ 應變顧問
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想了解更多關於資安風險與保險相關資訊:
aon.com/cyber-solutions
aon.com/taiwan/zh/products-and-services/risk-services/cyber-cn

Aon LinkedIn
Maggie Hsieh 謝杰凌

Cyber Champion 台灣資安險負責人

Aon Taiwan 怡安保險經紀人

t: +886 2 2325 2221分機306
maggie.hsieh13@aon.com
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About Cyber Solutions

Aon’s Cyber Solutions offers holistic cyber security, risk and insurance management, investigative skills, and proprietary technologies 
to help clients uncover and quantify cyber risks, protect critical assets, and recover from cyber incidents.

Cyber security services provided by Stroz Friedberg Limited and its affiliates. Cyber risk services provided by Aon UK Limited and its 
affiliates.

About Aon

Aon plc (NYSE:AON) is a leading global professional services firm providing a broad range of risk, retirement and health solutions. 
Our 50,000 colleagues in 120 countries empower results for clients by using proprietary data and analytics to deliver insights that 
reduce volatility and improve performance.

©  Aon plc 2022. All rights reserved.

The information contained herein and the statements expressed are of a general nature and are not intended to address the 
circumstances of any particular individual or entity. Although we endeavour to provide accurate and timely information and use 
sources we consider reliable, there can be no guarantee that such information is accurate as of the date it is received or that it will 
continue to be accurate in the future. No one should act on such information without appropriate professional advice after a thorough 
examination of the particular situation.

The information contained in this document should not be considered or construed as legal or tax advice and is for general guidance 
only. Accordingly, the information contained herein is provided with the understanding that Aon, its employees and related entities 
are not engaged in rendering legal or tax advice. As such, this should not be used as a substitute for consultation with legal and tax 
counsel.

All descriptions, summaries or highlights of coverage are for general informational purposes only and do not amend, alter or modify 
the actual terms or conditions of any insurance policy. Coverage is governed only by the terms and conditions of the relevant policy.

aon.com/cyber-solutions
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