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Abstract
Scenario Introduction

Hacking demo

xZETA – Vulnerability Management

Hacking demo – xCarbon On

xNexus – Detection and Response
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Demo - xZETA
Vulnerability Management



Demo - xCarbon
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VicOne xCarbon

• Only permitted applications can be 
executed

• System exploit protection

• Detect malicious CANbus frame

• Ethernet intrusion detection
• Virtual patch for network 

vulnerability
• Domain / IP filtering

• Collects system activities and critical 
events
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Demo - xNexus
Extended Detection and Response





Protection of the Vehicle Lifecycle
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