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Endpoint Detection & Response
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Early 90s: Signatures

Known Bad

EEEEEEEEEEEEEEEEE File List
EEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEE

=
<

6203CF83
1D6158BF
1D3173D%9
CEAAZEAS
94F542E5
1368ABES

Fast and
accurate...

...aslong as
o the malware
C26BB1DD doesn’t
change.

32540636
A9ATIF1A
69D9953F

F41352C1
618DE372

Last Decade: Rise of Machine Learning

=
.

G@DWARE

(Very) Simplified
Machine
Learning Model

EEEEEEEEEEEEEEEEE MALWARE

Bh 7748 ZEPREE !

Late 90s: Signature Evasion

Known Bad
File List

6203CF83
1D6158BF
1D3173D9 If just one
CEAARZEAS byte
94F542E5 changed, a
1368ABES file hash
435B0535 wouldn't
mach
32540636 anymore
A9ATY9F1A
69D9953F
F41352C1
618DE372

File Hash:

72A13B46

Simplified for clarity

Known Bad
Combinations

8BB0 +COAD
or 3E30
or 1F83
8AA5 +9753
5BCO +B3CO
or 3COA
or ED14
4C3C +2C2F
or DB31
ECE2 +EB13

or iiug

69E2 +A9CD

Variant
Protection
helps spot

entire
malware
families

L0

2

i
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Web

Mail
Links

Attachments

Remote
Exploits

Portable
Devices

— U i B 158

EIEMT

][
Encryption

Injections

In-Memory
Code

Macro

Unpacking

Obfuscation

1T/ (5 EAPH i %% 56 1R At

File
Encryption

Process
Hollowing

GINE
Injection

Unmapped
Executable

Dynamic
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MR -

LBERHT

—{&

SVR-ERPDB (10 * -Sep-202
> F su 7
4 = 202 2 2 Q@
> Likely Safe 7 %
> ™ @
S S 4 %
g A - @
g @
> 2 - @
> 5957233 SVR-ERPDB mimikatz.exe ¥ Malicious Sensitive Inform 4 %)
> 5957220 SVR-ERPDB rel_enc.exe MERNITIE -
— GetPassword x64.exe SAEBHBEETEH  HESNAGTHERE -

Network Password Dump 64.exe o] kB REFTE Windows FROAEZTS -

SniffPass.exe B IR K & 5 AR P BRI RS -

iepv.exe W AZIENRSE - 2585 - DI R Internet Explorer Web 2B 25 R FRIZHS -

WirelessKeyView64.exe BOEREHEELE -

netpass64.exe ZHSIMEN -

Mimikatz BN KR - BHRAFHPRNER -
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= DASHBOARD evenT viEwer () FORENSICS

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS

E

NAME MALICIOUS

FaATiner (@)

NOTIFICATIONS (sent in protection and simulation modes)

v El] Defautt Playbook

Send mail notification

COMMUNICATION conTrRoL v ()

PUP

INCONCLUSIVE | LIKELY SAFE

SR — EESR(CRYE

SECURITY SETTINGS v

InveNToRY v ()

A

ADMINISTRATION (@) ® Protect

ASSIGNED COLLECTOR GROUPS

& High Security Collector Group (0 collectors included)
Beta 4.1.0 (4 collectors included)

Cloud (2 collectors included)

Default Collector Group (8 collectors included)
edrtest (1 collector included)

emulation (0 collectors included)

Send sys st be ler Admin seftings
emulation_a (0 collectors included)
Open ticket v v v _
Eugene-emulator (0 collectors included)
INVESTIGATION Linux collectors (2 collectors included)
Ilsolate device with Collector lior (1 collector included)
solate device with NAG efined under Admin setiings lior Testing (0 collectors included)
Move device to the High Security Group lior333 (1 collector included)
REMEDIATION Nastya (0 collectors included)
oti (0 collectors included)
Terminate process i
philip (1 collector included)
Delete file
PT (0 collectors included)
Clean persistent data )
ResearchTeam (1 collector included)
L5 ock address on Fire - Admin seitings I shanitest (0 collectors included)
amn . .
= =
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- FeEmerrae
-= Default v ‘ DASHBOARD EVENT =< ER ::’ s O B S 11 SDATITICPYNC-JEL ™ 3 SECURITY SETTINGS Vv INVENTORY Vv

DASHBOARD EVENTVIEWERo FORENSICS v COMMUNICATION CONTROL Vv e SECURITY SETTINGS Vv INVENTORY VvV o ADMINISTRATION e { ] Protection v kmyang Vv

ERKIE EMAESIPEZERTIHE
, | IABEIPEZEETHS
LICEI Archive L Export ¥ Handle Event s B Exception Manager
Name Details Interface Fabric Sync Type Ref.

c

&% Bonjour 224.0.0.251-224.0.0.251 undefined Multicast A.. O
U

&% EIGRP 224.0.0.10-224.0.0.10 undefined Multicast A.. 0O
B &% OSPF 2240.0.5-224 Address I8 FortiEDR_185.199.109.133 undefined MulticastA.. 0O

&= all 224.0.00-239 Type IP Range undefined Multicast A.. 0
E o i
< 88 all hosts 22400.1-224 P Range  185.199.109.133-185.199.109.133 undefined MulticastA.. O

Interface O any

&% all_routers 224.0.0.2-224 o . undefined MulticastA.. 0O
T Fabric Sync €@ Disabled
| 5 AciressGroup © Commens: [ForteorevenDsee]
& = Demo_Malicious_IP T FortiEDR_7| References 1 © Disable AddressGr.. 1

12 FortiEDR_9
IF I8 FortiEDR 5| ¢ Edit
I FortiEDR_185.199.109.133 »
3 W o= g o 3 Connect
- Suspicious Application
o —_— prces
v All Firewalls
¥ FG-60E_SSL
ANER . g
m © Fortinet Inc. All Rights Reserved.
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o [ Ui = 0L B i % B 26 e LA 3 13X B BSs 25 22 8 5o B

Ll
=-= DEMO ~ DASHBOARD EVENT VIEWER o FORENSICS v COMMUNICATION CONTROL ™ @ SECURITY SETTINGS v INVENTORY v ADMINISTRATION @ [ ] Protection w roy ¥

Security Policies
THREAT HUNTING SETTINGS Playbooks
Threat Hunting Settings
FiERTINET . i
Events Collection And Storage Exception Manager

Inventory Profile (default) e B e ,
Al collector groupe Collect and store Activity Events of the following categories and Types Exclusion Manager

Inventory Enabled
F:ERATINET
Standard Collection Profile File Detected
Mo collector groups assigned

Process Enabled
FEIRTINET
Comprehensive Profile Process Termination Process Creation Process Start Thread Created Executable Loaded
No collector groups assigned -4~

File Enabled

File Create File Write File Read File Rename File Delete File Permission Change File Owner Change
Network Enabled
Socket Connect Socket Bind Socket Listen Socket Close Socket Accept
Registry
Event Log Enabled

=1 1~ © Fortinet Inc. All Rights Reserved. 10
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