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EZ (SOC) H4#E (NOC) e 72t

FRFESESH D NIE

EEYHE
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2 B~
pos @EEH WHEEST AFZSH BERIEE SOWB WEEE EIff 0 A5EE 5(‘5{ Bt naf? o ﬁ @ AE a @&
A-
= = BE
B SEEE = List v 2 ElEsad MEESW 8 UEBA MITRE ATTECK® 21455~ 1% E.I- ﬁﬁ r E iE: Last 2 Hoursv @~
l—\l: B~
T L LAY w & E E}] E v
BZ RRE olAE Eaj
= h = th = th = h
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33 159 e 3 3 é 6 42 48 8 60 o7

EESESHHTE

EFWHHT

High Severity Inbound Permitted IPS Exploit User added to Remote Desktop User Group User added to Administrator Group VNC from Internet Network Device Hardware Critical m

192.168.22.10 Test_Lab
82.200.196.142 Test_Lab
9 187.32.97.241 Test_Lab 4
213.41.120.34 Test_Lab
14.102.50.227 Test_Lab
91 1R7 100 204 Test Iah

WIN2008-ADS

Test_Lab & Windows Server 2008

© User added to Remote Deskto
© User added to Administrator
3 6 © Domain Controller User or Gr 34
© Multiple Logon Failures: Dom
© Windows Groups Changed

threatsocdc.threatsoc.com FGTS51E
Test_Lab Demo_Lab Test_Lab

WIN2008-ADS Test_Lab
threatsocdc.threatsoc...

WIN2008-ADS Test_Lab
threatsocdc.threatsoc...

192.168.22.16 Test_Lab
185.56.80.120 Test_Lab
82.165.133.137 Tesi_Lab 4 3
211.141.78.56 Test_Lab

46.174.114.209 Test_Lab

SJ-Dev-A-Fdy-Fastlron Test_Lab

Test_Lab Test_Lab

BEREEHIETE

SRENIH - &k BREY / RRER

192.168.22.10 192.168.22.16
»* 47 @ Test_Lab [~ 84
© User added to Remote Deskto © Account Locked: Network Device © High Severity Inbound Permitted © Inbound cleartext password usag
© User added to Administrator © Missing specific performance mel © VNC from Internet
© Windows: Active Directory Us 9 © OT Permited Traffic not from Pur 8 7 6

© Domain Controller User or Gr
© Windows: User Added to Local
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/SNMP - CLI - API. etc.
» CMDB &EE=&18
> RiEREIRRE(Up/Down)

> E7FZEM (Storage)
\> BEHEDH

> AEEEAZE(CPU/ Memory/Bandwidth)

/Syslog * WMI - API, etc.

> i EMH(Event Log)

> BELEH(Security Log)
> fi=sCER (Traffic Log)
>

= BHEDW

v
ER % #54 (Application Layer)
2R 1T

N\ g
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1700 25 — =7 18 0| § 7 Q[14o] Z2EE
p oS @ERE WBEESN ASZEY WRIZEE SMDB WEESE =1 O z4=E ®© A B & &
Identity & Location (Global) ~ §# Identity & Location X «
o} All Organizations +  ® [Ff&: Last 1 Hour~  fllBs EH & 172 |41 > N
IP Address MAC Address User Host Name Domain VLAN ID : Connected to First Seen Last Seen
192.168.26.120 00:26:b9:1f:3b:76 sara.tanner (Domain) stanner-laptop ACCELOPS Jun 24, 2021 1:58:41 AM Jul 9, 2021 1:55:11 AM

ph-network-3560_1
192.168.64.187 00:0c:29:9d:d4:c6 svc_monitor (Domain) lab03-ws14SCw8-2 ACCELOPS 22 192.168.19.1 Jun 24, 2021 1:23:52 AM Jul 9, 2021 1:56:08 AM
(GigabitEthernet0/14)

SJ-Main-Cat6500
192.168.20.116 00:0c:29:4e:e1:e8 svc_monitor (Domain) lab03-ws14SCw8 ACCELOPS 30 192.168.20.1 Jun 24, 2021 1:23:52 AM Jul 9, 2021 1:56:18 AM

Jul 8, 2021 m a 1:33:33 AM
PRAE1HES

(GigabitEthernet1/36)

192.168.

192.168. B:15:97:e5 jeff.price (C

a E}] }JL :_._ Jul 7, 2021 E ! Ei? 1:43:07 AM
N 5
Y SCw8-LAPTOP ACCELOPY 2 AIcs A 4

192.168.N Jul 9, 2021 1:50:45 AM

Va:3e:62:69 jared.anders

192.168.26.102 00:23:5a:3e:62:69 ANONYMOUS (Domain) lab02-ws075Cw8-LAPTOP NT Jul 9, 2021 1:04:07 AM Jul 9, 2021 1:54:42 AM
192.168.26.109 00:24:d6:4c:f0:d0 greg.allan (Domain) greg.allan-LAPTOP ACCELOPS Jul 9, 2021 1:00:53 AM Jul 9, 2021 1:55:20 AM

5J-Main-Cat6500
192.168.64.195 00:0c:29:1e:a1:d8 sdavis-desktop 3 192.168.20.1 Jul 9, 2021 2:00:01 AM Jul 9, 2021 2:00:01 AM
(GigabitEthernet0/11)

62.210.247.100 § don.freeman (VPN) 192.168.19.65 Jul 9, 2021 2:00:02 AM Jul 9, 2021 2:00:02 AM

192.168.26.109 00:24:d6:4c:f0:d0 kpeterson-laptop Jul 9, 2021 2:00:02 AM Jul 9, 2021 2:00:02 AM




ERER - iEHEEIRERE (CMDB)
B (RTARIRIELZ I HEEEER

Availability Health: Up

Bff & ®E- BER- 4=NE

¥ Devices

Performance Health: Normal
Avg CPU Util: 0.67% I
Avg Mem Util: 32% |

BB Export

¥ HNetwork Device

Firewall Date Type/File Name

Incidents over last 24 hours:

By Severity: High: 0 Medium: 26 Low: 0

Router Switch Jul 08 2021, 07:11:30 PM  startup-config

By Category: Availability: 2

Performance: 0

Jul 08 2021, 01:03:54 PM  startup-config

HEREESR

¥ CMDB Reports

VPN Gateway
a% {7 sk Al 73

¥ DBusiness Services

Y e |

48 BITMAEEE

Malware Domains

Malware IPs Overall

IT Srvc

Biz Srvc Malware URLs Metwork

Malware Processes Server

Compliance

Virtualization

Country Groups

B EBFELLY

Operational Technology
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EEMRNEREET] - EIMEPZREENZE (Multitenant Architecture)

)Hﬁ

BAEMNEFERS Z MRt 0 E BE
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p oS BEER WEBESF ASZEY WRIEE SCMDB W EEE =T 0 24EE © A @ &
QB § [1188 +
IN Devices: Firewall AND ( CONTAIN FortiGate-auth OR = QT
18R e = 1c2 BB 15m 1h 1d 7d 30d 3p

O EFEE

¢ EfmEF ﬁ*ﬁ%@ _?

0o E#EH
L Eit EEE 8E & T—F Bilfi1
(+ Reporting IP IN || Devices: Firewall (+] aD v @ @
© © (| EventType CONTAIN v || FortiGate-auth (+] OoR v © @
[+ Event Type CONTAIN v || FortiGate-webfilter (+] oR v © @
(+] Event Type CONTAIN v || FortiGate-event (+] oR v © ©
(+] Event Type CONTAIN v || FortiGate-antivirus (+] R v © @ 0/0 0
(+] Event Type CONTAIN v || FortiGate-ips (+] oR v © @
L& (+) Event Type CONTAIN v || FortiGate-dlp © © ) anp ~ O ©
® CMDB Ei*
R Q@ TEEREIRHE
= Vex el E=
® HEBE O MHEM BEN | 1 | Hur ShsE#E ?

® BHEH
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pos @EEE WEBSN ASZEY EORIEE SCMB  WERE =T 08 R4EE @ A B &
& BfE~ § (188 +]

= TE =M {Os E
IN Devices: Firewall AND ( CONTAIN FortiGate-auth OR E Q #fT &

_R / \$ﬁ ma

B4R s - B S T SA B AkE® 4304 ar
B xF BRR Fufir B

Reporting IP v © O ©

Event Type v © O © ©

Event Name v © O © ©

Event Severity v o O @ ©

Source IP v © O © ©

Destination IP v © O © ©

COUNT( Matched Events ) v -+ I ) (1] 0
SRR
g B E2E5F A i} T—% il fiz

(+] v v -+ a0 v O @

ERNAT
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[T} [1
1
q
]
[1T]

p oS @ETHR WHBEST ASEEH BWRIEE SCMDB WBEES =I1F 08 nK=E e A &

& 8B~ § [1188

BlZ%% COUNT(Matched Events) ~  la ~

CONTAIN i t =

#8] - Last 1 Hour 15m 1h 1d 7d 30d 3p

1000
800 I I
600
400

200

0
Jul 18th, 2021 22:17

O ErEaR M < 1710 18 > M
Reporting IP Event Name Event Severity Source IP Destination IP COUNT(Matched Events)
10.1.200.254 FortiGate event dns ftad cat allow 3 10.1.206.192 =28.8.88 14658
10.1.200.254 FortiGate event dns ftgd cat allow 3 10.1.206.192 168.95.1.1 14658
10.1.200.254 FortiGate event dns query 1 10.1.206.192 = 8.8.8.8 14658
10.1.200.254 FortiGate event dns query 1 10.1.206.192 168.95.1.1 14657
10.1.200.254 FortiGate event dns query 1 10.1.206.100 = 8.8.8.8 725




Bl DTSR O] EER VR

FEHHHEE ) EERE

ikl F::RTINET
1 BFAEE S B
kS E ST EE

/710.1 .200.254, FortiGate-event-dns-query, |
10.1.200.254, FortiGa... {23%]:15'1—\

ij .200.254, FortiGate-event-dns-query, |
10.1.200.254, FortiGa... {23%]:15k—/ \
10.1.200.254, FortiGate-event-dns-query, |
10.1.200.254, FortiGate-event-dns-figd-cal

B A S 5 SR A E

PR A RARE

DA Mool n AW,
10:20 10zs 'f.fll‘. 1131 1-- o

.7.200.254, FortiGate-event-dns-figd-cat-allow. FortiGate event dne ftgd cat allow. 3, 10.1.206.192, 8.8.8.8
1,200,254, FortGate-gvent-dns-fgd-cal-alow, FortiGate event dns figd cat allow, 3, 10.1.208,192, 168.95.1.1
.1.200.254, FortiGate-event-dns-guery, FortiGate event dns query, 1, 10.1.206.192, 8.8.8.8

1,200,254, FortiGate-event-dns-guery, ForllGate event dng guery, 1, 10.1,2086,192, 168.95.1.1

1,200,254, FortGate-event-dns-guery, FortiGate event dns guery, 1, 10.1.206.100, 8 8.8.8
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1 B KiEEH DB
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« BIDATETRIAZMRIRM O HEEE

B (Compliance Reports)
- PCI, SOX, HIPAA, FISMA
- NERC, COBIT, ITIL, NIST
- 1SO, GLBA, GPG13, CIS

10 1.200.254, FortiGate-event-dns-guery, |
10.1.200.254, ForliGa... (23%): 15k

10.1.200.254, FortiGate-event-dns-query, |

10.1.200.254, FortiGa... (23%): Iﬁk—/

10.1.200.254, FortiGate-event-dns-query, |
10.1.200.254, FortiGate-event-dns-figd-cal

SANS Critical Controls § BRI S B
» OT sx B HEA MR :

Fi KBRS RAEE .

" o, n‘w., - ;M’_”'f\,_{\ﬂ—_ﬁ-_‘w_-“ ‘QA-'_ \\I.’-'.'&_' ;L-\&\-\
s 1o s 1o s o s

. 3,000+ SIERLBAE g s

Generated On: Jul 19 2021, 11:32:44
HHEZERIEEE '
[ \ R 10.1.200.254, FortiGate- -dins-figd-cat- . FortiGat ot di d allow. 3, 10.1.206.192, 5.8.8.8
j: = z? Hb s T Zas KatarTains ortiGate-event-dns-figd-cat-alow, FortiGate event dns figd cat allow

10.1.200.254, ForiGate-svent-dns-figd-cat-alow, FortiGale event dns figd cat allow, 3, 10.1.208,192, 168.95.1.1

10.1.200.254, FortiGate-svent-dns-query, ForiGate event dne query, 1, 10.1.206.192, 8.8.8.3
[ § T%:_ X p; m $ﬁ %* . 10.1,200,254, ForiGale-gvent-dns-guery, ForiGate evenl dns guery, 1, 10.1,206,192, 168.95.1.1
. 10.1.200.254, FortiGate-event-dns-query, FortiGate event dns query, 1, 10.1.206.100, 8.8.8.3
. 10.1,200,254, FortGate-gvent-tng-fgd-cat-abow, FortiGate event dns fgd cat allow, 3, 10,1,206,158, 168.95.1.1
° T $ﬁl r& . % T }EY % B{j’ 14: 10.1.200.254, FortiGate-event-dns-query, ForiGate event dns guery, 1, 10.7.206.156, 168.95.1.1
% . 10.1,200,254, FortGate-gvent-dns-guery, ForiGate event dng guery, 1, 10.1,206,100, 168.95.1.1
. 10.1.200.254, FortiGate-event-dns-figd-cat-allow. FortiGate event dns ftgd cat allow. 3, 10.1.206.65, 208.97.112.52
10.1,200,254, FortGate-gvent-dns-query, ForiGate event dns guery, 1, 10.1,206,65, 208.91 112 52
AR 10.1.200.254, FortiGate-event-dns-ftgd-cat-aliow, FortiGate event dns ftgd cat allow, 3, 10.1.206.65, 208.91.112.53
11 4 10.1,200,254, FortiGate-event-dns-guery, ForiGate event dng guery, 1, 10.1,206,65, 208.91.112.53
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. L ] 5[ U = u \
m & &= e BEFETHT A E==5g HRIEE = CMDB LM EiEE =11 o REEE
EnE=E~- | FKEX AETREX EfEsE X Netflow/sFlow X aT/10T X Ia2{EHIE R E X 1 4
+ T
Bk i S5 £F 4| Bl 53 4R fageox FIXENERES N

Last 1 hour@4:41

COUNT{Matched Events)

(23%)10.1.200.25...:1462

(23%)10.1.200.25...:1462

LAST(Total Bit Rate)

(23%)10.1.200.25...:1462 08ps -+ :

Jul Bth, 2021 03:49 l]'ll:l]B
M 10.1.200.254, FortiLink, 100_FortiLink
W 10.1.200.254,206,206_Bill
M 10.1.200.254,port17,WAN1_60.250.130.70...
M 10.1.200.254,Tony,212_Tony Lin
M 10.200.250.254,ports

(23%)10.1.200.25...:1463

(2%)192.168.3.1,Fa...z123
(1%)192.168.3.1,For...:81

cQOsnOx
Last 1 hour@4:48

P K e 3R B 2R 3 A B K il B aYith B R HE 174

United States of America

@ AEE & &
HE: RBR- & 2 2 @
2a0sOx = - cAUBOx
L3 =
Last 1 hour@4:48 P K il B 3K i R 3 A Last 1 hour@4:55
% v
o R
=\
0_1.7.00-7-5‘
ﬂ'l:I1E 04‘29 l]lliiB '
W 10.1.200.254, port27
W 10.1.200.254,port18,WAN2Z_113.196.33.199... 29

W 10.1.200.254,port31
10.1.200.254,5erver, 200_Server Farm
M 10.200.250.254,5erver

FrXis R R R R 2 A

Last 1 hour@15:41

So0s0x
Last 1 hour@4:53

Total BW
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1] :— | Sis ——
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it
TR BEIFEA =
VAN
2 Btk o R 1
E#: | Filter 1
BEEd: B% Eit EgFg E ER T—% Filfir
(+] Reporting IP IN v || Devices: Firewall (+] AND ©
© © ( | EventType CONTAIN v || FortiGate-auth (+] OR © O
(+] Event Type CONTAIN v || FortiGate-webfilter (+] OR © @
(+] Event Type CONTAIN v || FortiGate-event (+] OR ©
(+] Event Type CONTAIN v || FortiGate-antivirus (+] OR © O
(+] Event Type CONTAIN v || FortiGate-ips © OR © @
(+] Event Type CONTAIN v || FortiGate-dlp © @) AND ©
248. 5% Bt EEF ME - Bl fir
TE F E R Al
(+] COUNT( Matched Events ) >= vl 1 < © O
fig 22 R 1B
Edaamik: BYE 5l fi1 i)
Reporting IP o @ 1+ ¥

Fvent Time

=43




SEAEBEDW (Al) - KRZE2H

BESEAEZE Al ML SZS 53R 8]

Ty

pos @EXR W EEAYT 2 ASESy ERIZE S WHEEE =T & RGEE ® A E a &

i |
Q 2  Resources > Rules

» Reports ¥ @ Edit - n sudden Eﬁ/\ *& _]5]

R
B3 (M L) HES
¥ Rules . e oe
BB  Severity Mame Description Ei E |-'-| g %EIJ BE *ﬁ
» Availability TSNS J 4w
Initial Access,
» Performance (s) Sudden Increase in Successful Logons To A Detects a sudden 50% increase of successful logons to a host  Persistence,
M 7 - MEDIUM . . L . System
Host over a 30 minute window Privilege Escalation,
» Change Defense Evasion
P Security Detects sudden increase in CPU usage - current average
over 30 minute interval is more than 3 standard deviations
Ungrouped % 7 - MEDIUM e s g Em ERl s away from the mean and the current average is at least 50 Impact System
percent
P Networks
Detects a sudden increase in system memory usage - over a
P Watch Lists 30 minute interval, either the physical or virtual memory is
M 7 - MEDIUM (s) Sudden Increase in System Memory Usage 25% more than the statistical average over that same time Impact System
} Protocols period and the current physical memory usage is at least
50%
» Event Types
i 7 - MEDIUM (s) Sudden Increase in User Login Volume Det daily user login volume anomaly against profile. System
» Malware Domains o8 This may indicate suspicious user behaviors. v
P Malware IPs ects i i
7 - MEDIUM (s) Sudden Increase in WMI Response Times Det >4 sudfjen 59% increase of WMI Response Times over g BA & ZE = 5 EOst /£ \$ﬁ System
a 30 minute time window N = , A= B67]

» Malware URLs

Detects location change for a user unfeasible in the period

sules )ETLdEn sr leenim s of time. This may indicate a stolen credential.

» Malware Processes System

» Country Groups Detects daily user login distribution anomaly against

profile. This may indicate suspicious user behaviors.
L —
ERERAEBTAEES

e
BE AFEER O esEs

e N 1T/~ BE7] A

8 ® @ &

7 - MEDIUM (s) Sudden User Login Pattern Change System

» Malware Hash

» Default Password
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BESEAEZE Al ML SZS 53R 8]

@ EFR

L R

Ty

E cMDB =TF &6 =451

F |
Q & Resources > Rules
Reports g [ Edit - n malware
Rules
BRI : Severity Name Description
» Availability
P Performance (<) Dynamically generated host name: malware Detects algorthmically generated host name in network
M 7 - MEDIUM likel ye : traffic - malware often use algorithmically generated host
b Change v names to communicate.
P Security Detects a scenario where a host, that is itself not a DNS
server, is trying to send DNS requests to unauthorized DNS
Ungrouped . . servers. Authorized DNS servers are represented by the
M 8 - MEDIUM gse)nf::js User DNS Queries to Unauthorized DNS "DNS Server” group. In a typical scenario, end hosts always
Networks send DNS requests to authorized DNS servers which in turn
: communicate to other DNS servers - so this behavior may
Watch Lists indicate malware running on the end host.
Protocols Detects a scenario where a host, that is itself not an DNS
Event T server, is sending excessive DNS requests. Authorized DNS
vent Types - .
= 6 - MEDIUM  (s) Excessive End User DNS Queries servers are represented by the “DNS Server” group. Ina
Mal D . typical scenario, the frequency of end host DNS requests is
atware bomains not high unless, there is a script running - this might
Malware 1Ps indicate the presence of malware on the end host.
Malware URLs Detects a scenario where a host, that is itself not an
authorized mail gateway, is sending excessive emails (more
elroEre LT EEes 2 8 - MEDIUM (s) Excessive End User Mail than 20 emails in 2 minutes). This behavior may indicate

Country Groups
Malware Hash

Default Password

BE AEERE [OaeaEs

malware running on an end host that is trying to send spam
or privileged information to its own set of mail servers
{which may be compromised).

O Global ~ 1/2 9 ?

Scope

Command And

Control System
Command And System
Control y

Control System
Collection System

=



&HX
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| — |

MITRE ATT&CK BEZLZ ¥ FREE - migFES

EA R AR R ¥ & MITRE ATT&CK FEZMESS (Enterprise & ICS)

pos @ EEE WEESK ASERM EEISE SowB M ESES Ife ofafeE
B sEan Lst + E2BEERAT HEZSF  SUEBA  MITREATTRCK® IT: Rule Coverage =
Show All = 1068 7l - 51% Technique Coverage
Reconnaissance Deﬁiagrrﬁz ot Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Command And Control Exfiltration Impact
10 Tech 7 Tech 2 Tech 12 Tech 19 Tech 14 Tech 40 Tech 15 Tech 28 Tech 9 Tech 17 Tech 16 Tech 9 Tech 13 Tech
32 Sub-Tech 31 Sub-Tech 16 Sub-Tech 29 Sub-Tech H Sub-Tech 85 Sub-Tech 120 Sub-Tech 46 Sub-Tech 35 Sub-Tech 18 Sub-Tech 28 Sub-Tech 30 Sub-Tech 12 Sub-Tech 21 Sub-Tech
Remote Service Session Application Layer Exfiltration Over Endpoint Denial of

Search Closed Sources

Phishing for
Information [1]

Search Dpen Technical
Databases

Active Scanning [12]

Search Yictim-Owned
Websites

Gather Victim Host
Information [1]

Search Open
Websites/Domains

Gather Yictim Org
Information

Gather Yictim Hetwork
Information [&]

Gather Victim Identity
Information

Compromise
Infrastructure [4]

Acquire Infrastructure

Stage Capabilities [1]

Obtain Capabilities

Develop Capabilities

Compromise Accounts

2]

Establish Accounts [1]

Valid Accounts [22]

External Remote
Services [3]

Replication Through
Removable Media [1]

Phishing [7]

Hardware Additions [1]

Supply Chain
Compromise [5]

Trusted Relationship
1

Drive-by Compromise

1

Exploit Public-Facing
Application [&]

User Execution [17]

Software Deployment
Toals

Scheduled Task/Job
321

System Services [7]

Inter-Process
Communication [2]

Deploy Container

Windows Management

Instrumentation [11]

Exploitation for Client
Execution [4]

Container

Administration
Command

Mative APl [1]

Command and Scripting
Interpreter [72]

Shared Modules [1]

Office Application
Startup [1]

Boot or Logon
Initialization Scripts

21

EBoot or Logon
Autostart Execution
[14]

Browser Extensions

Create Account [16]

Scheduled Task/Job
[13]

Traffic Signaling

Modify Authentication
Process

BITS Jobs [2]

Compromise Client
Software Binary [1]

Server Software
Component [8]

Hijack Execution Flow
7

Boot or Logon
Initialization Scripts

21

Boot or Logon
Autostart Execution
141

Domain Policy
Modification [10]

Scheduled Task/Job
3]

Access Token
Manipulation [4]

Abuse Elevation
Control Mechanism [16]

Escape to Host

Process Injection [15]

Exploitation for
Privilege Escalation [&]

Group Policy
Modification

Hijack Execution Flow
7]

Valid Accounts [22]

Subwvert Trust Controls

Masquerading [32]

Obfuscated Files or
Information [14]

Use Alternate
Authentication
Material [7]

Abuse Elevation
Control Mechanism [16]

Modify Authentication
Process

Process Injection [15]

Hide Artifacts [5]

Impair Defenses [61]

Hijack Execution Flow
71

Valid Accounts [22]

Indicator Removal on
Host [28]

Unsecured Credentials
[]

Steal or Forge Kerberos
Tickets [6]

Man-in-the-Middle [7]

Steal Web Session
Cookie

Modify Authentication
Process

Hetwork Sniffing [5]

Credentials from
Paszword Stores [1]

Forge Web Credentials

Steal Application
Access Token [3]

Forced Authentication

05 Credential Dumping
[47]

Two-Factor
Authentication
Interception

Software Discovery [2]

System Dwner/User
Discovery [5]

System MNetwork
Configuration
Discovery [2]

Yirtualization/Sandbox
Evasion

Network Share
Discovery [2]

System Location
Discovery

System MNetwork
Connections Discovery

2]

Container and
Resource Discovery

Pazsword Policy
Discovery [2]

Cloud Service
Dashboard

Account Discovery [11]

Hetwork Sniffing [5]

Hijacking [Z]

Software Deployment
Tools

Use Alternate
Authentication
Material [7]

Exploitation of Remote

Services [7]

Lateral Tool Transfer

Remote Services [24]

Replication Through
Removable Media [1]

Internal Spearphishing

Taint Shared Content

Data Staged [5] Protocol [12]

Encrypted Channel

Man in the Browser

Data from Removable
Media [2]

Protocol Tunneling [4]

Man-in-the-Middle [7] Hon-5tandard Port [2]

Communication
Through Removable
Media

Data from Hetwork
Shared Drive [1]

Data from
Configuration
Repository [1]

Hon-Application Layer
Protocol [5]

Data from Cloud T ——

Storage Object [2] L Sl

Data from Local System
21

Froxy [%]

Input Capture [1] Data Obfuscation [2]

Screen Capture [1] Web Service

Ingress Tool Transfer
151

Data from Information
Repositories

Archive Collected Data Multi-Stage Channels
6] 11

Physical Medium [1]

Exfiltration Over Web
Service [2]

Automated Exfiltration

1

Exfiltration Over
Alternative Protocol

[1o]

Exfiltration Over Other
Hetwork Medium

Data Transfer Size
Limits

Transfer Data to Cloud
Account [1]

Scheduled Transfer

Exfiltration Over C2
Channel [34]

Service [102]

Hetwork Denial of
Service [29]

Disk Wipe

Resource Hijacking

Firmware Corruption

Inhibit System
Recovery [4]

Service Stop [22]

Defacement [1]

Data Encrypted for
Impact [2]

Data Destruction [6]

Data Manipulation [20]

Account Access
Remaoval [15]
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External Remote Services
11

Wireless Compromise [1]

Exploit Public-Facing
Application [1]

Drrive-by Compromise [1]

Remote Services [6]

Rogue Master [1]

Exploitation of Remote
Services [2]

Replication Through
Removable Media [1]

Spearphishing Attachment
11

Transient Cyber Asset [1]

Internet Accessible Device

n

Modify Controller Tasking
L]

Change Operating Mode [1]

Hooking [1]

Native API [1]

Scripting [1]

Execution through APl [1]

Command-Line Interface
1

User Execution [1]

Yalid Accounts [1]

System Firmware [1]

Project File Infection [1]

Modify Program [1]

Exploitation for Privilege
E=zcalation [1]

Change QOperating Mode [1]

Spoof Reporting Message
1

Indicator Removal on Host

1

Rootkit [1]

Masquerading [1]

Hetwork Connection
Enumeration [1]

Remote System Information
Discovery [1]

Wireless Sniffing [1]

Remote System Discovery
i

Yalid Accounts [1]

Default Credentials [1]

Lateral Tool Transfer [1]

Remote Services [6]

Exploitation of Remote
Services [2]

Automated Collection [1]

Monitor Process State [1]

170 Image [1]

Screen Capture [1]

Detect Operating Mode [1]

Wireless Sniffing [1]

Drata from Information
Repositories [1]

Man in the Middle [1]

Program Upload [1]

Protocol [1]

Commuonly Used Port [1]

Connection Proxy [1]

Service Stop [1]

Elock Command Message [1]

Alarm Suppression [1]

Activate Firmware Update
Mode [1]

Modify Alarm Settings [1]

Manipulate 170 Image [1]

Denial of Service [1]

Rootkit [1]

Data Destruction [1]

Block Serial COM [1]

System Firmware [1]

Device Restart/Shutdown

i

Modify Parameter [1]

Spoof Reporting Message
1

Unauthorized Command
Meszsage [1]

Brute Force /0 [1]

pos @ EsE WEESF ASEPH WEISE SO0 WESE © A @ 2
BEEEs Lst » BB WEZSH  SUBA  MTREATTRCK® ICS: Rule Coverage »
Show All = 84 #1BI - 100% Technique Coverage
Initial Access ICS Execution IC5 Persistence ICS Privilege Escalation ICS Evasion ICS Discovery ICS Lateral Movement ICS Collection ICS Command And Control ICS  Inhibit Response Function Impair Process Control Impact ICS
12 Tech 9 Tech 5 Tech 2 Tech [ 5 Tech & Tech 10 Tech 3 Tech 13 Tech 5 Tech 12 Tech
Supply Chain Compromise Graphical User Interface Module Firmware [1] Hooking [1] Exploitation for Evasion [1] Metwork Sniffing [1] Program Download [1] standard Application Layer g\ g porting Message [1] Module Firmware [1] Loss of Safety [1]

Damage to Property [1]

Los=s of Protection [1]

Denial of View [1]

Denial of Control [1]

Manipulation of ¥iew [1]

Manipulation of Control [1]

Loss of Yiew [1]

Loss of Productivity and
Revenue [1]

Loss of Control [1]

Loss of Availability [1]

Theft of Dperational
Information [1]
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MR E TR E BT WEEPTEAINES

;f{i. BETHE WERSF ASZTIY WEIZE BSOMDE WEEE ST 0 i5ZE @ A - &

B EmmE I= List » I ol fe i bl ST & UERA MITRE ATT&CK® Incident Explorer » 2 1 minute » Status: B~ D EESE: Last2Hours @~

Tactics: £ » 174 |71 ¥ N
— q . 3 Privilege Defense Credential - Lateral . Command And . 1
=& Reconnaissance Initial Access Persistence g e Ereh R Discovery MR Collection Control Exfiltration Impact
threatsocdc.threatsoc.com . 15 . .
win2008-ads

34 @ (]

192.168.22.16
[Empty] .
ibmaix

threatsocdc

(]

172.16.22.100

f2240d43913800441 .

Persistence Incidents for threatsocdc.threatsoc.com:

éﬂ:;gy v EE—RRE Incident Tactics Technique iR EE SEHAES SESIgRE -3

threatsocdc. threatsoc.com
User: francis.underwood

Domain: THREAT50C
- Jul 09 2021, 02:06:00 AM User added to Remote Deskitop User Gr.  Persistence —  Computer: threatsocdc.threa_ Target User: Users Active

Target Domain: Builtin
Target User Group: Remote Desktop Users

threatsocdc. threatsoc.com
User: administrator

R v 09 2021, 02:06:00 AM Windows Groups Changed Persistence Domain: THREATSOC
Target User Group: Administrators

Target Domain: Builtin
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HREURECSHRFRIERIZEEBENL (SOAR)

=L :\\HEI 4(/\/\ $% EHHZ M= FE % HQ

pos @EZR WmEBEAM ASESY ERIEE S WERE =1 & REER ®© A E a &
Event Details (4
o EfE ~ BEEEE = List v 2 ElEAT EHESH B UEBA  MITREATTGCK® S198E~ ®-~
L BZ 5EZE=W All: 186 High: 26 Medium: 152 > N
D —— A X :I: <189>date=2021-07-12 time=21:23:56 devname="LAB-1500D"

Severit o _ _ ,? y E fﬁg devid="FG1K5D3114803552" logid="0000000013" type="traffic" subtype="forward" 25k E T

Categﬂfy v ERE—RRE Incident Tactics A ’ ~H level="notice" vd="root" eventtime=1626096237141879082 tz="+0800" e
srcip=10.1.200.181 srcname="W2KB8R2SVREN" srcport=52738 srcintf="Server Farm"

EGHN  Jul 122021, 09:25:00PM  Traffic to FortiGuard Malware IP List ~ Exfiltration ~  LAB-1500D 10.1.200.181 srcintfrole="lan" dstip-185.255.135.33 dstport-80 dstintf-"port17" dstintfrole="wan" Open
sessionid=23737470 proto=6 action="timeout" policyid=2 policytype="policy"
poluuid="08b67cec-d2a1-51e9-44a9-eBcBb7beb6c95" service="HTTP" dstcountry="Russian

R  ut 12 2021, 09:16:30PM  High Severity Inbound Permitted IP-.. LAB-1500D = 194.165.1 | cderation” srccountry="Reserved" trandisp="snat" transip=60.250.130.70 Open

Lines: 71
EGHN  ut 12 2021, 09:10:00 PM  High Severity Inbound Permitted IP... FG240D3913800441 - 114.36.65 Item fE Open
Application Group Name unscanned
GG vt 122021, 09:01:30PM  Concurrent VPN Authentications To..  Credential Acc... : ‘ E fﬂ- IE ;ﬁ’ 1 |: Open
AIC A Collector ID 10000
Jul 12 2021, 09:01:30PM  C t VPN Authentications To... Credential Acc... 'iW/\}][HE/\*ﬁ 0
- L] - Joncurren enticatons 10. regentia IC. I'\ e ]j Count 1 pen
KRR, Destination City Kazan
HEEF BH RA 756 fortiGuard - smER [0 Fesranat [0 ExssRsx [ RERERSH Destination Country Russian Federation AV
Destination Country Code RU
Event Receive Time Reporting IP Event Name Source IP Destination IP IP Protocol gglr.ltrce e v
Destination Host Name HOST-185.255.135.33 y
Jul 12 2021, 09:23:57 PM  10.1.200.254 Timeout traffic 10.1.200.181 = 185.255.135.33 6 (TCP) 52738 id= - w
Destination IP 185.255.135.33
Jul 12 2021, 09:23:57 PM  10.1.200.254 Timeout traffic 10.1.200.181 = 185.255.135.33 6 (TCP) 58705 id="F...
Destination Interface Name port17
Jul 12 2021, 09:23:57 PM  10.1.200.254 Timeout traffic 10.1.200.181 = 185.255.135.33 6 (TCP) 51704 id="F...
Destination Latitude 55.83043
Destination Longitude 49.06608

Destination Organization FIRSTBYTE-AS RU




HRBUIRE(CE IR E
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L ERRIE

iR ITER

= CMDB

2B B31E (SOAR)

H oa @
i BEk =E% R OB MTTR
mE gE EX 2 4% oo S 1/1 5
F T ESHEE
Elapsed State Priority Ticket ID Organization - Summary Incident ID Assignee Creator Resolution Time Due Date Creation Date
oo
Overdue in Progress % Eg | E ,ﬁ iE EP CASE Email test admin admin <km... Jul 09 2021, 11:59:59 PM Jun 30 2021, 11:07:05
25 % ..) Progress Medium 23403750 Test_Lab Sudden location change for susan.davis at City Walnut Cre... jim admin <km... Jul 12 2021, 11:59:39 PM Jul 12 2021, 09:10:06
2% In Progress [ ¥ i oo High Severity Inbound Permitted IP5S Exploit FortiGate-ips-... jenny admin <km... Jul 13 2021, 11:59:59 PM Jul 12 2021, 09:10:31
EERVE T
1% T .ouress ! Traffic from 10.1.200.181 to FortiGuard Malware IP 185.25... kevin admin <km... Jul 13 2021, 11:59:59 PM Jul 12 2021, 09:37:22
- “losed High 52402757 Ject | ah VNC from Internet 185.56.80.120 to 192.168.22.16, in FG2... bob admin <km... 5m 38s N/A Jul 12 2021, 09:13:18
CEE T
[y ES =
Detail Action History > Timeline v Evidence O e =k AV
oo -+
E T EEESE
HESEN
H{E User admin created Case
53403733
09:37:22 PM 09:53:40 PM 09:53:40 PM
Jul 12 2021, 09:37:22 PM
EHE{E User

Super/admin

created Ca

changed : State

User
Super/admin

added MNotes




HREURECSHRFRIERIZEEBENL (SOAR)

ARSI - AATHRD AR R a1

pos @ EFR mEEAT 2 ASEEH ERIEE SoMB W ERE = Iff &8 R24EE ® A B a &
& EfE - B EEEE = List « = BiEafr  WEESH & UEBA MITRE ATTRCK® S19E D EESEE: last 2ZHours @~
Sl Ftn All: 180 High: 17 Medium: 157 Low: 6 171 | 17
C Shiefnslassay P
EZEY B B @ I B HAER =M RREN
Ak EE AR RE
0 =EREH 5:30PM  Traffic to FortiGuard Malware IP List  Exfiltration .. LAB-1500D 10.1.200.181 = 185.255.135.33 Active Open
C AhEEsy ) User: don.freeman
i g Destination City: Ho.
© FESHIERA 1230 PM Sudden User Location Change fsm-super172 W Source State: ... L Y- 10~ puration: 1s Active Open
Destination State: T..
Source Countr_.
WEUSsHTs
X =F3R8) User: don.freeman

Source City: H..
® EiEsE 1200 PM Sudden User Location Change fsm-super172 == Source State: __.

Source Countr_.

Destination City: Lo...

Destination State: E.. Duration: 59m 58s Active Open

2 SERA
. User: don.freeman

O EERBFNMER Source City: Lon... 1, tination City: Pa

1200 PM Sudden User Location Change fsm-super172 Source State: En... .. “ " Duration: 1s Active Open
e ENSESH Source Country: ... Destination State: IL...
= FREEER é’a

Fast: orcufiES (Mot Cd=chxe il sie7 () Srsens () RETELsE P
B #REEsg -

= “' ﬂ H 1:7‘c ;ﬂ Eﬁ Source TCP/UDP Destination
B ERERSESY Reporting IP 4 plo =] Source IP Destination IP IP Protocol Port TCP/UDP Port RS
HIATINFESECE... 10.1.200.254 Timeout traffic 10.1.200.181 = 185.255.135.33 6 {TCP] 61511 80 (H'ITP] <189>date=2021-07-12 time=23:55:41 devname="LAB-1500...
T — == =
DBrIRRERER 10.1.200.254 Timeout traffic 10.1.200.181 = 185.255.135.33 6 (TCP) 91505 80 (HTTP) <189>date=2021-07-12 time=23:55:41 devname="LAB-1500...
Jul 12 2021, 11:55:42 PM 10.1.200.254 Timeout traffic 10.1.200.181 = 185.255.135.33 6 (TCP) 50323 80 (HTTP) <189>date=2021-07-12 time=23:55:41 devname="LAB-1500...



E“‘mLIZhEﬂ:%E&TnM’EIEIH_}ﬁ“tifzfﬂEEMI: (SOAR)

I IE - AT S R R IR A I

Run Remediation X

A @ HERE O ZEER
Enforce On: = EQ A-'-‘E $;l' 1? E}J 1,E Eg 1%

Remediation: Fortinet FortiOS - Block IP FortiOs 5.4 {BUUsec] v e U‘E +H
5% 1E 48 AR s iR va it
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pos @EZR W EEST 2 ASESH BERIEE S WEEE =1 & HHEE ® A B & &

~ - -
Q & Resources > Remediations

» Reports = ks System v 1/1 36
» Rules . . _ . -

Z% =EH RAAEE wANIBEE i HE
» Networks
. Block IP FortiOS 5.4 (300sec) Fortinet FortiOS fortigate_block_ip_after.4_2021_06_23_16_05_12.py SSH Block IP on FortiGate User

Watch Lists

Block IP FortiOS 5.4 (put in Address Group) Fortinet FortiOS fortigate_block_ip_after.4_2021_06_23_16_06_36.py SSH Block IP on FortiGate User
» Protocols

Block IP FortiOS API Fortinet FortiOS fortigate_block_ip_with_api.py HTTPS Block IP on FortiGate System
» Event Types

Block IP FortiWeb Fortinet FortiWeb fortiweb_block_ip.py HTTPS Block IP System
» Malware Domains

Block IP PAN Palo Alto PAN-OS paloalto_block_ip.py SSH Block IP on Palo Alto Firewall System
» Malware IPs

Block IP {Source) FortiOS 5.4 Fortinet FortiOS fortigate_block_ip_after.4_2021_06_23 16_02_37.py SSH Block IP on FortiGate User
» Malware URLs

Block MAC FortiOS Fortinet FortiOS fortigate_block_mac.py SSH Block IP on FortiGate System
» Malware Processes

Deauth User ArubaOS Aruba Aruba0S WLAN aruba_deauth_mac.py SSH Deauth a user on Aruba WLAN Controller System
» Country Groups Controller
» Malware Hash Deauth User Cisco WLC Cisco WLAN Controller cisco_wlc_deauth_mac.py SSH Deauth a user on Cisco WLAN Controller System
» Default Password Deauth User Cisco WLC Fortinet FortiwLC fortiwlc_deauth_mac.py SSH Deauth a user on FortiwLC System
» Anonymity Network Deauth User Linux Generic Linux linux_deauth_user.py SSH Deauth user System
P User Agents Delete File By Checksum Linux Generic Linux limux_delete_file_with_hash.py SSH Delete a file with specific checksum System

TETEiE Delete File By Checksum Windows Microsoft Windows windows_delete_file_with_hash.py MS_WMI Delete a file with specific checksum System
Delete File By Type Linux Generic Linux linux_delete_file_type.py SSH Delete files with specific type System

BE QOasEs AV
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pos @ EXR W EEAT ASESyH ERIZEE S W EEE =T 08 AKER ®© A B & &
& BU ¢ 2% BRBCE B
e [FEZHE iz o

BEl:: E DT D=
CR

= s - BB RRARE -

B B FREZEE:

L BHESESHERR )

BfE: ) 2=sd/SAEEeERE. &

O F @R BE. [ B &) 4& B R 1= 1E i 5%

O #Am=aBE. $47: no policy [

O sssesgrerTs. & a @J E ﬁ %: E‘ég %Eﬁ I%
O 23 SNMP ASZERMESR 2458 AFSE> & .

i

O S HTTP(S) B2 XML BERS ZEMMBER AHSE > Z5 > BB
[ 8817 Remedy T 5. EREHEER £A45EF > 25> BEST.

FRE: [ soeoipa sk R asLiag.
[ ssesupTa SR~ aEEg.
eSS s SRR R REER.

HE:
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Network-Based

@

FortiSandbox FortiNDR

)

» Hnan

B

BEZ

§%r"n
i

=YY= Erd 2 el s
Log-Based
il

v

FortiSIEM FortiSOAR
ENEZIEER
T1S-Based

FortiGuard Lab.
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Endpoint-Based
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FortiEDR / MDR / XDR FortiDeceptor




J=

FortiSIEM &

7—{ SIEM EIE¥4S

- BERZE/HREEENELETIE

- SRR
B+ I
SRR
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= EHE

Skilled Personnel

BE% (SOC) El## (NOC) IS\
BENRE - HARHEEEEIE (CMDB)
O RIFIREN S EELE1E
BEEASHEES T -  HESZH
EEED T (Al) - R

BEIEMEE - 2 -

ERHRE - FEiE

=

T8 | PR EHE AR

NEIk LEE 24 - RE(CHERE

{#Har SIEM E AT HE

Hr—{C SIEM S5

Hapayarei (Visibility) BEzst (Scalability)

(R4 s TS (Less Complexity)
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B % (SOC) HEf# (NOC) a1

4 N\
SEEBEE TR BRI TR 2 oy ok B o=y g
4 N CPU
BEZHEE | Memory
NGFW / IPS / VPN > > Storage
EPP/EDR S ) Interface ptilization
W eb Application ; Uptlrge |
eMail System rocess/ Services
AAA Server X Configuration, etc. )
Database

Traffic / Flows
\Router/ Switch/ WLAN, etc./

SN EZEHFEEIE (SOC & NOC)
ESUENINE | BEMTIRMY | RSO R
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o Microsoft IAS
Juniper Steel-Belted RADIUS

Fortinet FortiAuthenticator

rs and switches

Route
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L

BB

y{ETY

ax fF #H

AR RIRIE W Z I A E R

¥ Devices

¥ HNetwork Device

Firewall

Router Switch

VPN Gateway

R L Al 73 %R

¥ Business Services

IT Srvc
Biz Srvc

Compliance

Operational Technology

EWERE (CMDB)

AR

Availability Health:
Performance Health:
Avg CPU Util:

|\//

Up
Normal
0.67% I

32% I

Avg Mem Util:

Incidents over last 24 hours:
By Severity: High: 0 Medium: 26 Low: 0
By Category: Availability: 2

Performance: 0
MEEEE R

Malware Domains

Ay = IV

21T

Malware IPs
Malware URLs
Malware Processes

Country Groups

EB - SERE

HE Bt EF B~

i Export

Date Type/File Hameg

Feb 13 2022, 01:15:42 AM startup-config

Feb 12 2022, 11:06:37 PM startup-config

Dec OF 2021, 11:29-14 AM startup-config

HEAREESR

¥ CMDB Reports

Overall

Network

Server

Virtualization




1575 X R AV IR B e 7]

O PRIRBEBENSEMIRE - EIZHEFZEEIE (Multitenant Architecture)

RAER TR Z AR %0 SR
(NFS/NAS Bk Elastic Search) (Superwsor)

l + hEaR EE B Ol SR (ERAAE

Al | In (Workers)
—im Tﬁi A + R YT 5 B E

(Collectors)

B 1/55/RT5
A
B/ 5 E/IRFS
B
B/ Z /IR
<
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Security

SRS (Al) B
WEEE (VL) BIKRE

1500+

TRER BRI AT AR A - 1=Fs T RSB
E% (Security)
M BE (Performance)
o] FHE (Availability)
8] (Change)

o] BT EFRIE LB 2 A AR RIZR
mESBERESERK

~olicy Violation

Application

Availability

Environmental

Authentication Vulnerabilities Behavior Anomaly

Airline
Security




Security Availability

NEEEE1Z A
SRMIRER

3000+

FEER 5 HR M F< (Compliance Reports) :
Bl#E PCI, SOX, HIPAA, FISMA, NERC,
COBIT, ITIL, NIST, ISO, GLBA, GPG13,
CIS, SANS, Critical Controls

NZmRERICEBR
3,000+ OJEEEHA - EERVER
BER[E - o] ZF A

Vulnerabilities

| Environmental

Policy Violation

Airline
Authentication Vulnerabilities Behavior Anomaly Security




caCefx

Top Malware
Last 1 hour@16:58

low: Top Conversations By Bytes

ceqoafx
Last 8 hours@16:49

o
]
P Malware Source Destination Count
W32/Amadey.94._.  10.1.0.18 45.141.84.184 144 I
MSIL/Kryptik.GY_.  10.1.0.13 202.28.49.85 [l —
MSIL/Kryptik.GY_.  10.1.0.19 202.28.49.85 [l —
PossibleThreat. . 10.1.0.18 195.22.153.244 L[ —
PossibleThreat.P_  10.1.0.18 217.160.0.230 L[ —
VBA/Agent.LAG!_.  10.100.91.5 10.100.66.200 [l —
W32/BitCoinMin_.  10.1.0.12 210.153.27.14 L[ —
W32/Crypren.AF_.  10.100.91.11 10.100.66.11 [l —
3
SAUeBOX 155 pevices By CPU Safanx

Last 1 hour@17:05

SJ-Dev-A-Fdy-Fastiron
juniperfu
ph-network-3560_1
FEVMO00000129188
5J-QA-A-10S-JunOffice
fortiwifi
FSAVAMDID00008872
FortiSandbox-01

FortiGate-OT-OTCSE

FGT_Edge

L

Last 1 hour@16:56

1 t
0%

: ‘
» o oo -

cafs0x

low: Top Conversations By Bytes
Last 1 hour@17:00

| 192.168.77.21

192.168.77.34
| 192.168.77.36
| 192.168.77.39
| 192.168.77.25

110.75.120.5
31.13.64.35
66.102.251.24

caoanx
Last 8 hours@16:51

Inconclusive,avp...:1152:

OT - Incidents in Purdue Levels - Security Incidents Summary

T
100%

FortiEDR Most Targeted Application

COUNT(Matched Events)

(SRS EE-Jm] o

Last 8 hours@17:04

COUNT{Matched Events)

Event Name E‘;:;ﬁ’y Purdue Level méﬁ;el:.ﬂque
Sudden Increase In DNS Requ... m Level 3.5 .
Large Outbound Transfer IEN  Levet2z 2 I
Large Outbound Transfer EEM Level3s 2 I
Large Outbound Transfer To O.. U0 Level 3.5 2 I
Sudden Increase In DNS Requ... m Level 2 il S|
Sudden Increase In Firewall C.. [T  Level 3.5 il E—
Sudden Increase in Reported .. [IEOUM  Level 3.5 )
Sudden increase in Traffic Fr_. [0 Level 2 )
Sudden increase in Traffic Fr.. m Level 3.5 1)

d Events) Furacciva Fad llear NS Anari BT javal 2 5 1 T

e

a0k -

40k

206

[system] FortiDeceptor: IPS Attacks on Decoys Source IP to Desti

cQoeox
Last 8 hours@16:54

uspicious,avp.exe:632

Total Mails

[system] FortiGate Top Applications by Type

e

Spam Details

20—
Feb 23, 2021 1608
I TriStation_CP.Status.KeyState. Program.Run...

gl

T T
16:18 1828

Station_Execution.Command.Upload.Funct.
Modbus_Exception. Slave.Device.Failure

i TriStation_Execution. Command.Upload.Progr...
1 SNMP_GetNextRequest

FortiGate Application Control

COUNT{Matched Events)

b

Sadanmx
Last 8 hours®16:52

\

0.0+
Fab 23rg, 202108200 10:00

cacanox
Last 1 hour@17:07

1838
M TriStation_Execution.Command.Get.CP.Statu...

riStation_Execution.Command.Upload. Funct...

Modbus_Read.Input.Registers

W TriStation_Execution.Command.Upload. Progr..

4 TriStation_Execution.Command.Command.Reje...

18:48 1858

v

cagenx

by Bandwidth
Last 1 hour@16:50

Top Sources

192.168.138.90
10.1.5.1
192.168.138.113
192.168.95.99
192.168.138.55
192.168.99.99
192.168.138.103
192.168.138.111
192.168.88.11

192.168.88.25

oo m_

’

Last 1 hour@16:50

o

4
o= sTaziuE 52aTHE iatam ! COUNT(Mat:
Top Country By Malware QL eBO X FortiSIEM UEBA - Event Types SaduOx

Last 24 hours@16:47

o] [ Bt 0 T 4

WEER

RER O]

Last 1 hour@17:03

S

£=4,
3z

AL

FortiSIEM IR R R Z RN ERN G BREEEL

NS -_L;H, ,

EABEE R

7 0] DA (10 B8 B o0 AT e i i i 88

ked By Count

AT

NWEFERNR - oJEZB4)ERWHLRSI - BR

RREE B BRI

saUenx
Last 1 hour@17:08

[system] FortiGate Top Sources by Bandwidth

o=
Fab 23rd, 2021 16:08
W 192.168.138.90
92.168.95.99
92.168.88.11
M 192.168.138.55
W 192.168.88.13

W 192.168.10.2
192.168.99.99

cafa0x
Last 1 hour@17:10
WOB - 7.98 MB
W 7.98 MB - 8.17 MB
8.17 MB - 8.45 MB
W 8.45 MB - 8.72 MB
M B.72 1B - 8.86 MB

Flow: Top Conversations By Bytes

Total:41.81 MB
192.168.77.44:17.16 MB
47.254.92.5:8.86 1B

61.129.7.47:8.3 MB
61.129.7.47:8.3 ME

192.168.77.22:7.98 MB.
204.79.197.212:7.98 ME

192.168.77.20:7.97 MB.
118.193.98.63:7.97 MB.

192.168.77.32:8.69 MB
47.254.92.5:8.69 MB
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FortiSandbox Secure SD-WAN

PC / Notebook ‘
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Infrastructure Devices
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FortiSIEM

EHn
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ax A RREIEE R E (CMDB)
- BEEEHERBMEEIERMAER
- WEBEMBEABEES

%%ﬁ~%ﬁ%ﬁ%ﬁﬁ%¥ﬁMé\\\
. BEOE AR - DB -

ZEaES 1 (Al) - HRE2E (ML)
- RESBEVUHBHERLER
- BIRBERESTRAEEERES

£1f& MITREATT&CK EZLESS

J| e

. E&*QE\;‘EU?EB%%%E'&JEE%(APT)/

15




F:=RTINET



==:RTINET

FortiSOAR Booth Demo




B2 EROLFAEEREER (SOC Maturity Model)

“‘.- gus® E bb:%*:’gffj]]jf/ﬁ
VB e Ufgéﬂbg/ﬁ
é‘é\%&e\q%‘)‘%‘:‘ Lus®® (ForﬁSOA )
A ““.-‘ .
LEVEV T LA ‘ T
. {3'5\:'7'—%?1\ ‘.l‘.ﬂ‘ < = srcﬂg'j’ﬁ//f‘:/'(Fort’S’E ) . /;‘ b
TR R fa A2 (CMDB) - I

paimat  EEE/ML FHT S olEEEEE

LTI 224 ¥ (FortiAnalyzer + FortiManager)

-

Hraotf iR 7 - SHMREELE  LZ & ZEE50 ) ELH
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Fortinet &85 SOC ¥ & (FortiSOAR) — TERZE

SOC Incident Response Workflow : Network IOC Analysis

[ 1~5Mins R | 1~10 Mins [SESS  {~10 Mins [Eee | 1~10 Mins | > 10 ~ 70 Minutes

> ] VirusTotal

ALIEN VAULT
ANOMALI

%) ipstack

o Solutions ' TOTAL TIME
Geolocation Apply the Start to Finish

block policy

Extract IOC
(Attacker IP,
Domain etc)

Identify Alert
Type,

Prioritize

External
reputation

FortiSOAR : ' : Automation

MTTR(Mean Time To Response)
[ min |

v

Mean Time To Response

Human Whe_n using
FortiSOAR,
&) Increase efficiency
= by up to 98%
FortiSOAR | | | | | | | |
1 10 20 30 40 50 60 70
Time(Minutes)
AN R
— © Fortinet Inc. All Rights Reserved. 5
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£ SOC ‘& (FortiSOAR) — fRZ{EEIZR (Playbooks) Z1& &%

O Get Domain Reputatio...

o Get Reputation from A_. &

------------------------------k---------------------r------------------"---------‘

yUEEEEEEEEEEEEE,

-'

T -
L O{;_e-{m%.l.g?mh © |, () et Domain Bepurari. E Favorites
. @ Dashboard
ccem=accoi=myy | [@lc=scEssasngy  —lenemiccc iy ¥& Security Fabric
cim i. b Network
2 BEITAARE £ System

(©) Compute VT Summary

T

P @ Set Maliclous

@ Updne le(_nm smus

Block

1
O Block Process

’-‘-----‘

B Policy & Objects

sEmmEnEEw,

& Security Profiles

AntiVirus

Web Filter

DNS Filter
‘........1...;;....... Application Control
; @ Enrichment 5‘":“"¥ J Intrusion Prevention

z . File Filter
bbb  HEIER TR .

Email Filter
VolP
ICAP
.—rra”"“ HITPRIEEN{E Application
| Firewall

15F_EXternal NGFW_M ~ HA:Master Q ~

Edit Web Filter Profile

Name wf_fortisoar_demo

Comments JH KIM Demo 11/255

Featureset MILINELELLE Proxy-based

(O FortiGuard category based filter
(B Allow users to override blocked categories

& Static URL Filter
Block invalid URLs (b

URL Filter
# Edit W Delete
URL Type Action
test.com Simple @ Block
statexadver3552mni12.club Simple @ Block

Status

Enable

Enable

Q

© Fortinet Inc. All Rights Reserved.




FortiSOAR — EIFZ{EBIA (Playbooks) Zt&es

v Active |nvestigate Brute Force Attempt Private &

Description Investigate Login Failures and also identify other impacted assets
FQ / AR =) J B
A JEH = X AE
6 Start
MANUAL

£2 Save Version ~ |« Save Playbook

BIZ (Playbooks) 1R8I/ ﬁE

'

Configuration o Match Source IP in Intern...

@ Create Note for Internal IP
CREATE RECORD

r
@ Start Investigation Is Source IP internal
UPDATE RECORD SECISION

@ Cr..e:.altfa Nut:afur External IP

@ Create Note for Safe IP
CREATE RECORD

Get Source IP Reputation ECORD
o VIRUSTOTAL 1.0.1 ) o Qut:rv Slp.lulnk for related ..

| l

Is Malicious IP = Retrieve Splunk query res..

@ Create Note for Malicious... l
CREATE RECORD

[Linux] @ Add details of Splunk que..

CREATE RECORD

Update Severity to Critical Is Target System Window ... e

—_—

PDATE RECORD DECISION
Windows

TRV B 2 1EBI 2K (Playbooks) 4w #5

© Fortinet Inc. All Rights Reserved.




FortiISOAR

£ FortiSOAR &l &

- ZIR{EAYBIZA (Playbook) £ B2 (Steps)

MATENE - BIUD : 8
EiERRIRET M TEE
NEER T B4 (Utilities)

hEEYT - BEREIEK ™
ﬁl:fs:é‘( (AlertS) ﬂ:mé‘( !‘:E
EﬁZ (Inmdents) I1’E ‘“*
(Tasks) sk EHAthIE B

iR
{0 R R M R ORZR iy
T”E'Ttt/& LHIYE %
EXEREFEHTEA

g - 3 IEAM

= 2B (Playbooks) i

R AT

AR

© Fortinet Inc. All Rights Reserved.
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FortiSOAR #E#&8 (Connectors)

Connectors

* B3 28 (Connectors) OJEH Mm%

BT R MMEABRRTT
EL 390+ E#as HI5E B+

EiEar AR OER ¢

- ERBIEA (Alerts)

« BIZX (Playbooks) SR 1T BRaR 1T

HUENE - Blun:

o FREVWI1
° **ﬁﬁm%ﬁ, o
- WEEBRTESEE
° etc_ eeeee

« XIREERERIC (EEE: SDK)

=-= © Fortinet Inc. All Rights Reserved. 9

ANY{Z>RUN

il
=
Amazon Athena

AWS Athena v1

ANY.RUN vi1.0.0 .0.0

[
AWS Lambda

AWS Lambda vi.00 AWS Network Firewall v1.0.0
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FortiSOAR SES M EIEIBIREIRE (Content Pack)

MR25 Y 78 HUE B E 9N (Stolen credential leading to data exfiltration)

X Scenario: Stolen credential leading to data exfilt...

Scenario-13 | Stolen credential leading to data exfiltration 2 4 2 o B

Last Modified 07/04/2021 03:16 AM by Playbook

FortiSOAR X  FortiSIEM x  FortiGate X

(D Scenario

An attacker gains access to Firewall using a leaked credential.
Attacker then modifies the firewall configuration to allow RDP Access, and laterally moves to a windows box.
Creates a new domain account as a backdoor for subsequent access and also exfiltrates data.
Observe the following in this scenario:
« Password Changed Alert: Select the password change alert (typically assumed to be benign), but in this case, colloboration panel has multiple comments indicating the indicator (jack and 10.0.1.11)
« Recommendations Panel: Open Recommendation Panel, and observe that there are alerts such as firewall configuration change suggested as related to this alert (thats because of common indicators).

» Escalate to Incident: Select all suggested alerts and Escalate them to Incident. Observe Incident's corelation graph, and how it further shows Outbound data transfer as well

WAN
172.16.1.024 .,
1y

por 10

1

CentOS

FortiSOAR

COM._Ciimar



BIRER . IREEBINERERINE

B K iGEC & #E jack B2 4 (FortiGate Configuration Change Detected)

¥ Alert: FortiGate Configuration Change Detected

_ Alert'40 FortiGate Configu ration Cha nge Detected H F = Comments Recommendations

Last Modified 07/14/2021 09:20 PM by Playbook Q search.

» f& Workspace m

ER 1P AUUTESS DERARETEY 1> UUSET VEU SUTUSS INUILIPIE S1E1 L

(D Alert Details w3 F oJols ® A t Lo  Reply
SLA Details (é) Playbook
Time Remaining To Ack =
\ck Due Date 07/14/2021 10:00 PM Response Due Date 07/14/202110:10PM  Ack SLA LT 0 days 00 e 11 min 45 sec A Host (FGVMO4TMZ0001861) is cbserved across multiple alerts
= Reply
k Date -NA- Response Date -NA- Response SLA  [JAWSIGREACHON

(é) Playbook
Time Remaining To Response o~

Odays 00hr 21 min 44 sec

A User jack ) is observed across multiple alerts

= Reply

F Playbook
@
A User jack  is observed across multiple alerts

= Reply

Details
F Playbook
@)

CS Admin Source FortiSIEM Detection Date 07/14/2021 09:20 PM

A User jack  is observed across multiple alerts

[T
c

Source ID 1787 Assigned Date + Reply

Sta

Open -

Escalated No Resolved Date @) Playbaok

A User jack  is observed across multiple alerts

+ Reply

Computer Name FGVMO04TM20001861

Type Firewall Configuration Change « Username jack
fé) Playbook
~

Destination IP  10.0.1.1 v
Ah |P Address{1000.1.1 ) is observed across multiple alerts

* Reply

¥ Indicators



BIRER . IREEBINERERINE

BAKiBEC & # jack B4 (FortiGate Configuration Change

b4 Alert: FortiGate Configuration Change Detected

iRl Alert-41 | FortiGate Configuration Change Detected

Last Modified 07/14/2021 09:21 PM by Playbook

(D Alert Details == F hoo ® A t Lo
SLA Details
Due Date 07/14/2021 10:00 PM Response Due Date 07/14/2021 10:10 PM Ack SLA Awaiting Action
Ack Date -NA- Response Date -NA- Response SLA N

reptDevipAddr:10.0.1.1,

configValue:name[ltDepartment]srcintf[port1]dstintf[port2]srcaddr[all]ldstaddr[ItDepartment]action[accept]schedule[always]service[ALL]logtraffic[disable]groups[Jusers[]fsso-groups[Jcustom-log-

fields[]ssl-mirror-intf[]nat[enable],

ed To CS Admin Source FortiSIEM Detect
Sta Open — Source 1D 1788 Assigned
Escalatec No Resolved
Type Details
Type Firewall Configuration Change « Username jack Co
De P 10.0.1.1

Detected)

-2 7

Time Remaining To Ack

Odays 00 hr 02 min 02 sec

Time Remaining To Response

Odays 00 hr 12min 0'2 Sec

07/14/2021 09:20 PM

me  FGVMO04TM20001861

(=]

» f& Workspace

Comments Recommendations

Q Searc

AR 1F AUUNESS DEURULTLTE IS ULSET WEU A0TUSS INUILpie diemes
+ Reply

P Playbook

@

A Host(FGVMOATM20001861) is observed across multiple alerts
4 Reply

P Playbook

@

A User jack ) is observed across multiple alerts
= Reply

(' Playbook

@

A User jack ) is observed across multiple alerts
+ Reply

P Playbook

@

A User jack  is observed across multiple alerts
+ Reply

P Playbook

@

A User jack  is observed across multiple alerts
+ Reply

P Playbook

@

A 1P Address (@000 is observed across multiple alerts

# Reply



BIRER . IREEBINERERINE

X Alert: Windows User Created » f& Workspace M
_ Alert-42 | Windows User Created 2 S o Comments Recommendations
Last Modified 07/14/2021 09:21 PM by Playbook Q T
e
AR NuUsL ul_]-mmm I3 ULSET VEU dUTUSS UL e Ly
(D Alert Details =5 ® A t Lo  Reply
SLA Details fé) Playbook
Time Remaining To Ack =
k Due Date 07/14/2021 10:00 PM Response Due Date 07/14/2021 10:10 PM Ack SLA A 1P Address({@BIGHIET) is observed across multiple alerts
Ack SL Awaiting Action 0 days 00 hr 00 min 00 sec
“ Reply
Ack Date “NA- b T A ) o
S L Mo ez Response 5LA [ Awaiting Action
(é) Playbook
Time Remaining To Response S
J:L User{jagk ) is observed across multiple alerts
Odays 00 hr OBmin 5959(: k
= Reply
FeEEr T P Playbook
Des @
User jack, created an account FORTIPOC/Administator A 1P Address (@001 is observed across multiple alerts
= Reply
Deta /2y Playbook
aybool
5 FortiSIEM D O 07/14/2021 09:20 PM \g)
signed To i Source ti detection Date B -
i e ot /a4l 4\ Host{DCA fortipoc.test | is observed across multiple alerts
Stz Open = Source ID 183 Assigned Date 4 Reply
Escalatec No Resolved Date () Playbook
A 1P Address(10/0:2:31) is observed across multiple alerts
Type Details
“ Reply
Type Domain User Created « Username jack Computer Name DC1.fortipoc.test

(' Playbook
@®)

Destination IP 10.0.1.11 A i i
4\ Host{DCA.fortipoc.test | is observed across multiple alerts

= Reply
¥ Indicators



BIRER . IREEBINERERINE

#PIIRSE I IERE (Windows User Added to Groups “Administrators”)

b4 Alert: Windows User Added to Groups

EsEEs Alert-44 | wWindows User Added to Groups

Last Modified 07/14/2021 09:21 PM by Playbook

(D Alert Details -3 ® A L
SLA Details
‘ck Due Date  07/14/2021 10:00 PM Response Due Date  07/14/2021 10:10 PM
k Date -NA- Response Date -NA-
Descrip

ignedTo B Source FortiSIEM
Status Open v SLES L 188
Escalated No
Type User Group Changed Username jack
Destination IP  10.0.1.11

1r Indicators

Time Remaining To Ack

Odays 00 hr OOmin OOSBC

Awaiting Action

Awaiting Action

Time Remaining To Response

Odays 00hr 05 min 11 sec

Detection Date 07/14/2021 09:20 PM

Computer Name DC1.fortipoc.test

» & Workspace

= Comments Recommendations

Q Search.

(' Playbook
@

j:i User jack is observed across multiple alerts
= Reply

(" Playbook

Q)

A 1P Address (1000451 is observed across multiple alerts
* Reply

P Playbook

@

A Host{DC1fortipoc.test) is observed across multiple alerts
+ Reply

F Playbook

@

A 1P Address (@001 is observed across multiple alerts
= Reply

i Playbook

@

A Host{DE1fortipoc.test) is observed across multiple alerts

= Reply



BIRER . IREEBINERERINE

HERZ TE# AL R 1 (CUSTOM Windows Scheduled Task Created)

b'e Alert: CUSTOM Windows Scheduled Task Created
low +| Alert-45

Last Modified 07/14/2021 09:21 PM by Playbook

(D Alert Details 2 Playboo
SLA Details
Due D

ue Date 107/14/2021 10:20 PM

[w)

ate -NA-

reptDevMName:DC1,

hostName:DC1.fortipoc.test, user:,

Assigned To Kevin Yang
Status Open -
Type Details
Type Scheduled Task Created -
¥ Indicators = C

CUSTOM Windows Scheduled Task Created

Response Due Date 07/14/2021 10:30 PM

Response Date -NA-

Source FortiSIEM
Source ID 148
Escalated No
Destination IP 10.0.1.11

Response SLA  [JENEINREIACHEN

2 7

Time Remaining To Ack

Odays 00nr O7 min 48 sec

Time Remaining To Response

Odays 00 hr 17min 4859.(:

07/14/2021 09:20 PM

DC1.fortipoc.test

==

» f& Workspace

Comments

Q 2Earchn..

Recommendations

Playbook
@) ay. ol

A 1P Address(010/251) is observed across multiple alerts

= Reply
Playbook
@

A Host(DCIfortipoc.test) is observed across multiple alerts

= Reply



BIREN | IRZEWBENEE

Z R SME (Outbound File Transfer)

X Alert: Outbound File Transfer » fa Workspace M
_ Alert-46 | Outbound File Transfer 2 S o Comments Recommendations
Last Modified 07/14/2021 09:21 PM by Playbook 0 Erdin.
@e
(D Alert Details -2 ® A t Logs (6) Playbook
L\ -
SLAD il A 1P Address {3010/ is observed across multiple alerts
LA Details
Time Remaining To Ack # Reply
Ack Due Date 07/14/2021 10:00 PM Response Due Date  07/14/2021 10:10 PM Ack SLA Awaiting Action Odays 00 00 min 00 sec
Date -NA- Response Date -MA- Response SLA Awaiting Action
Time Remaining To Response
Odays 00 hr OOmin 40930
Descriptio
sentBytes#4:12408696,
destlpAddr:172.16.1.10,
Jetails
Assigned To CS Admin Source FortiSIEM Detection Date 07/14/2021 09:20 PM
Status Open - Source ID 445 Assigned Date 202 2
Escalated No Resolved Date

ype Data Exfiltration - Source IP -



BIRER . IREEBINERERINE

B jack HEAREZ (Windows User Created — Find the Similar Records of Username “jack”)

» Alert: Windows User Created » fa Workspace m
Rl Alert-42 | Windows User Created e s i /7 o Comments Recommendations @
Last Modified 07/14/2021 09:21 PM by Playbook . - O

Field Suggestions
Severity
Medium M
(D Alert Details Assigned To s
CS Admin
SLA Details
Time Remaining To Ack
Similar Records 0
k Due Date 07/14/2021 10:00 PM Response Due Date  07/14/2021 10:10 PM Ack SLA
(el el T Odays 00hr 00 min 00 sec
Playbooks =
A\ck Date -NA- Response Date -NA- - el A
Response SLA - [FAWaItIngACHon Select all Include this record

Time Remaining To Response
07/14/2021 09:20 PM

Odays 00hr 00 min 00 sec
Windows User Added to Groups
Type Status Assigned To
Jes User Group Changed Open C5 Admin
User jack, created an account FORTIPOC/Administator 07/14/2021 09:20 PM
Windows User Password Changed
Details Type Status Assigned To
Password Reset Open C5 Admin
ed To CS Admin Source FortiSIEM Detection Date 07/14/2021 09:20 PM
07/14/2021 09:20 PM
St Open - Source ID 183 Assigned Date FortiGate Configuration Change Detected
Type Status Assigned To
Escalatec No Resolved Date Firewall Configuration Ch... Open CS Admin
07/14/2021 09:20 PM
Type Details
2 FortiGate Configuration Change Detected
Type Domain User Created « Username jack Computer Name DC1.fortipoc.test Type Status Assigned To
Firewall Configuration Ch... Open C5 Admin
Destination IP  10.0.1.11

¥ Indicators
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b4 Incident: Credential theft followed by data exfilt...

(High's) Incident-45

Last Modified 07/14/2021 10:45 PM by Playbook

Credential theft followed by data exfiltration 2 7 o &

% Indicators = C = S C v
Sllems ™ 4+ Add  ° Link =2 Execute - Y Q =
> |:| Last Seen First Seen Status Type Sources Value File Reputation Country 1D
Select - Select - Search Search « Search Search Search = Search Search
> | 07/14/2021 09:20 PM 07/14/2021 09:20 PM TBD IP Address 10.0.1.1 Mo Reputation Available 96
> | 07/14/2021 09:20 PM 07/14/2021 09:20 PM TBD IP Address 10.0.1.11 Mo Reputation Available 99
> | 07/14/2021 09:20 PM 07/14/2021 09:20 PM TBD Host DC1.fortipoc.test No Reputation Available 98
> | 07/14/2021 09:20 PM 07/14/2021 09:20 PM TBD User jack Mo Reputation Available 97
> O 07/14/2021 09:20 PM 07/14/2021 09:20 PM TBD Host FGVM04TM20001861 Mo Reputation Available 95
€ < I
Comments
o Search

B I Y & x' Parag..
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¢
\3
¢
|
¢
iii
¢
il
¢

L 14px ~

% Attach File
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am CoreFW - @~ A~ ; admin ~
W Favorite
@ Dashboard
Status € Quarantine o @ .
Security
Source
Network .. .
B Administrative 10216.20.10 - MR R
Users & Devices
WiFi AR BAA WAV NEM k-G : X
- "in
+ e 4 040X e IGWE  EmeN  SmANEENTS  COMs
o e 1 Active Deectory SHRYEN || 2 —3 1178+ s ETS ae v e 2 ~
FortiView Sources S @ waEn . g“‘
: Ad MEE\ERU
v 33 ‘ortinet lab Ll b S
FortiView @ - ‘ ’ Sutin g’::l Sfortinetlab
= = Computers "
Destinations Delete || [l Remove Al search Do ollen || Bd  SRERAEM Windows 2000 RV
= oo oo | EBRCE  [FORTINETLAB [iack
+i\/1 . - R &~ FoemgnSecuntyPrincipe < |
FortiView Details Device Menaged Sendce Accol] IBH
Applications Users ; O¢ RABEL) 2R
o . [=] BannedIP @
FortiView Web Sites R 0 _
100.1.11 Al Moy Limcane
FortiView Policies e i, 0c
Bo¢ #=s@EmO)
FortiView Sessions ‘P:H [ smarenpza == —
. =E 1 LT T
IPsec Monitor 4 0¢

FortiClient Monitor
+

< Network
& Policy & Objects
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