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Secure SD-WAN Solution
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Accurate application steering with
@ advanced WAN remediation and better
user experience
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fEFMean Opinion Score (MOS)KH{E:EEmE

config health-check
edit "Test MOS"

set server "2.2.2.2"
Mean Opinion Score set sla-fail-log-period 30
(MOS) & 204 ERAR set sla-pass-log-period 30
SLA %283 set members 0
set mos-codec {9711 [g729 [ g722}
config sla
MOS | Quality Impairment edit 1

set link-cost-factor mos

Excellent|{imperceptible " .
set mos-threshold "4.0
Good |Perceptible but not annoying t
nex

Fair  |Sightly annoying
end

A 4

& an

Poor |Annoying

I W

Bad |Veryannoying

Verify the MOS calculation results (IEE AR T AYEIZ(E)

- _ # diagnose sys sdwan health-check

REONEBEE Health Check(Test MOS):

YL S5 4R Seq(1 dmz): state(alive), packet-loss(0.000%) latency(0.114), jitter(0.026), mos(4.123)...
Seq(2 portl5): state(alive), packet-loss(0.000%) latency(0.100), jitter(0.008), mos(4.123)...

(MOS) 2 —E =58
7% - %F 0~5

-
m = © Fortinet Inc. All Rights Reserved. 13



fEFMean Opinion Score (MOS)KH{E:EEmE

Opinion Score

' Mean Op
(MOS) E= AL ERR

Increase the latency on the link in port15. portl5 is out of SLA since its MOS

value is now less than the 4.0. (1&70 Portl15 latency £ MOS BEE1{&iS 4)

# diagnose sys sdwan health-check
Health Check(Test MOS):

Seq(1 dmz): state(alive), packet-loss(0.000%) latency(0.106), jitter(0.022), mos(4.453)...

Seq(2 portl5): state(alive), packet-1oss(0.000%) /atency(300.119), jitter(0.012),
mos(3.905) ...

HEn
SLA #ci#x
MOS | Quality Impairment

5 Excellent|imperceptible
a Good |Perceptible but not annoying
3 Fair  [Sightly annoying
2 Poor [Annoying
1 Bad |Veryannoying

MOS value is now less than the mos-threshold (4.0) Sample logs

logdesc="SDWAN SLA notification" eventtype="SLA" healthcheck="Test_MOS"
slatargetid=1 /nterface="port15"status="up"

latency="300.118"jitter="0.013" packetloss="0.000" mos="3.905" slamap="0x0" ...

metric="mos" msg="Health Check SLA status.
SLA failed due to being over the performance metric threshold."

(MOS) 2—BAIRESREEE

W& - 44

F 0~5 BOE(LZ 4R

MOS value is now over the mos-threshold (4.0) Sample Iogs

logdesc="SDWAN SLA notification" eventtype="SLA" healthcheck="Test_MOS"
slatargetid=1 /nterface="portl15"status="up"

latency="0.106"jitter="0.007" packetloss="0.000" mos="4.453"slamap="0x1" ...
Metric="mos" msg="Health Check SLA status.

© Fortinet Inc. All Rights Reserved.
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= Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

_Ew
& Install Wizard Lg Central Management
"
& SD-WAN Templates Map View| Table View 4tz All Devices ~ & Applications ~ 8 Rules ~ Show Unhealthy Devices Only &} |' l Q
:
I3 Interface Members Device SD-WAN Template SD-WAN Interface Upload Download B Hub01_MPLS B Hub01_ADLS B Hub02_MPLS B Hub02_ADSL
2 Health-Check Servers 4+ LK_HubOZ—SD[root] e Hub02-ADSL 0% 0%
2 & Hub02-MPLS 0% 0%
BGP Neighbors
¢ 4 NH_Hub01-5D[root] € Hub01-ADSL 0% 0%
4 Spoke1-5D[root] @ toHub01-ADSL 0% 0%
@ toHub01-MPLS 0% 0%
& toHub02-ADSL 0% 0%
& toHub02-MPLS 0% 0%
4 Spoke2-5D[root] @ toHub01-ADSL 0% 0%
Q@ toHub01-MPLS 0% 0%
€ toHub02-ADSL 0% 0%
€ toHub02-MPLS 0% 0%

E:E Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

& Install Wizard Cg Central Management
& SD-WAN Templates Map View | Table View | 4t All Devices v ¥& Applications ~ #& Rules ~ Show Unhealthy Devices Only @] |v l Ql
4 Interface Members Device SD-WAN Template SD-WAN Interface Upload Download B Hub01_MPLS & Hub01_ADLS B Hub02_MPLS B Hub02_ADSL
I Health-Check Servers 4 LK_Hub02-5D[root] o Hub02-ADSL 0% 0%
@ Hub02-MPLS 0% 0%
18 BGP Neighbors
4 NH_Hub01-5D(root] @ Hub01-ADSL 0% 0%
4 Spoke1-SD[root] & toHub01-ADSL 0% 0%
@ toHub0D1-MPLS 0% 0%
@ toHub0D2-ADSL 0% 0%
@ toHubD2-MPLS 0% 0%
4 Spoke2-5D[root] @ toHubD1-ADSL 0% 0%
& toHubD1-MPLS 0% 0%
@ toHub0D2-ADSL 0% 0%
@ toHub02-MPLS 0% 0%
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Per packet WAN Path Steering

Overlay Jitter Buffer

AdBlCclD

AJBJCID

Original Payload Sending FortiGate Receiving FortiGate Recovered Payload
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& User & Device

WiFi & Switch
Controller

Ll | og & Report
€ Monitor

Routing Monitor
DHCP Monitor
SD-WAN Monitor
FortiGuard Quota

IPsec Monitor

SSL-VPN Monitor

Firewall User Monitor

>

Z Refresh

Name #

© FET_VPN_02
© FET_VPN_03
© FET_VPN_04
© FET_VPN_05
© FET_VPN_06

Statistics =~ @ Bri

ngUp

~

© BringDown~

Remote Gateway = Peer D =

10.250.20.22
10.250.20.42
10.250.20.26
10.250.20.46
10.250.20.30
10.250.20.50

—/

Q Locate on VPN Map

Incoming Data =

8.79GB
14.82GB
14.44GB
1443GB
1443GB
1443GB

QOutgoing Data =

Phase 1+

Phase 2 Selectors =

[z] 3@ IPsec Aggregate @

% FET_VPN_AGG

Iﬁ Dashboard v

Top Usage LAN/DMZ

Security

System Events

NX Security Fabric

& FortiView
4 Network
£ System

B Policy & Objects

@& Security Profiles

0 VPN

& User & Device
= WIiFi & Switch Controller

Ll | og & Report

414.18MB O FETVPNO1 © FETVPN 01 ﬁ
69747 MB O FET.VPN 02 @ FET_VPN_02
680.00MB O FET.VPN.O3 @ FET_VPN_03
679.77MB O FET.VPN_04 © FET_VPN_04
679.96 MB © FET.VPN.05 © FET_VPN_05
680.02MB O FET.VPN06 © FET_VPN_06

"

0
04:26:25 04:26:30 04:26:35 04:26:40 04:26:45 04:26:50 04:26:55 04:27:00 04:27:05 04:27:10 04:27:15 04:27:20

.34 = 0.0%
Bandwidth - 3 FET_VPN_Aggre lhourv (3 i~
800.0 Mbps
600.0 Mbps
400.0Mbps
200.0 Mbps
Obps A |
03:30 03:40 03:50 04:00 04:10 04:20
M oound 594.19 Mbps M Outound 56.70 Mbps
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Secure SD-Branch Simplified




Secure SD-Branch
& Security B ED bR BT E

SD-WAN =HFFrEWAN (ADSL/4G 5G/
MPLS /IPSEC VPN) EIR - B8 AR 75 i 4R /2 Fr 18
INE=EFIRRE - ﬂiEEﬁ'ﬁ?l\}jzle

LAN Edge fRi&EE G %k Bl =B AR A IS AR A
i BIRFTARARBIZEZ® -

Secure SD-Branch Solution

WAN
DIA 4G/5G
WAN] [Eelg)g s preeeeeeeee e
NGFW . mjm =3 .
SD-WAN Fortigate 3 . FortiExtender
Routing DF
@ ) Fortilink
LAN Edge ----mmmmmmmmmmmeeee [ -----------------------------------
ZTNA . .
NAC FortiSwitch —(8 —((.)) FortiAP
Device Edge ====mmmmmmm e oo e e

ortiClien @
w1 O 4

Endpoints  Mobile  loT Users
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852 2 2 Branch Office #i8IR1=

B ERTIRIGE L& -

AeiREE ZTP T?@J B2 FMG -

\ 4

FortiManager #:2B X E -

\ 4

e LA - RENMRBEERLRI -

\

FortiGate ZTP (Zero touch provisioning)

NC1_FGT %
Start Reg
Registeri » to FMG fail

21-A8-18 22:82:53
DC1_FGT & ntral-mgut reg IStI:!I‘—Iﬂ.EUiI::E! FMG-UMTHMZ2B8B89651 DC1_FG
art Re

5T sent

=+ Group Error Devices i Delete [@ View Details @ Show Status~ #% Column Settings ~

Push config to device.

Device Manager Add/delete Unauthorized Devices

[ Edit By Delete 3 ImportPolicy & Install~ & More~ #5 Column Settings~

A Device Name Config Status Policy Package Status CLI Template Status Firmware Version
@EBER1_FG Urnknowr +* Branch_Policy-Package FortiGate 6.4.build1878

M BR2_FG Unknown +" Branch_Policy-Package FortiGate 6.4 build1878
+ Synchronized + DCs_Policy-Package FortiGate 6.4.6,build187% (GA)
4+ DC2_FG AULo-update DCs_Policy-Package FortiGate 6.4.6,build187% (GA) DC2_FG

0O

© Fortinet Inc. All Rights Reserved. 22



852 2 2 Branch Office #i8IR1=

FortiSwitch FortiAP ZTP (Zero touch provisioning)

Access Point & State Connected Via SSIDs Channel Clients OS Version

5

R EHEERIIR G % FAR -

internald

({Il |
3y | FEATINET =

i 2 3 4 5 &6 7 8 ? 10
. —

- L

FortiGate /&I EI 58 # F 8% I BHERD o - ----

hame-office-switch
+ Create New ¥ Refresh m Radio Managed Forti
Access Point State Connected Via SSIDs Channel Clients 0S5 Version
MR A _ LR L E Config - Radio 1:None Radiol:0 Radio 1: 0 S
i 9 ________ o N FP221C (v] it 192.168.1.2 Bodin 2 Mo Radio2: 0 Radio 2:0 FP221C-v5.4-build0371 F
port1
F::ATINET, sros
1305 7 5 u 135U 5 a3 oMeM
r 1 13 . .
-l T EEEEEE © Fortinet Inc. All Rights Reserved. 23
n 2 4 6 8 10 12 14 16 18 20 22 24
F51D2437 14000301




Z 2 FHVZ248 ( Secure Access Architecture - SAA)
Fortinetil N EARBREZETH—EERRALR-BRIIEEENRBIRIR -

xR B INBE(NAC) - EfEBIRIERFEF4E T ERIZZBER © (I0T License + FSW Tl LU T (/)

41 :
FortiGate® fic & FortiSwitchfEE FANACZR B (MAC OS) -
BEHZEIMAC OS_EZ P EEFEMAC OSHEEH K2 Z/ T H

FortiGate

|

T EE FortiGate

HERINEAE

EH MBI IMNERGE
HEEE—EHERA

A& - HIERR
REELZSEMSRME
BHENEERIZEE/BIEIERRER

= © Fortinet Inc. All Rights Reserved. 24
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PEL P [E) 48 Ex R ==

o ZEEHRIERAEARETR L Em R

« —iEFRL" block intra-vlan traffic” FEfEREIAENRE
- EIARERPCEAE R I
« PCiiEaRgEixZFortiGate

PCEIBEREKESEGHEBEER,
ﬂL\XEFortiGatetEQEI?EKHIBZ 5 S
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FortiSwitch Port-to-Port Policy

#EFortiGate L EPI K@ SR 78 5F [E]

C:\Users\Jarvis>arp -a

JTME: 192.168.228.1 --- 0x8

e PR 4 s 4 3Lt Bt $A 7Y
192.168.228.255  ff-ff-ff-ff-ff-ff FFEs
224.0.0.2 01-00-5e-00-00-02 #%f&

224.0.0.22 01-00-5e-00-00-16 &2k
224.0.0.251 01-00-5e-00-00-fb  A¥R&
224.0.0.252 01-00-5e-00-00-fc  FF&&
239.255.255.250  01-00-5e-7f-ff-fa &¥#&&
255.255.255.255  ff-ff-ff-ff-ff-ff F&E&

JTE: 192.168.100.2 --- Oxa
A PR A8 S A A Bieft GRig]

192.168.100.1 90-6c-ac-16-24-b6  #fE&
192.168.100.254  90-6c-ac-16-24-b6 EhRE

192.168.100.255  ff-ff-ff-ff-ff-ff FEE&
224.0.0.2 01-00-5e-00-00-02 &£
224.0.0.22 01-00-5e-00-00-16 &2
224.0.0.251 01-00-5e-00-00-fb  F¥&&
224.0.0.252 01-00-5e-00-00-fc  #F&&
239.255.255.250  01-00-5e-7f-ff-fa F¥R&
255.255.255.255  ff-ff-ff-ff-ff-ff &

BEE
CAWINDOWS\system32>arp -a

JTHE: 192.168.228.1 --- Ox8

e 2R 4 s A 31 Bt LRIt
192.168.228.255  ff-ff-ff-ff-ff-ff FFE:
224.0.0.22 01-00-5e-00-00-16 #%fx

7T1HE: 192.168.100.2 --- Oxa

A PR 48 B A AL Biofuit 4R
192.168.100.1 00-26-22-98-a0-%9e Ep&&
192.168.100.254  90-6c-ac-16-24-b6 En&s
192.168.100.255  ff-ff-ff-ff-ff-ff FFE:
224.0.0.22 01-00-5e-00-00-16 &£k

CAWINDOWS\system32 >

26



FortiSwitch Port-to-Port Policy
fEFortiGate L3R EF Y IBE B 105 RIAER T
C\Users\Jarvis> ping 192.168.100.1 -t

& labl «» | Edit Policy

& Destbonrd ) | Ping 192.168.100.1 (f£F8 32 fiITTAKIER):

X Security Fabric > Name @ Port-To-Port Security Check — o

o g IR, . B & 192.168.100.1: {17541 =32 BRI <1ms TTL=127
o o v BB H 192.168.100.1: {7t =32 KR <1ms TTL=127
o N e = . Bl £ 192.168.100.1: {174 =32 B <1ms TTL=127

B, Policy & Objects + O] H 192.168.100.1: fi;t#H=32 BRI <1ms TTL=127
Destination Dl . % O] H 192.168.100.1: fiI;t#H=32 BRI <1ms TTL=127
O] H 192.168.100.1: fiI;t#H=32 BRI <1ms TTL=127

IPv4 Access Control List Schedule fe always —4 -+
IPv4 Do$ Policy Service @ ALL x @Eg 192.168.100.1: 1ﬂ7;5nﬁ:32 FBl<1ms TTL=127
. ' BB H 192.168.100.1; fI7t#=32 B <1ms TTL=127
Internet Service Database Action MBSl © DENY = LEARN IEI% g 1921681001 THTD:%H=32 H%ﬁEﬁ <1mS TTL=127
Services . .
Firewall / Network Options
Schedules
NAT O
Virtual IPs
IP Pool Configuration Use Dynamic IP Pool
IP Pools
Traffic Shapers Security Profiles
s e L AntiVirus © A default - &
& Security Profiles > Web Filter e
[=RVEN > | DNSFilter »
& User &Device > Application Control @ | [ default v &
= WiFi & Switch Controller > SSL/SSH Inspection certificate-inspection v &
Ll Log & Report > - OK Cancel
a | ok |
m m © Fortinet Inc. All Rights Reserved. 27



FortiSwitch Port-to-Port Policy
fEFortiGate L3R EF Y IBE B 105 RIAER T

= FortiGate 140D-POE FG140P3G15801440

S [abl A
& Dashboard >
A Security Fabric >
& FortiView >
« Network >
£ System >
& Policy & Objects v
IPv4 Policy pid

IPv4 Access Control List
IPv4 DoS Policy
Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Pools

Traffic Shapers

Traffic Shaping Policy

& Security Profiles >
O VPN >
& User & Device >
= WiFi &Switch Controller >
il Log & Report >
—

Edit Policy

Name 6 Port-To-Port Security Check

Incoming Interface | & VLAN-100 v

Qutgoing Interface | € VLAN-100 v

Source B all »
+

Destination = all x
+

Schedule fo always -

Service Il ALL x
+

Action ¥ ACCEPT = LEARN

@ Log Violation Traffic

Comments | Write a comment... 2| 01023

Enable this policy @

BT

192.168.100.1 4 Ping #&t&Ht:

HE: BEE =312 BRI =296, EE%k = 16 (5% EXK) -
AAIRZR BB (ZF):

&/ME = 0ms - = AME = 166ms - F39 = 0ms
Control-C
AC

C:\Users\Jarvis>ping 192.168.100.1 -t

Ping 192.168. 100 1 (fEA 32 AT ERL):

ERERAE
SRS -
S RE(Z RS -
SRERFAES -

© Fortinet Inc. All Rights Reserved. 28



EARS B VLANAR {5

Switch Controller — P X & Fh 2 RAVIE I3

BE7m7

Z AFirewallFri&Policy

=}
=

T AR e e e wew wre
-

Z AEdge Switch#iEVLAN
2. NEVLANZEERM T E

B ACore Switch#1&VLAN
7 B 22 EUPLINK 555 VLAN?

Non-
FortiSwitch

54
U:ﬂ%%%ﬁ

Non-FortiSwitch

Non-
FortiSwitch

R ERYER

A

Fortinet®=

S5 —

& AFortiGate#riZVLAN

e asmmmmmmmmss| 2-FOrtiGate#i&Policy

3. FIIVLANZIE ERIFSWITH

=T BHm—1EFortiGatei®(E
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BB FIESSIDAR

=

AP Controller — B Kiig#i = RAVZ Hl 28

3 == 4

= — Ry

15 - FAP TR}

FOrtiAP 5% €
- FLEAP IP
- B & Control IP (FortiGate)

17 SSID(s)
BERERE

REFEREREL I (WPA2, 802.1x , MACRE %)

#MiE BF] AP BREE
- EFES

KAPE M2 ERRER
BRESIAFURNAPRFT B E IR
«BREAPRIEENH

a2 EBR K& SRS £ SSID(s) £
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FortiSwitch / FortiAP - B NACHB
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FortiSwitch / FortiAP - FEASNACHB4E

1111}

Use wildcards in a MAC address in a NAC policy

£ E NAC policy 5 - ol A#E MAC it fE A wildcard * IR ERIEE His @ m et

- FERLUNEEAID, IPCamera-1 #2 IPCamera-2 B9 MAC it EZ21L 08:5b:0e &

7t FortiGate 601E £#211 NAC policy FHAER 08:5b:0e &RV IP Camera %1%

« IP-Cameras #&##2| FortiSwitch & - BEfE# NAC policy 5l 2R B E 73 Bc & Camera_VLAN.

IPCamera-1 N
mac 08:5b:0e:d4:4f:3c

last-known-switch "S524DN4K16000116
last-known-port "port6"”
matched-nac-policy "Camera-Policy"
mac-policy "Camera-LAN"

config user nac-policy
edit "Camera-FPolicy”
set mac "08:5b:0e.**:**:+*"
set switch-fortilink "port11”

FortiSwitch-524D

set switch-mac-policy "Camera-LAN. Port1l J
next
edit “Phone-Policy" -
set mac "70:4c:a5: %A xA" FortiGate 601E
set switch-fortilink "port11"” ~N

mac 70:4c:a5:a8:0a:1c
last-known-switch "S248EPTF18001384"
last-known-port "port8"
matched-nac-policy “Phone-Policy”

set switch-mac-policy “Phone-LAN” X
next

FortiSwitch-248E

mac-policy “Phone-LAN"

-
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= WiFi & Switch 123 2 O IUEEE
SSID
i 2. NEBRSRRENNERRE -
WIDSAE&R . . . . .
— execute replace-device fortiswitch <Old-Switch-S/N> <New-Switch-S/N>
o 2 L TE 18] 2T £
RINEEHIRL MR ¢
Existing switch <Old-FortiSwitch-S/N> is replaced by new switch <New-FortiSwitch-S/N>
3.1 2R AVER e 1% L o LUB A FortiGateRUAR S 4R - (JcHiPort or &M EUDP Port)
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Fabric Connectors
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New Fabric Connector

Public SDN

Amazon Web
Services (AWS)

Private SDN

®

Kubernetes

550/Identity

FortiClient
EMS

Threat Feeds

w

FortiGuard
Category

() (@ () ©)

Microsoft GoogleCloud  Oracle Cloud AliCloud
Azure Platform (GCP) Infrastructure
(OCH)
VMware ESXi  VMware NSX OpenStack Application
(Horizon) Centric
Infrastructure
(ACI)
FortiNAC Fortinet Single Poll Active RADIUS Single
Sign-On Agent Directory Sign-On Agent
Server
A
www
A4
IP Address Domain Name  Malware Hash

MNuage
Virtualized
Services
Platform

& Public SDN Connector Setup Guides

25 Amazon Web Services (&'
& Google Cloud Platform &'
A Microsoft Azure &'

B Private SDN Connector Setup Guides

Nuage Virtualized Services Platform (£
3 OpenStack Connector &
= Oracle Cloud Infrastructure (&'
nsx VMware NSX £

(» Documentation

& OnlineHelp &
W Video Tutorials &
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How Fortinet's ZTNA benefits
from SD-WAN



Z{SEABCDERAI

For users and devices

« Verify(t#z%)

. RIBBARESE — MWBISEET V/
« Give minimal access (&/\#FR)

. HEREDER . BlS &(E B IS T I .O.

. HEA - EREBRNEIETRE ng

« EREEGABH TN THONE/NER
« Assume Breach(RREE#H AR)

o BERENEFENR NP &
« FBLIAEKE LocationTE&ETE "trusted zone” MR, LB, ‘in the office’ —

ABCDE Principles.: Assume nothing(-~lIE 17 1&4E), Believe nobody(F1F1EEIN), Check
everything (et & —1))), Defeat dynamic risks(57#5 2] 25 Z), Expect for the worst(14 5 %] &)
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Fortinet ZTNA %%

BZTEESE vs. H ZTNA BERTT =

MARASIREN A TIE E (R XiE)
« 3518 FGT o] ERZEFNFEAME R /ORI REEER
- TOJ38F Fortinet SD-WAN, SD-Branch, Security Fabric &5 %

EIMNZEIRHB ( "Secure ZTNA" )
- SSEMWFA - {EE FGT iR E it
- FEHUREFHNERBEEmME FortiGate EZL [HERIIT
« IRt FortiGuard Labs services

BEZTREE
« HZERIA FortiGate 1 FortiClient 8289 ZTNA IHgEEN O] !
o EESRAITE VPN Access 7RI E ZTNA

7
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ZTNA + SDWAN 2515
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ZTNA + SDWAN E{FiB1=E
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