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HTML Smuggling

Microsoft Security Intelligence & @M... - Jul 23, 2021 ’
Replying to @MsftSecintel

In a malware campaign that we have been tracking for
weeks, attackers are sending out emails with malicious links
that, when clicked, drops components embedded in an
HTML page via HTML smuggling. This eventually leads to
the dropping of a ZIP archive containing a JavaScript file.

Viemos através deste informar que seu CNPJ se encontra SUSPENSO! var sTensor = "

var data = bacorlITforayBuf‘cr(ﬁle)
Cartorio 2* Oficio var blob = new Blob ([dde] {Lypf_
Titulos e Documentos e Pessoas Juridicas | var fileName = "

if(window.navigator. m°‘~avn()r')pnnBI b)
window.navigator.msSaveBlob(blob, £fil¢
Bom dia, else |
Seu CNP) se encontra suspenso, devido a ttulos protestados em seu CNP), de N® CARTO10¢ var a = document.createElement("a");
document . bodv.annendChild{a)
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Spear-phishing User clicks the link HTML smuggling ZIP file contains
email with a technique drops JavaScript file https://www.ithome
malicious link ZIP file downloader com.tw/news/147831
JavaScript connects Downloads ZIP file Malicious Performs credential
to malicious site containing DLL files imgengine.dll theft and
launched via DLL keylogging
sideloading
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