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Cyberattack on Toyota's supply chain shuts its 14
factories in Japan for 24 hours
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. UPDATE 1-Japan's Denso hit by apparent
ransomware attack - NHK
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HACKADAY

BLOG HACKADAY.IO TINDIE HACKADAY PRIZE SUBMIT ABOUT April 13, 2022

- COMPONENT SEARCH ENGINE

BABY STEPS TOWARD DIY
AUTONOMOUS DRIVING: VW
GOLF EDITION

by: Dave Rowntree

FREE HIGH QUALITY PCB LIBRARIES
FOR YOUR ECAD TOOLS
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® 18 Comments

January 8, 2022

CUTTING EDGE PRODUCTS
MADE BY MAKERS

SEARCH
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Teen hacker finds bug that lets him control
25+ Teslas remotely

David Colombo says it's the owners’ faults, not an infrastructure vulnerability.

Enlarge / The downside with offering APIs to interact with a car is that someone else’s security problem might become your own.
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Identifying Cybersecurity
Focus Areas in Connected Cars
Based on WP29 UN R155
Attack Vectors and Beyond

Numaan Hug, Rainer Vosseler, Yurika Baba
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Future: High Risk

HIGH
43%

Current High Future High

27% Backend 13%

Communication

7%
Channels

33%
Vehicle Data/Code
13%

External Connectivity 10%

7% Hardening Sufficiency 10%

Human Error
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Manipulate Initial Execution Persistence  Privilege Def Credential Di v Lateral Collection Command Exfiltration  Affect Vehicle Impact
Environment Access lati A Movement and Control Function
Rogue Cellular Drive-by Command Modify Exploit OS Subvert Adversary- File and Exploitation Adversary- Application Exfiltration Unintended Loss of
Base Station Compromise = and System Vulnerability ~ Trust in-the- Directory of Remote in-the- Layer Protocol Over C2 Vehicle Control Availability
Scripting Image Controls Middle Discovery Services Middle Channel Message
Interpreter
Rogue Wi-Fi Exploit via Command- = Modify Code Abuse Network Location Exploit ECU Data from Non-
Access Point Radio Line Trusted Injection Elevation Sniffing Tracking for Lateral Local Applicati
Interface Interface Execution Control Movement System Layer Pro
Environment Mechanism
Jamming or Supply Native API Abuse UDS Exploit TEE Bypass Brute Force Network Abuse UDS Abuse UDS Communi
Denial of Chain for Vulnerability =~ Mandatory Service for Lateral for Through
Service Compromise Persistence Access Scanning Movement Collection Removab)
Control Media
Manipulate Deliver Hardware Bypass 0s Process Capture Receive-
Device Malicious Fault uDs Credential Discovery SMS Communi
Communication = App Injection Security Dumping Messages Channel &
Access
Downgrade to Hardware Disable or Unsecured Software Capture Short-Ral
Insecure Additions Modify Credentials Discovery Camera Wireless
Protocols System Commun
Firewall
ADAS Sensors Exploit via Weaken Input System Capture Cellular
Attack ubDs Encryption Capture Information Audio Communi@g
Discovery
Exploit via Input System Access
Removable Prompt Network Personal
Media Configuration Information
Discovery -
00:30:00
Capture System Access i
SMS Network Vehicle 00:05:00
Messages Connections Telemetry
Discovery
.
Automotive MITRE ATTRCK® 128
7R 0.96% 0.07%

007T% o
L11%

* Founded in 2005, market leader in the public disclosure
market for past 13 years.
» Highest for disclosed vulnerabilities across all severity levels
ZERO DAY ° Powe_red _by over 10,000 independ(_ant researcher_s .
m INITIATIVE Contrlbu_tlng research from many different areas including
Automotive
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ViCOneE 12 ﬁ§ﬁ£ 55'%75—%;@ i %ﬁ E I : VicOne solution/ service

Operation Phase

Vulnerability SNS/ - Dark-web
WWw Info (CVE) Community Crawling

og/data

5 Y

Telemetry Service

=
@ Eﬁ
, Log/data Cyber-Attack Security
OTA Service Detection & Analysis
Other Connected Service RASIES
On-board (ECU)
security
n Detect & Response Platform for VSOC
Vulnerability management

Pen-test

Expert Service
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* Rich connectivity interfaces
* Limited HW resources and computing power
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VicOne In-Vehicle Security
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* Connects to Internet and in-vehicle network
* Running business-critical applications, ex: OTA
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VicOne In-Vehicle Security
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» Multiple connectivity interfaces
* Running various 3" party applications, ex:
Streaming, browser
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VicOne In-Vehicle Security

Advanced
System PARH
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\Cellular WiFi Ethernet/

» Ethernet solution to mitigate the intrusions
from connectivity interfaces

« Enable Sensor solution to leverage cloud
engine for threat detection

CAN ‘

D —

K CAN Ethernet /

 Enable CAN and Ethernet solutions for
network interfaces

+ Enable System protection for critical apps

» Sensor solution for advanced cloud detection
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Ethernet solutions for connectivity interfaces
Enable System solution to mitigate the risks
of 3" party apps

Sensor solution for advanced cloud detection
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xZETA Vulnerability management

ECU name: All ¥ Phase: All v os: All v OS architecture: All v New in: Last 14 days v

ECU firmware Phase as 0OS architecture Vulnerabilities  Risk level
Development ARM 32-bit 132 266 Medium 405 Low 34

Development ARM 64-bit Viedium 405 Low 34

xZETA Vulnerability management > AsKy ctx0800 ctx0800_linux 1.363.02.05.175 Vulnerability Details

L"‘| . are affected by this issue. Due to the limited scope of affected
* Development | AsKy ctx0800 ctx0800_linux 1.363.02.05.175 deployments this has been assessed as low severity and therefore we are
not creating new releases at this time. Fixed in OpenSSL 1.1.1d (Affected
o - 1.1.1-1.1.1¢). Fixed in OpenSSL 1.1.01 (Affected 1.1.0-1.1.0k). Fixed in
R OpenSSL 1.0.2t (Affected 1.0.2-1.0.2s).

Vulnerabilites Attack Surface Affected Package

Critical 29(3.4%) External interfaces 4 openssl

H O o -
High ST Internal interfaces 2 File path:

fusr/lib/libcrypto.so.1.1

15 5'6 j:jF )—‘%I— ® Medium 446(52.8%) T
e ackages
= ° Risk Level

® Low 39(4.6%)

1'% %ﬁ ﬁﬁ:é 5|E,| None 12(1.4%)

WIR @
cvss

Vulnerabilities Software bill of materials

Risk factors:
This vulnerability is irrelevant to your OS "linux” due to it only happend
on OS [windows].

VVIR: All v CVSS rating: All v Affected package: All v Package version: All v CVE-2019-1552

Vulnerability VIR (D) CVSS rating Description Affected pack... Versiol

CVE-2019-1552 3.3 Low OpensSsL has internal defaults openssl 1.1.1a |Solution

for a directory tree where it... . i i
* Upgrade to OpenSSL version 1.0.2t if using 1.0.2 to 1.0.2s

» Upgrade to OpenSSL version 1.1.01 if using 1.1.0 to 1.1.0k

CVE-2019-1552 OpenSSL has internal defaults
* Upgrade to OpenSSL version 1.1.1d if using 1.1.1 to 1.1.1¢c

for a directory tree where it...

VVIR- VicOne Vulnerability Impact Rating
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VicOne Vehicle SOC = Dashboard

Overview

Company X v M All
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ECU Modal ECU Part Hardware Unique |dentification Code Packaging Options
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* 0-day exploitable test (0-day check)
+ Dedicate researcher/ tester
)
\
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« Unknown vulnerability exploitable test
» Automotive MITRE Technique applied
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* Known vulnerability exploitable test
(CVE)
* Automation Tool
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Pen-Testing as Service with flexibility
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Known vulnerability (CVE)

» Undisclosed vulnerability (Automotive MITRE)
« SW risk management planning

3. BAVicOnes:4ECU & 2%1%&\

AEE A S HYIDPS H ZA E i POC

« EEA and ECU review
 Security function proposal
 Frictionless IDPS integration & configuration

PREG=0 B &
VicOneEH Y &
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2. BERARERIHIEVSOC

Anomaly detection based on existing data/ log

« Security detection based on existing data/ log
* Review & enhance security sensor design
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