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@ DISTRIBUTED FIREWALL @ ACTIONS v

ALL RULES CATEGORY SPECIFIC RULES

ETHERNET (1) EMERGENCY (0) INFRASTRUCTURE (3) ENVIRONMENT (0) APPLICATION (26)
+ ADD POLICY === Filter by Name, Path and more =
|:| Name D Sources Destinations Services Profiles Applied To Action
v (] temaform-DFW-Sec.. (6)  AppliedTo 1Groups @ Successc¢ © @
(]  Allow SSH and RDP 4167 terraform-exter.. terraform-all-V_ RDP None DFW ® Alow € &=
SSH
(] AlowHTTPS 4168 Any terraform-Web-... HTTPS None DFW ® Alow o & =
(]  Alow Web to App 4169 terraform-Web-_.. terraform-App-... terraform-app-s.. None DFW ® Alow €@ &=
(] Alow App to DB 4170 terraform-App-_ terraform-DB-V_ MySGL None DFW ® Alow - @ &=
(] Allow out 4171 terraform-all-V... Any DNS None DFW ® Alow [ @) 8 =
NTP
() Deny ANY 4172 Any Any Any None DFW ® Reject - €@ &=
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ICSA Labs / Common Criteria #ois

s

National Information Assurance Partnership

Common Criteria Certificate

is awarded to

VMware

@

vmware: VMware (NYSE: VM) VMware NSX-T Data Center 3.1

delivers customer-prt

enable more flexible,

transition to cloud co The I'T product identified in this certificate has been evaluated at an accredited testing laboratory using the Common Methodology for IT

enabling more efficie Security Evaluation (Version 3.1) for conformance to the Common Criteria for IT Security Evaluation (Version 3.1). This certificate
applies only to the specific version and release of the product in its evaluated configuration. The produc]'s functional and assurance
security specifications are contained in its security target. The evaluation has been conducted in accordance with the provisions of the

w ;n:“:q:um Omtazn
TESTING SERVICES | CERTIH

‘:5’6 Common Criteria

Visit http://www .. . g e . . . . .

P NIAP Common Criteria Evaluation and Validation Scheme and the conclusions of the testing laboratory in the evaluation technical report
are consistent with the evidence adduced. This certificate 1s not an endorsement of the I'T product by any agency of the U.S. Government
and no warranty of the I'T product is either expressed or implied.

Date Issued: 2022-07-22 Assurance Level: PP Compliant
Technoloav Proaram Vendor . Validation Report Number: CCEVS-VR-VID11217-2022 Protection Profile Identifier:
gy 9 Product Testing Rej CCTL: A S it collaborative Protection Profile for Network Devices Version 2.2e
Firewalls VMware NSX-T Data Center s Acumen Securtty
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INTRUSION ATTEMPTS

TR E

Totak 1148 14 Days: 1128 ()

218 NSX NDR i 7347 5 5l K F I 22

T E KR

Unique Intrusions (57)

Traffic: aALL TRAFFIC ¥

VIEWING SIGNATURE ACTIONS (3/3) v~

Critical

High O

Medium

Low

Suspicious [ ] ®
Mar 16 Mar 17 Mar 18

u Mar 16 Mar 17 Mar 18

Impact Score (1) Severity

Source: Client

Bytes into Target: 74.00 B

Intrusion Event Details (latest occurrence)

Bytes

T EIE

B eCRTICAL2S [@+HGHG6 [@*MEDIUM2 [ «LOW O [ * SUSPICIOUS 24

Mar 24

Mar 24

®
°
Mar 13 Mar 20 Mar 21 Mar 22 Mar 23
Mar 139 Mar 20 Mar 21 Mar 22 Mar 23
Last Detected Details

Visor

Hy
esxHostName: sddc-esxi02 sysage.com

Users Affected

Standalone hosts: Off Clusters: 3/4 Gateways: 2/15

(LT

ETREIT ALY

Last 14 Days

Filter by Attack Type or more

®© @ ®
o
Mar 25 Mar 26 Mar 27 Mar 28
" wm » .
Mar 25 Mar 26 Mar 27 Mar 28
workloads CVE Details CVss

View Full Event History>>

Target: Server
Bytes out to Source: 714.00 Eytes

E IP172.29.202.101 Port:35453 4 { &,‘ |4
Attack Direction Attack Target Attack Type Product Affected Total Events
established to_server Web_Server attempted-user NONE 13
Service Signature ID Signature Revision Mitre Technique Mitre Tactic
HTTP 1092045 11969 Exploit Public-Facing Application (7 Initial Access [4]
vmware
a e Confidential | © VMware, Inc.

( IP:172.29.201.116 Port:8080 )

Intrusion Activity Last 14 Days

m Detected Only m Prevented © Workloads affected

Mar15 Mar17 Mar19 Mar21 Mar23 Mar25 Mar27 Mar29 Mar3

Timeline (:)

Mar 23

Marmu

14




NSX IDPS ol iR tz/0 TAFE & EA B LB RIEH Virtual Patching
MU EBREIESE R IFESEMIZZEEE

D REmTEmz LIFas

SRR 0 R

Perimeter @B )
firewall DMZ Profile: CVE(S): 2018-15686

INTERNAL

[SFSIEEE-

WE / FmEEnl

mwa re® Confidential | © VMware, Inc. 15




—5H  RERFAFEERERESERIMN —— L
BBDREANRERELY - o1 R RAN G T EE TR e et

Darkside

JAN

Ransomware

download

mwa re® Confidential | © VMware, Inc. 16




NSX ElnE H2ME R Vo B2 RBREINIETR

BT ¥ R ANV Ol ZR1E ZE 4T

ORIREREIANER FEBMN -

o BRSEAEEN S RIEETR -

T80

" Read Running Processes

Read Multiple Files

Write Files back to Disk

Open Network Connection to
Remote Site

mwa re® Confidential | © VMware, Inc.

TAUFES

TTE N 2 - HATHE -
Script fUHE - RSB RETT
Hash B L6

RNAME R A EE I D FEET
1% 128
e FE R o] BRI PR AR

e IllCPUESE

BRATENERNBEREI
TRER - GBEEE i



BREEN IR - BZREGE
ZEMER T HMHRNE - MITAHODBER IR

HENSILRRERAREITS

HERATTRCKE T )%

AMNALYSIS OVERVIEW E %I:I E/\] Ej_] /F%? $ﬂ E‘%

Rows to display 25

~ SEVERITY s TYPE < DESCRIPTION + ATT&CK TACTIC(S) % ATT&CK TECHNIQUE(S)
m Signature Identified ransomware code
m & m Family Ransomware specific behavior Impact Data Destruction

ﬂ' w File Common ransomware extension usage Impact Data Destruction

ﬂ' w File Paotential file encryption activity (Ransomware) Impact 1 Sk Q EE E/L Data Destruction

T ERYAT T & CKEL IS P& EX
@ Anomaly Al detected possible malicious code reuse
m ﬂ- @ Stealth Creating executables masquerading as browser clients Defense Evasion Masquerading

E ﬂ- @ Autostart Registering for autostart during Windows boot Persistence Registry Run Keys / Startup Folder
m @ Steal Reading browser cookies (Internet Explorer) Credential Access Credentials in Files
m m &g § Packer Confuser .Met Protector .

== ‘t

(=] FII IL;\
m m ﬂ- @ Execution Ability to execute cryptographic operations
H m ﬂ- @ File Modifying executable in suspicious location of application data directo  Defense Evasion Masquerading

ry
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213 Intelligence WERIZERE R EMETEE DT - HHEBTRREHSE

Home Networking Security Inventory Plan & Troubleshoot ~ System
Suspicious Traffic Security & Computes v | Kali-attacker-.. @ v | = CLEAR {:@} G
() Security Overview
Detection Events Detector Definitions
: , - a . 172.16.6.31 s
Threat Detection & Response DETECTIONS (36) / Flows: = = Unprotected Blocked Allowed @ Refreshed 6 minutes ago C (%) Last 1 Month v
© IDS/IPS
\ tecti
@ Suspicious Traffic Threat Detections X
Critical [ B ]
[zl URL Filtering / FQDN Analysis Hgh 172.16.6.97
@ Malware Prevention Madium
Low L ] ® ® @
Policy Management 02/09, 12:00 02/11, 00:00 Ka“_att”\' -
) ) Impact 3 : A
Distributed Firewall - o Anomalies (7, Time
D -[)2/01 12:00 02/1, 00:00 Score ( )
[28] Gateway Firewall ——— o Mar 25. 2022,
@) IDS/IPS & Malware Prevention Impact Severity Time Detected - V 1:50:00 PM
A .
_ ~ et
@ TLS Inspection 4
’ @ Low Feb 16,2022 4:20:00 PM / A Detected multiple suspicious remote
T 9 / = Mo connections from the attacker. The visualization
ervice aln Managemen!
/ ~ represents the attacker, target, and protocol
~
Cly E-W Network Introspection > Low Feb 16,2022 12:20:00 PM ~ used in the suspicious connection. Select Next
/ > Hop to see the evidence
E‘ﬂ N-S Network Introspection -~
/ S Severity Low )
[[# Endpoint Protection Rules > Low Feb 16,2022 12:20:00 PM / ~ ~ _Ltow )
~
/ 43 Detector Remote Services
-~
Settings ~
> @ Low Feb 16,2022 10:35:00 AM / ey Target VM(s): IP-172.29.201 and 156 M.
[# General Settings -~
/ ~
Clq Network Introspection »-7 Next Hop Kali-attacker-tyler
> @ Low Feb 16,2022 8:49:30 AM
> (3) Low Feb 16,2022 B:14:15 AM —PO
A :
172.16.6.97 O)—— S ——0
Overview Minimize _
. — D
/ v
/
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NSX NDR DI EE iR 5e B K
i 12 B IR BRI R B ¢ Timeline - BI 2 SEBT AR S

vmw NSX Network Detection and Response O cjao@vmware.c...
Latest stage Affected hosts: Threats:

Campaign ID: bd5995 &
Exfiltration 2 4

2022-03-28 - 2022-03-28

> e ¢

Qverview Timeline History Evidence

U Threat

Attack stages Threat class
hacking tool

Threats and hosts

,

Campaign ID: bd5995 &
4 2022-03-28 - 2022-03-28

vmw NSX Network Detection and Response (_, cjao@vmware.c...

Latest stage: Affected hosts Threats
Exfiltration 2 4

THREATS

Overview Timeline History Evidence

Q Search threats Show closed threats

© Mar 28, 09:03:09 - Mar 28, 09:03:09
Campaign blueprint

Latest stage

> @& 192.168.100.154
(2] N Delivery

EVIDENCE SUMMARY: 1type: File download

© Mar 28, 09:09:03 - Mar 28, 09:09:03

Latest stage

# 192.168.100.154
Command and Control

EVIDENCE SUMMARY: 1 type: Signature

Network interactions & network 10Cs Supporting data

175.45.176.11 = |@

© Mar 28, 09:21:03 - Mar 28, 09:21:03

> @& 192.168.100.154 Latest stage

EVIDENCE SUMMARY: 1type: Signature Lateral Movement
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NSX NDR <% SE Labs &¥LCA5E —1E AAA REHERYNDRAEZR T 2

5 SE Labs

INTELLIGENCE-LED TESTING

BEST
Network Detection
& Response

WINNER 2021

VMware

vmware
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% SE Labs

SE Labs Breach Response Detection Test
VMware NSX Network Detection and Response

August 2021

False Positives 0%

THREAT RESPONSE DETAILS

VI-;INK7I‘.8.¢Carbanakw E | IOOH
OilRig © 100%
APT3 m 100%
APT29 & 100%

Total Rating 100%

Detection Accuracy 100%

Legitimate Accuracy  100%

https://blogs.vmware.com/networkvirtualization/2021/10/vmware-achieves-
industry-first-aaa-rating-for-network-detection-response-from-se-labs.html/
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OWASP TOP 10, Application protection, Attack Analytics

FE R & #R PR

Control and restrict by application or tenants

ZEIRER
DDoS Bh&E %18

DDoS detection and mitigation with elastic scaling

e EL5 URL 55K 3R o s

: Attack insights
Content (URI) based security rules <L Il is

WAF analytics
IS
SSL/TLS

R EH |P/Port B X S8 8l

i IP-Port based Security Rules
EHI P REE

openstack
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EEFRWESIENRGE ZA BRI E =
ST Logdj 9 - BB OWASP 57 STEEE LB 2R

labs

Applications Operations Templates Infrastructure Administration
An rceperoert Owteon

of Vertron
& TESTING SERVICES CERTIFIED PRODUCTS | HEALTHIT BLOG KNOWLEDGE | NEWS & EVENTS COMPANY
(% Dashboard

8 Virtual Services NSX Advanced Load Balancer O SHARE —

Total 2 Logs (Log Throttling is ON)

@

©® VS VIPs
VMware NSX Advanced Load Balancer (Avi) is a software-defined platform with a what's new m
scale-out architecture for application services. The application services include

local and global load balancing, application security and WAF, and container

= Pools

Pool Groups The Barracuda Web Application

ingress delivered in any data center or cloud environment. Avi offers a single i - )
© GSLB Services e . management point with elastic scale to match the growth of applications and Firewall Family Retained ICSA Labs

06:39 06:40 06:41 06:42 . . . .

businesses. WAF Certification Following Security
Testing
ey X NSX Advanced The NSX Advanced Load Balancer is based on 100% REST APIs, fully December 8, 2021
" automatable, and seamlessly integrates with the CI/CD pipeline for application
T AT Load Balancer dellv.ery including application s.ecu‘rlty. With on—qemand au.toscallng, it can. . VMware's NSX Advanced Load

elastically scale based on application loads. Built-in analytics provide application

Balancer achieves ICSA Labs WAF
Certification
November 30, 2021

S CRS GROUP delivery benefits such as actionable insights based on performance monitoring,
CRS_402_Addltional .Rules logs, and security events in a single dashboard with end-to-end visibility.

CRS RULE

4022060 | CVE-2021-44228 log4j2 vu () Visit https:/www.vmware.com/products/nsx-advanced-load-

MESSAGE balancer.html Fortinet's FortiWeb 1000E remains
CVE-2021-44228 10g4j2 vulnerability ICSA Labs WAF Certified Following

MATCH

Testing
REQUEST_HEADERS:X-Api-Version

September 27, 2021
PHASE

Request Body
TABE * See all related items
language java Y attack-mutt X at
|
CRS GROUP g N - - - - . . . -
€ CRS_949_Anomaly_Evaluations Certification Product Version Operating System Certification Type Status Certification Date Expiration Date
w Web Application Firewall current Proprietary Not Specified Certified 11/23/2021
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Initial Access #M&EHR ® ® ® o

MITRE ATT&CK Tactics ( Bffi7 )

Execution #.{7T
Persistence #3%

Privilege Escalation #&PRIZF+

Defense Evasion BhZE 3R ¢

Credential Access #EPREART ®

Discovery & o
Lateral Movement 1&[a) % &} ()

Collection Ug&

Command and Control #3< E3Z 5l

Exfiltration ;33

Impact £2&

L —
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https://attack.mitre.org/tactics/TA0001/
https://attack.mitre.org/tactics/TA0002/
https://attack.mitre.org/tactics/TA0003/
https://attack.mitre.org/tactics/TA0004/
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0006/
https://attack.mitre.org/tactics/TA0007/
https://attack.mitre.org/tactics/TA0008/
https://attack.mitre.org/tactics/TA0009/
https://attack.mitre.org/tactics/TA0011/
https://attack.mitre.org/tactics/TA0010/
https://attack.mitre.org/tactics/TA0040/

