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Hacktool12% Script2%
1 8% Trojan7% Keygen2%
Backdoor5% Ransomware2%

Downloader4% Dropperl%
Webshell Loader Payload  stealera% Miner1%
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Mail Server / VPN Server / Web Server

ProxylogonE23&E#8 CVE-2021-26855 #iBE# RSl CVE-2021-26858/27065 (E=E = A 558, -
f£Exchange Server (VB Bt F R A EEFI(WebShell)

b)) —

e S CVE- 2021 26858
ERa3sEKIAIE (SSRF) exploit(post-auth
file write)
Write a

= o X —— 10101 malicious file Drop web
Z=imEIS#IT (RCE) ?;?;o/- A — </> ) A __toanypath shells

Send CVE-2021- Authenticate as CVE-2021-27065

= malicious 26855 Exchange server exploit(post-auth Post- i
EEEERA HTTP exploit(SSRF) file write) ost-compromise

hand-on-
request on keyboard activity
port 443

EEHEEA A

CVE- 2021 26857 Escalate prlvilege Run arbitrary
exploit(UM (as SYSTEM on commands
deserialization) Exchange Server)

Ref: https://www.microsoft.com/security/blog/2021/03/25/analyzing-attacks-taking-advantage-of-the-
exchange-server-vulnerabilities/
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DLL Side-Loading / DLL Search Order Hijacking / Obfuscated Files or Information N s

BB R % 855 E"ADJ:%"‘EE‘*WMEL,U:E’J mEEI!

A 72 push ebp :
8BEC|mov eb .
83EC|sub ,6 ->memset( , 0i64,
Al A(mov eax, dword ptr ds:[7 >un51gned108;
33¢5|xor eax,ebp

8945 mov dword ptr ss: E =

8B45 |mov eax,dword ptr ss: s .

53 push ebx s H

8945 |mov dword ptr ss:[[ebp-2 3 ;

8B45 |mov eax,dword ptr ss: oty ) ->sub 54C
push esi g 2 =2

push edi )
8945 |mov dword ptr ss:[[ebp-2 {
8D7D|lea edi,dword ptr ss:Ee
8B75 |mov esi,dword ptr ss:|[e

{?Fﬁ@&ﬁﬁw 24 . AT AR
R ANAE RS REENEE 15

->memset( , 9164, 1024i64);
=& ->gapAE[74];
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Zero Trust Network

Internet 1. AR AGSINRRREEE

2. EXNWAEMRAEANZAEIBOEER
RZEAVIRER

3. FGFEMMRISIEMNS - FAMNER
Legacy WEANRE T

service
4, KBEEREERAEE  BRFENLEFEER

. HYBE ]

Vendor
5. FREREERHENT B EFINERARE

Control

-0y

Remote _» Private Secure
employee service A A gateway

service

S 006
Client server
6. tkiBPolicy BIRERE - 2ARBEY

aes
BE »

an ﬁ iy e A N
Ref: https://www.oreilly.com/library/view/zero-trust-networks/9781491962183/ E'I- EE AR Hk = ';% AE F ﬁ RE ﬁ Hy E’\J = 'ﬁ‘

Ref: https://csrc.nist.gov/CSRC/media/Presentations/zero-trust-architecture-101/images-
media/Zero%20Trust%20Architecture%20101%20-%_20Scott. pdf
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XSS Attack
SQL Injection
Command Injection

HTTP/HTTPS Attack
Exploit Attack
Command Attack

HiNet WAF AR5
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#IB% @4 (Red Team)z AL EL [X B 5% (BAS, Breach and Attack

HE=ERRRREE - —BRUEBMEEEERKE EBHEBEALNBTSRIEZE Simulation) - AMEFTEER - 11 8E
RBEE - UEAERABRKRZ PR

B KHI N E SR

BAS Mgmt Application
ABC

,%Elﬂﬁ/ Here be =
EL ) e e

7.3l

Al cac
Attacks
AR
J/_J’”EJ - Center
t=[E A= Attacks / NGFW

Routes
—

Client Application

1 . 1 5 £ il ;_";
1 China Branch & y ABgtit Segment XYZ

| | AT 2
| Ll i
| L | Ref: https://www.fernao.com/de/magblog/details/breach-

and-attack-simulation-bas-demystified/




loTREEIE W EERER

¥ CHT Security
IPCAM/DVR/Printer/Access Control System

wrETwATM?  PRE 552 18/ 40 I PR

g A\
Z 59 ZHEE Internet
Web

L@ =tm 5 ZiEInternet
J BiTHEY Web®&iB=

(.
e EENERE
-
%’J}iﬂi%ﬁlnternet\ qg mEm AT P [eems

Web : : e

[ BT : y
- BiTIRE Y A O
L@ e Eol e S ‘ Q
S - FiRl i B

7~
BOZBAERERSE

p—h —

“q
J




o ¥ & % B R
N

CHT Security

H¥fZero-Day X2 - i 25 AY By £2 53 51 14

FRIEZE - ZBEMDRIRFGIIERREWERE - W0 AR

T LA[B] &

HEERMEANREEREFES  FHATIREERELS

BB EM - 2021/04/271 B - EXEHIEELFHIE
Key BRRAE K ERMITER

BEZEE

AIEET]

Ta keaways PENBELEG  CEERIISEL TN E R -
HENEYERER - I R

CEERENTEERY  RAEY/ERTEY ERAER Ba3EAE BB

FHE) Gl =355

7
BRNBEWELE  BREEREE - #stAiEHELE g

PEBLZERAORIMNKEEER - oI UBhEMEETE - AAKE
Zigfl - EXEREE - MDREZREE - BIEH LB EERRT ;
HESEREEFE(VSMS ) BERESFERE




>
4+
-
-]
|®)
()
7))
T
L
@)




