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Splunking the Endpoint
Become Proactive

分析端點日誌主動找出駭
客入侵蹤跡



This presentation may contain forward-looking statements regarding future events, plans or the 
expected financial performance of our company, including our expectations regarding our products, 
technology, strategy, customers, markets, acquisitions and investments. These statements reflect 
management’s current expectations, estimates and assumptions based on the information currently 
available to us. These forward-looking statements are not guarantees of future performance and 
involve significant risks, uncertainties and other factors that may cause our actual results, 
performance or achievements to be materially different from results, performance or achievements 
expressed or implied by the forward-looking statements contained in this presentation. 

For additional information about factors that could cause actual results to differ materially from those 
described in the forward-looking statements made in this presentation, please refer to our periodic 
reports and other filings with the SEC, including the risk factors identified in our most recent quarterly 
reports on Form 10-Q and annual reports on Form 10-K, copies of which may be obtained by visiting 
the Splunk Investor Relations website at www.investors.splunk.com or the SEC's website at 
www.sec.gov. The forward-looking statements made in this presentation are made as of the time and 
date of this presentation. If reviewed after the initial presentation, even if made available by us, on our 
website or otherwise, it may not contain current or accurate information. We disclaim any obligation to 
update or revise any forward-looking statement based on new information, future events or otherwise, 
except as required by applicable law.

In addition, any information about our roadmap outlines our general product direction and is subject to 
change at any time without notice. It is for informational purposes only and shall not be incorporated 
into any contract or other commitment. We undertake no obligation either to develop the features or 
functionalities described, in beta or in preview (used interchangeably), or to include any such feature 
or functionality in a future release.

Splunk, Splunk> and Turn Data Into Doing are trademarks and registered trademarks of Splunk Inc. in the United States and other countries. All other 
brand names, product names or trademarks belong to their respective owners. © 2022 Splunk Inc. All rights reserved.
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Agenda:
❏ Reactive to Proactive
❏ Endpoint Log
❏ Splunking Endpoint
❏ Automation by SOAR
❏ Summary
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Malware Trend in past few years
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Security Tools Cannot Protect You Alone

EDR Firewall
AppFWIDS/IPS

Anti-Virus

Vulnerability 
Scanner

SASE

IdM PAM

SSO

NDR
Secure 

Gateway
NAC
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A Data-Centric, 
Modern SIEM is the
Key to Achieving
Optimized Security 
Operations and Cyber 
Resiliency 
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Endpoint Log
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Email Gateway

Web Gateway

Firewall
OKTA, Box, SF.com, 

Dropbox, other SaaS 
apps

Zero Trust 

WinEvent, Syslog
CERTs, HoneyNets, 
FS-ISAC, MISP or 

other blacklists for 
IPs/domains, 

username, MD5 hash 
from commercial 

feeds 

Data Sources for Endpoint Threat Hunting 
需要的數據

Active Directory/
Domain Controller

Single Sign-on

DHCP

VPN

DNS

Identity/Auth Cloud/SAASHost/User 
Activities

External Threat 
Feeds

Network Activity

Enterprise

Threat Intelligence

Netflow, PCAP DLP, File Server/Host 
Logs

Cloud (AWS, Azure, 
GCP)

End-point Command 
Line, EDR

IDS, IPS, AV

Cloud

Common

Recommended
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▶ Intermediate

•Sysmon (with TaySwift or Olaf 
config + Splunk Tweaks)

•Captures registry instead of 
Splunk regmon

•PowerShell

•Module Logging

•Script Block Logging

•Osquery ( non-windows )

▶ Basic

•Windows Event logs

•Security
− Set up command process auditing 

(4688)

•System

•Application

•WindowsUpdateLog (on 
supported systems)

▶ Advanced

•Splunk Stream

•EDR products

•AppLocker

•Windows Firewall

•WinPrintMon

•Native USB Auditing

Collection via Windows Event Forwarding or 
Splunk Universal Forwarder

Endpoint Data Collection 
端點日誌蒐集方法

Collection via 
Splunk Apps
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Windows Event Log
Process Command Line 
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Microsoft Sysmon
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon

Sysmon Blogs
● https://www.splunk.com/en_us/blog/tips-and-tricks/monitoring-network-traffic-with-sysmon-and-splunk.html
● https://www.splunk.com/en_us/blog/security/a-salacious-soliloquy-on-sysmon.html

Recommended Sysmon Configs
● https://github.com/SwiftOnSecurity/sysmon-config
● https://github.com/olafhartong/sysmon-modular

 Splunkbase App & Add-on for Sysmon
● Sysmon App for Splunk https://splunkbase.splunk.com/app/3544/
● Splunk Add-on for Sysmon https://splunkbase.splunk.com/app/5709/

https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://www.splunk.com/en_us/blog/tips-and-tricks/monitoring-network-traffic-with-sysmon-and-splunk.html
https://www.splunk.com/en_us/blog/security/a-salacious-soliloquy-on-sysmon.html
https://github.com/SwiftOnSecurity/sysmon-config
https://github.com/olafhartong/sysmon-modular
https://splunkbase.splunk.com/app/3544/
https://splunkbase.splunk.com/app/5709/
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Sysmon Log
Interesting IOC :  CommandLine, Command Parameters , File Name, MD5 hash
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Web Proxy

Integrity 
Management

Whitelisting

NG Endpoint 
Protection

✓

EDR
https://splunkbase.splunk.com
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Splunking 
Endpoint
Threat Hunting Endpoint Log
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Endpoint Detection Rules
端點日誌偵測規則
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80+ MITRE ATT&CK Tactics 
多個偵測模版
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Use Case #1 - Command Length

https://www.splunk.com/en_us/resources/videos/splunk-for-security-investigation-ransomware.html
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Machine Learning for Anomaly Detection
異常偵測
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Use Case #2 – Investigate Attack Technique
找出攻擊手法
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Use Case #3 – Locate IOC & Spread Investigation
找出可擬檔案並擴散調查範圍
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Splunk SIEM
Enterprise Security
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Visualize the relationship
視覺化風險關聯
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Splunk SOAR
aka Phantom
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Automated Investigation & Response

https://www.splunk.com/en_us/blog/security/playbook-
ransomware-detect-block-contain-and-remediate.html

https://my.phantom.us/5.2/playbook/ranso
mware-investigate-and-contain-12/

Security Orchestration Automation and Response
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RansomWare Investigate & Contain Playbook

Hunt File

Detonate 
File

Block 
Hash

Quarantine

Disable User

Kill Process
Block IP
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Runs On: O365 phish events from 
Splunk® ES

High-Level Summary: Fetches emails 
from user mailboxes, searches Splunk 
logs for other potentially impacted users 
through Proxy logs

Saves 15 mins investigating 
per ticket, 100+ executions per 
month

Savings: 25 hours per month 
+ extended visibility of other 
impacted staff

Splunk® SOAR PlaybookCustomer Case
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Runs On: All events with a URL or IP 
artifact

High-Level Summary: Checks against 
VT, DNS, MaxMind, urlscan, McAfee 
for relevant details

Saves 25 mins investigating 
per ticket, 50+ executions per 
month 

Savings: 20.8 hours per 
month 

Splunk® SOAR PlaybookCustomer Case
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After URL reputation analysis from 
different sources, SOAR updates the 
output in ServiceNow for analyst to 
action further

Saves 15 mins investigating 
per ticket, 40+ executions per 
month 

Savings: 10 hours per month 

Splunk® SOAR PlaybookCustomer Case
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Summary
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The SecOps Journey
Splunk can meet you wherever you are

Security Logging 
& Investigation
Splunk Enterprise /
Splunk Cloud

Automation 
Mission Control, SSE,
ES, Phantom

Continuous 
Monitoring
Mission Control,
SSE, Splunk 
Enterprise Security 
(ES)

Security
Nerve Center
Mission Control, SSE,
ES, Phantom, UBA

Stage
1

Stage
2

Stage
3

Stage
4
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SecOps Journey - CyberSecurity Content
Continuous Improvement
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SecOps Journey - Skillset

o 101 Workshop

o Splunk Security Workshop

o Boss of the SOC

Continuous Improvement
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Thank You


