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PSIRT and Threat Research 

• Spoke at Black Hat USA, DEFCON, HITB, VXCON, HITCON, 

ROOTCON, and CYBERSEC etc 

• Instructor of CCoE Taiwan, Ministry of National Defense, 

Ministry of Education, and etc 

• The author of the popular security book "Windows APT 

Warfare: The Definitive Guide for Malware Researchers" 
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Scan in “Real-Time”? 

• Microsoft provides a set of APIs for security vendors, to monitor: 
• PsSetCreateProcessNotifyRoutineEx 
• PsSetCreateThreadNotifyRoutineEx 

• It's in Kernel, hard to unhook 
• Sure, Bad for attackers :(  

Lost in Transaction: Process Doppelgänging by Tal Liberman - Black Hat 



 

File Execution Timeline 

Open File Create Section Memory Map 
(as Process) 

Execute 

Where to intercept for AV/EDR?  
a. Minifilter File open/create  
b. Minifilter IRP_MJ_ACQUIRE_FOR_SECTION_SYNCHRONIZATION  
c. Process create notify routine (executables only)  

(a.) (b.) (c.) 

Lost in Transaction: Process Doppelgänging by Tal Liberman - Black Hat 



 

AV Scanners Challenges 

• How to open the file for scanning? 
 • From User mode / Kernel 
 • By File name/ File ID / using existing file object  
• Rescan on each change is not practical  
• Scan file before the execution 
 • File content be altered before execution begins  

Lost in Transaction: Process Doppelgänging by Tal Liberman - Black Hat 

Open File Create Section Memory Map 
(as Process) 

Execute 

(a.) (b.) (c.) 



 

AV Scanners: Process Notification 

• PsSetCreateProcessNotifyRoutineEx() available since Vista+  
• Can be achieved in other ways – SSDT (XP remember?)  

• Available only for main executable  
• Not useful for DLL loading 
• Blind to process hollowing  

Lost in Transaction: Process Doppelgänging by Tal Liberman - Black Hat 



 

Outline 

• Modern AV/EDR Real-Time Scan 
• Minifiler based Scan Design 

• AV Scanners Challenges 

• The birth of a Process: Malware Loader  

• Cases Study in the Wild 
• Black Hat 2017 - Doppelgänging 

• Process Herpaderping 

• Process Ghosting 

• Process ReImaging 

• Conclusion  

 



 

Process Loader Evolution 

• Main Concepts 
• Load and execute arbitrary code  
• In context of legitimate process  
• None of the suspicious hollowing API calls (for AV/EDR) 

• NtUnmapViewOfSection  
• VirtualProtectEx 
• SetThreadContext  

• AV will not scan at all / AV will scan “clean” files only 
• Will not be discovered by advanced forensics tools  



 

Process Loader Evolution 

• Comparing kernel32!CreateProcessW between XP and 10 gives 
the impression that MS completely changed how processes are 
created  

• A deeper examination shows that Microsoft simply moved 
most of the code from kernel32 to ntoskrnl (and somehow the 
function in kernel32 became longer)  

• Logically the steps remain mostly the same, at least for our 
purposes  



 

Process Loader Evolution 

Lost in Transaction: Process Doppelgänging by Tal Liberman - Black Hat 

Windows XP Windows Vista+ 



 

Process Loader Evolution 

• NtCreateUserProcess used instead of NtCreateProcessEx  
• NtCreateProcessEx receives a handle to a section  
• NtCreateUserProcess receives a file path  
• NtCreateProcessEx still available – used in creation of minimal 

processes (nt!PsCreateMinimalProcess)  
• All the supporting user-mode code is not available post XP 

• We need to implement it ourselves  
 



 

Abuse of NtCreateProcessEx 



 

Abuse of NtCreateProcessEx 

Using ZwCreateSection, to create the file as an section 
That's used for mapping into the process 



 

Abuse of NtCreateProcessEx 



 

Abuse of NtCreateProcessEx 



 

miniCreateProcessEx 
https://github.com/aaaddress1/PR0CESS 



 

miniCreateProcessEx 
https://github.com/aaaddress1/PR0CESS 
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Doppelgänging  

Use NTFS(TxF) to replace the content of the Exe File 

Rollback the content of the Exe by NTFS(TxF) 



 

Doppelgänging  



 

Doppelgänging  

• Black Hat Europe 2017 "Lost in Transaction: Process 
Doppelgänging" by @Tal_Liberman 

• Used by Osiris banking Trojan 
 

• Requires privileges to disguise malware as trusted system services 
at SYSTEM32 
 

• Not works after Windows 10  
• Microsoft: TxF files can not be used for creating a new Section 

anymore  ~2018 



 

Process Herpaderping  

🥝 
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miniHerpaderping 
https://github.com/aaaddress1/PR0CESS 



 

miniHerpaderping 
https://github.com/aaaddress1/PR0CESS 



 

Process Herpaderping 

• Herpaderping by @jxy__s 
• Works well on even Windows 11  
• …but Windows Defender also can Detect it  

• the well-known Minifilter 
• provide Defender with the ability to scan written files of NTFS  



 

Process Ghosting  



 

Process Ghosting  
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Process Ghosting  
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Process Ghosting  

🥝 



 

miniGhosting 
https://github.com/aaaddress1/PR0CESS 



 

Process Ghosting 

• Process Ghosting by Gabriel Landau 
• Works well on even Windows 11  
• Windows Defender cannot Detect it  

• the well-known Minifilter 
• provide Defender with the ability to scan written files of NTFS 
• But not allowed to scan deleted files of Processes  



 

Process Reimaging 

Process Reimaging by Eoin Carroll (McAfee) 
 



 

Process Reimaging 

Process Reimaging by Eoin Carroll (McAfee) 
 



 

Process Reimaging 
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Conclusion 

• For Security Venders 
• Do not consider only program files/paths as primary detection features 

• Only processes have attack behaviors & should scan the process memory 

• For Users 
• Select solutions with active protection 

• Not only Real-Time Protection 

• Zero-Trusted based, EDR, MDR, and XDR 
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