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(eXtended Detection & Response)
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XDR is cross-layered detection and response.
XDR collects and automatically correlates data
across multiple security layers — email, endpoint,

server, cloud workloads, and network — so threats
can be detected faster and security analysts can
improve investigation and response times.
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The three primary functions of an XDR system are:

To be a collection of common security products that are integrated out of the
box

Centralization and normalization of data in a central repository for analysis
and query

Improved detection sensitivity resulting from the contribution of multiple
security products working in coordination

Gartner Innovation Insight for Extended Detection and Response
Published 19 March 2020 By Analysts Peter Firstbrook, Craig Lawson
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The XDR improves the malware
detection and antivirus capabilities
over the

(EDR)
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https://en.wikipedia.org/wiki/Endpoint_detection_and_response
https://en.wikipedia.org/wiki/Endpoint_detection_and_response
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1. Improve Detection and Response
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2. Reduce Friction
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3. Consolidate Tools
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eXtending Detection and Response
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* Post-Compromise mindset
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* Fill in the gaps Cf?i ﬁﬁa
BB IR

* Focus on reducing dwell time SIEM FDR
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MITRE ATT&CK &ZHEZEE Detection &%
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Steal or Forge Kerberos Tickets: Golden Ticket

Techniques Found
Initial Access Execution Persistence Privilege Escalation
11074: DataStaged Bl Other sub-techniques of Steal or Forge Kerberos Tickets (4) |D: T1558.001
3 T1046: Network Service Scanning 2 Sub-technique of: T
Drive-by Command and Bootorlogon BootorlLogon Adversaries who have the KRBTGT account password hash may forge Kerberos ticket-granting tickets (TGT), q ¥
Compromise Scripting Interpreter  Autostart Execution  Autostart Execution T1016: System Network Configuration Discov... 2 FALA
T1189 T1059 T1547 T1547 also known as a golden ticket.!! Golden tickets enable adversaries to generate authentication material for any D Tactic: Cre
T1078: Valid Accounts B account in Active Directory. 1 Platforms: W
Exploit Public-Facing  Exploitation for Boot or Logon Boot or Logon T1021: Remote Services 1 F User
Applicati Client itialization Scripts itialization Scripts Using a golden ticket, adversaries are then able to request ticket granting service (TGS) tickets, which enable
3 from N i < hi, C:
T1190 T1203 T1037 T1037 jics Batafon b oncaredDive Bl occess o specific resources. Golden tickets require adversaries to interact with the Key Distribution Center erahl, Cymptom
(KDC) in order to obtain TGS
External Remote Scheduled Task/Job Create or Modify Create or Modify View MITRE Techniques ‘ C Save
i Py
Setvices T1053 System Brocess System Frocess The KDC service runs all on domain controllers that are part of an Active Directory domain. KRBTGT is the
T1133 T1543 T1543
Kerberos Key Distribution Center (KDC) service account and is responsible for encrypting and signing all
Software Rogue Domain Man-in-the-Middle et i : = 4 .
Phishing Deployment Tools Event Triggered Event Triggered Controller T1557 Kerberos tickets.'* The KRBTGT password hash may be obtained using O dentia ) and privileged
T1566 T1072 Execution Execution T1207 access to a domain controller.
T1546 T1546
Modify
System Services Subvert Trust Authentication
T1569 External Remote Exploitation for Controls Process P roced ure EXa m p | es
Services Privilege Escalation T1553 T1556 I \\\
T1133 T1068 (0} Name Description
User Execution
T1204 Traffic Signaling Network Sniffing 8
Scheduled Task/Job Scheduled Task/Job T1545 T1040 5 50363 [ re can leverage its implementation of Mir z to obtain and use golden tickets
T1053 T1053
Management O Credential K C has used M katz to generate Kerberos golden tickets.
Instrumentation Server Software Dumping Permission Gr
T1047 Component T1003 Discovery $0002 Mimikatz Vimikatz's kerberos module can create golden tickets.
T1505 T1069
Unsecured
Traffic Signaling Credentials Query Reghtry Non-Application
T1545 T1552 Layer Protocol
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APT Playbook
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Execution

Impact

On-host
privilege
escalation

On-host lateral
movement
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Open XDR FfEE BT EELLR (Security Portfolio)
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1. Post-Compromise mindset
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2. Improve Detection and Response
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