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Why it Matters?  Vehicle Security from Digital Forensic Point.

Resource: https://unece.org/fileadmin/DAM/trans/doc/2020/wp29/WP29-182-05e.pdf

UNECE WP29
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Resource: https://www.youtube.com/watch?v=ia-AjCegaIQAgentWL FutureCrime Lab

Network Functional Safety



Resource: https://www.tesladeaths.com/AgentWL FutureCrime Lab



Resource: https://www.tesladeaths.com/AgentWL FutureCrime Lab



Resource: https://www.tesla-fire.comAgentWL FutureCrime Lab



Resource: https://www.youtube.com/watch?v=IRc0Hw2S80A&t=3sAgentWL FutureCrime Lab

AXA%20Crashtests%202022%20–%20Tesla%20Circle%20PGM.mp4


How to build in forensic-sound logs in your designs? 
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Vehicle cybersecurity 
testers verify that the 

implementation meets it 
requirements and validate 

that the design is good.

Vehicle cybersecurity 
designers define 
cybersecurity 
requirements through 
a ”Threat Analysis and 
Risk Assessment” 
(TARA) and a 
corresponding 
Cybersecurity 
Concept.

Component suppliers & automakers 
implement the products.

Vehicle Type 
Auditor
UN R155 Mitigations



How to build in forensic-sound logs in your designs? 

AgentWL FutureCrime Lab

Determine if new 
vulnerability or update 
impacts cybersecurity

Work with supplier to get update 
or patch created

Supplier does their own V&V

Automaker needs to 
verify/validate the change. 

Patch/change is 
released… how many 
days later?



ISO/SAE 21434 & UNECE WP.29 R155

Vehicle Cybersecurity Management System (CSMS)

ISO/SAE 21434: Vehicle Cybersecurity 
Engineering CSMS – ensures the vehicle was 
designed and implemented to address threats 
to the vehicle. 

Infrastructure Security: systems to ensure the 
vehicle’s related infrastructure (e.g. cloud, V2X, 
EV) is secured properly.

Organizational Security: the systems setup to 
protect from attacks like insider attackers or 
rogue employees.

CSMS 
Auditor

Documentation from 
specific vehicle type

Vehicle Type 
Auditor

Vehicle Type Approval: 
Vehicle Type is Approved

(Including independent testing)

Requirements flow to supply chain
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Resource: https://www.tesla-fire.com

The real problem is... 

How could we locally help our automotive supply chain?  
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TEST 
SYSTEM

TEST 
TARGET
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Taiwan needs local testing environment for EV Security.

Let’s setup your cybersecurity lab to combat on-going global risks.
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