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o EXAIEE(EITE FAIR(Factor Analysis of Information Risk) Methodology
& XEIFEEZEPE - BWREE - AEER - BEXE - FZRIE

Impact range Estimated financial impact
USD in millions Data breach DDoS Ransomware Wiper
5.02M 110.00K 1.29M 1.24M
DDoS $10.00K Databreach $5.03M $ $ $ 3
Wiper $1.24M
Ransomware $1.39M
Probability of compromise
J Data breach DDoS Ransomware Wiper
}v ® 1.00% 48.64% 77.04% 77.04%
0

Predicted frequency in years

. ] Data breach DDoS Ransomware Wiper
Patching Network Endpoint Appl.
: 1outof 20 1out of 20 1out of 34 1 out of 34
Cadence j Security Security Security

ERHE : SecurityScorecard & ThreatConnect
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e P Companies support the technical
= E/— =71 ===
o BEIERE E8{iI BSI ( HaEE guidelines for broadband routers

WAZE) 5 2018 £ 11 AAKKN

Manufacturers and Internet providers want to implement the ¥ technical guidelines for secure
broadband routers of the Federal Office for Information Security ( B3] ). In the past few weeks,

TeC h n iC q I G U id elin e for Sec U re A Lancom, A Deutsche Telekom and A Zyxel have publicly announced their support for the " Router

- IR " published on November 16, 2018 . This means that the security standards formulated by the BSI

areimplemented in practice and considerably increase the [T security level for users. The Blalso
assumes that the companies will continue to participate in the further development of the document

B ro q d b q n d R o U II.e rs regardless of the outcome of indiv]dual discussion points and thus ensure more security in the digital

‘ ZYX E I_ @ I_A N C OM ~ De Ui'sc h e Te I e kC om *’f-g Because technical guidelines of the BS] generally have a recommendatory character, the

implementation is router - TR not mandatory for manufacturers and Internet service providers. The

basic acceptance of the router - TR therefore plays a central role. This also had to be weighed up again

/n_\ Bs I %IJ E E,‘J Ro Uter ?ﬁ ﬁlﬁ ]:E ﬁ (Bs I T R = 031 48) and again during the (II_S(l.ISSiOnS-;i-I; the working group that created it. The manufacturers and Internet

providers have shown a willingness to compromise on many points in order to be able to encapsulate

= i f existing solutions in a reliable standard.
b S E j( |-I] TE =z O E[J 2= i &gj the entire range o g
1= B EmiNZER A

The BSI TR -03148 " Router - TR " was discussed controversially after its publication. These had B3I
already on November 21 » adopted a position . The public debate ties in almost seamlessly with the
intensive discussions that had already taken place within the working group.
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Routers” (TR-03148) 2 :&

*

Federal Office
for Information Security

Certificate

according to Technical Guidelines of the Federal Office for Information Security

BSI-K-TR-0500-2022

Digitalisierungsbox Premium 2

HW: GX5502-D0-DE02V1F

SW: 16.40.2.09.01

from Zyxel Deutschland GmbH

Conformity to: ~ BSI TR-03148 - Secure Broadband Router, Version 1.1

Valid until: 09 Mai 2027

EZ?%W%E%}J nn = %;iﬂ:.%, 2 (2/3)

EMZERALE)

35 BSI “Secure Broadband

% Federal Office
for Information Security

Certificate

according to Technical Guidelines of the Federal Office for Information Security

BSI-K-TR-0499-2022

Digitalisierungsbox Smart 2

HW: GX3502-D0-DE02V1F

SW: 16.40.2.09.01

from Zyxel Deutschland GmbH

Conformityto: ~ BSITR-03148 - Secure Broadband Router, Version 1.1

Valid until: 09 May 2027
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