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Ransomware現行狀況 
客戶現在每天正在面對的狀況? 

37% 130 $570k 
Global organizations were the victim of 

ransomware in 2021 

Average ransomware payment 
per day in 2021 

(up 82% since 2020) 

Different ransomware strains detected 
since 2020 
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零信任影響零時差可信任度之轉變 

Untrusted Trusted 

過往零信任? 現在零信任? 

Untrusted 



Gigamon 

A Trusted & Innovative 

Market Leader 

Gigamon提供實體、虛擬、雲端網路流量可視化，協

助客戶解決： 

• 降低資安、維運、稽核等工具設備資本支出 

(Capex) 

• 提昇IT資訊整體架構穏定運作與擴充彈性 (Opex) 

• 提供IT運作效能與資安防禦雙重需求 — 讓IT部門可

致力於激發企業數位轉型創新 

• IT 可以確保其混合雲和多雲基礎架構的安全性和合

規性，加快根本原因分析並降低運營成本 

 

於可視化市場佔有率第一達全球38% by     2020 



+ 片斷解決方案各自介接NPB將浪費
NPB與工具設備支出 (Capex) 

+ 無統一管理造成變動困難，浪費人力
時間 (Opex) 

+ 無法全網收容流量、東西向流量收容 

+ 加解密工作重覆投資 
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Why Silo? 
Not segmentation for different tools/solution 



Evolution of 

Network Visibility 
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Gigamon 效用說明- 現有資安架構已無法滿足Zero Trust Network需求 
各種Tool因介面數量、單機效能不足因應需求必須增生許多工具設備 

IPS 

ATP 

Forensics 

DLP 

SIEM 

WAF 

Firewall 

Routers 

Remote 

sites 

Spine  

switches 

Leaf 

switches 

Public 

cloud 

Internet 

Virtualized 

server farm 
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解決ZTN資安困難最佳建置 – Gigamon VAF 可視化平台 

IPS ATP NPM/APM DLP SIEM WAF 

API 串接式工
具(Inline) 

旁接式工
具(OOB) 

Firewall 

Routers 

Remote 
sites 

Spine  
switches 

Leaf 
switches 

Public 
cloud 

Internet 

Virtualized 
server farm 

V I S I B I L I T Y  A N A L Y T I C S  F A B R I C  可視化平台  

可辨識L2-L4甚至
L7應用層流量予以

過濾篩選 

Inline bypass介接
資安設備並可達
到無中斷服務 

流量一次加解密
分享給不同資安

分析設備 

容納實體、虛擬、
雲端等整體流量於
一體(Data lake) 

產出多樣化Metadata
提供SOC與鑑識設備

分析 



Constantly Evolving Infrastructure 

Hybrid- & Multi-Cloud 

92% of enterprises have a 

multi-cloud strategy, with  

$98B spent on IaaS alone 

Zero-Trust Security 

2/3 of Enterprises adopted 

or plan to adopt ZTA 

5G 

1B 5G connections by 2023,  

vs 10M in 2019 

IoT / OT 

56B IoT devices by 2025 

generating 73 ZB of data 

Next-Gen Datacenter 

1.8 DCs renovated per 

year per enterprise and 
network tools must keep up 
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Gigamon Hawk for 

the Hybrid-Cloud 



MULTI-CLOUD DEPLOYMENTS ​ 
 

1. Any Tech Stack 
 

 

• Reduce monitoring 
tools duplication減少
重覆工具建置 

TRAFFIC ACQUISITION 
 

2. Traffic Acquisition 
 

 

• Use Gigamon agent,  

or native mirroring, send to 
many tools ​使用Gigamon 

Agent或雲內建鏡像發送給
多個工具 

• Auto-scale out as 

workload grows workload
增生時可自動棋向擴展 

COST REDUCTION 
 

3. Traffic Optimization 
 

 

• Optimize traffic across zones 
and to tools ​優化跨區流量給不同
工具 

 

• Reuse expertise, and 
compliance tools 可利用暨有專
業人員與合規工具 

TRAFFIC INTELLIEGENCE 
 

4. Application Intelligence 
 

 

• Extract layer-7 intel from 
network traffic ​可針對流量以L7

辨識篩選出精確需要監看的部分 

 

• Detect shadow IT & crypto 
activities易於發覺Shadow IT與
挖壙程式 

VISIBILITY DEPLOYMENT 
 

5. GigaVUE Fabric Manager 
 

 

• Deploy using single UI, or 
orchestration tools 使用統
一管理介面進行部署與管理 

 

 

1 

2 

3 

4 
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Hybrid-Cloud Visibility 
with Gigamon 
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實體層全網可視化 

Inline 
Bypass 

+ Physical Placement 

▸ Passive Taps 

▸ Inline Bypass 

+ Logical Placement 

▸ SPAN ports 

▸ V Series 

+ Traffic Acquisition 

▸ Transparent – Bump in 
the wire 

▸ No IP address targets 

Firewall 

Routers 

Remote 

sites 

Spine  

switches 

Leaf 

switches 

Public 

cloud 

Internet 

Clients & 

Servers 

North-South 

Visibility 

East-West Visibility 

P P P P 

I I 

S S S S 

V V 

Load 

Balancer 
Server 

farm 

I 

DMZ  

Visibility 
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1. Decrypting TLS traffic on each tool is prohibitively expensive, and 

adds significant latency with inline tools每個工具自行重覆做加解密大幅

增加成本並增加工具延遲 

2. TLS 1.3 decryption is not possible for out-of-band tools旁接或工具無法

執行TLS1.3加解密 

Addressing the Challenges of Encrypted Payloads 

1. “Decrypt once and feed many” with centralized decryption集中式加解

密一次工具可分享多個工具設備 

2. Selectively decrypt inbound and outbound TLS flows對inbound與

outblound流量可選擇是否執行TLS加解密 

3. Increase efficiency, effectiveness, and coverage of security tools提高資

安工具效率、可用度與增加涵蓋範圍 

4. Feed both inline and out-of-band tools, including security and 

application performance可同時派送流量給inline與out of band工具設

備，增加資安與應用程式效能監測效能 

1 

2 

1 

2 

3 

4 
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加解密需求 - 未建置Gigamon前架構 

SiSi

Explicit Proxy 

with SSL 

decryption 

Firewall 

Core Switch 

Clients 

Internet 

INTRANET 

Branch 

Office 

Headquarter 

• Proxy+SSL加解密的限制: 

Client上網皆需經過Proxy，同時Proxy啟動加解密
功能，由於Proxy解密完的資料，無法再分給其他分
析工具在使用，也會分享Proxy相關的處理資源。 

 

• Gigamon的加值應用: 

當Gigamon 介接在Proxy下面，提供第二次加解密
功能，與下轄Clients做憑證置換動作，同時間分享
多份解密資料給不同工具設備加以運用 
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加解密需求 - 建置Gigamon後架構 

SiSi

Explicit Proxy 

with SSL 

decryption 

Firewall 

Core 

Switch 

Clients 

Internet 

INTRANET 

Branch 

Office 

Headquarter 

帶來效益: 
將Gigamon inline SSL介接在
Proxy後，可將一些不需要解
密的資料作線路上Bypass。 

 

同時間也避免非法的流量流經
過Proxy，在Gigamon中可將
其相關連線的封包逐一丟棄。 

APT 

Tool 

Network 

Forensics 

Tool 

Gigamon 

Packet 

Capture 

Tool 
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下轄使用者存取Internet加密網站且下載惡意檔案 
​連線至eicar.org加密的測試網站，除了連線時會置換憑證外，當下載惡意檔案時，透過Inline SSL加解密功
能，將解密後資料流經APT設備檢測外，同時複製已解密流量至側錄設備做事後數位證據的呈堂證供，使
企業內加密流量達全面可視性。 
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APT工具設備檢測解密後流量是否存在惡意行為!? 

解密後自定的
Port號為4400 

解密後附加檔案就可被
APT偵測判斷，此檔案
是否夾帶惡意檔案，並
可清楚檢視相關內容 
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側錄設備分析及還原解密後檔案是否存在惡意行為!? 
​透過inline SSL加解密功能處理後，側錄設備也可以針對相關加密的資料進一步分析及還原相關HTTPS
內容是否隱藏惡意行為並保留相關證據!! 

解密後附加檔案也可讓側錄
系統分析，此檔案是否為夾
帶惡意檔案，並可還原當下
使用者連網的相關內容 
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側錄設備分析及還原解密後檔案是否存在惡意行為!? 

​當從側錄設備下載相關還原的檔案時，Avast Anti-Virus檢測後，觸發病毒警報 

解密後自定的Port號
為4400並可看到相
關的URI內容 解密後附加檔案經過還

原內容後，被防毒軟體
偵測此為夾帶著病毒檔

案，產生告警 



1. Eliminate All Blind Spots 
• Access all traffic on each host, down 

to each VM, using either G vTAP or ESXi 
and NSX-T利用G-vtap或ESXi與NSX-T存取
每個主機上所有流量與虛擬主機 

 

2. Improve Security Posture 
• Ensure security tools see all appropriate 

traffic, whether as packets or as 
application and network metadata確
保工具設備可監看到所需流量、不論是
Packet、application或metadata 

 

3. Optimize Costs 
• Flow mapping and GigaSMART help 

remove irrelevant traffic利用Gigamon 
Flowmapping、GigaSmart功能去除不相
關流量減少工具浪費 

 

4. Streamline Operations 
• Auto-discover hosts and send traffic to 

tools using ”Automatic Target 
Selection” 利用Automatic target 
selection功能自動發現虛擬主機所在並將
相關流量送至該主機 

• Minimize manual efforts and errors 
through automation.透過自動化作業大
幅減少人工作業與人為錯誤 

 

1 

2 

3 4 

Private Cloud Visibility Benefits 
VMware 

20 
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全方位資安ACI架構示意圖 – Gigamon結合資安設備 

Visibility into private clouds 
Cisco ACI: Tool centralization with Gigamon Visibility Platform 

經由Gigamon與各種資安工具整合方案達到偵測異常流量並自動反制或導向之能力 

​Core (Nexus 7K) 

​Aggregation (Nexus 

5K,  

Catalyst 6K) 

​Access 

​Server farm 

Traditional Architecture 

• All tools  

are still 

connected 

 

• Fewer 

network 

touch points 

 

• Increased 

tool 

performance 

 

• Cost savings 

 

​Network 

Transformation 

​Spine (Nexus 9500) 

​Leaf  

​(Nexus 9300) 

​Virtualized 

Server farm 

​(USC) 

New ACI Architecture 

GigaVUE-FM 

Inline 

Bypass 

 

SSL 

Decryption 

 

NetFlow 

Generation 

 

Application 

Filtering 

 

Header 

Stripping 

Powered by 

GigaSMART®  
​V

is
ib
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rm
 

  

Centralized tools 

APM 

​VM Traffic 

​VXLAN-6000 

​VXLAN-5000 

​De-cap VXLAN 

​NetFlow/IPFIX 

REST APIs 

Closed Loop Monitoring 

HYPERVISOR 

vM VM 

GigaVUE-VM 

Network Transformation through Software-Defined Visibility 

G-TAP BiDi 

(40Gb) 

CEM 

Security 

NPM 

NDR 
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Gigamon Hawk VAF平台 - 在OT環境的數據轉型 
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Gigamon 公眾雲可視化 
VPC  
10.0.0.0/24 

   VPC  
192.168.0.0/22 

   VPC  
10.0.1.0/24 

+ Traffic sourcing options 

▸ G-vTap, TaaS: for EC2 

▸ Tunnel as Source: varies by 

vendor 

+ V Series cloud based NGPB 

▸ Traffic aggregation, processing, 

transformation and delivery 

▸ Auto-scaling 

+ Fabric Manager 

▸ High degree of orchestration  

and automation 

▸ Auto-provisioning 

Internet 

Gateway 

Private  
Subnet 

192.168.0.0/24 

Private  
Subnet 

192.168.1.0/24 

Private  
Subnet 

192.168.2.0/24 

   VPC  
172.16.0.0/24 

Public Subnet 
Public IP x.x.x.x 
10.0.0.0/24 

NAT 

Firewall 

Private  
Subnet 

10.0.1.0/24 
DMZ/Web 

Servers 
Load 

Balancer 

Private  
Subnet 

172.16.0.0/24 

WAF 

IPS/Inline 

Security Device 

“Cloud  

SPAN” 

App 

Servers 

DB 

Servers 

Misc. 

Servers 

G-vTap Sourcing 

Tunnel 

Sourcing 

AWS TaaS Sourcing 

GigaVUE-FM 
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Hybrid Cloud+Inline+OOB內外網連結鏈 

整合Hybrid Cloud + Inline + out-of-band = 全網最佳防護方案 

INLINE 

OUT-OF-BAND 

Inline SSL 
Encryption

SourceFire
IPS

Imperva 
WAF

Inline SSL 
Decryption

Firewall

Switch Forensics APM DLP SIEM IDS CEM NPM

TAP

TAP

SPAN

SPAN

FireEye
ATP

Decrypted Zone



Demo For VAF 可視化平台 

25 



26 

SSL Decryption for NGFW 



Thank You 


