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Ransomwaretsd x5
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37% S$570k 130

Global organizations were the victim of Average ransomware payment Different ransomware strains detected
ransomware 1n 2021 per day 1n 2021 since 2020
(up 82% since 2020)
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Why Silo?

Not segmentation for different tools/solution

The Silo Problem

E 3
radltional silos getting in the way?
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Evolution of
Network Visiblility



Gigamon A& - A=

HAETOOIN M HEE

WAF

DLP

SIEM

e e NE T’?@

)—‘—rjjlj

Remote

sites

Firewall

Internet

a4t omn IE Zero Trust NetworkzE sk
SRR S T L

Public
cloud

—

}ut{ —)I(— — —)I(—
] |
| S
Spine=—— & &«
switches e >
7z
Leaf = &« &« &«
o switches > > > | -
(o)
. . —l — [l s
artualized - g —= [— —=
—l sl [ —l

IPS

ATP

Forensics



RTINS R HA R E - Gigamon VAF w[#i (b5

Internet
Remote Public
sites cloud — @ E; o % @
[T1 T T @ WAF ATP IPS SIEM DLP NPM/APM
Firewall :L: :L: %%Eﬁl %j%:_ﬁtl
—= — H (Inline) H(OOB)
rovters VISIBILITY ANALYTICS FABRIC T I{EFE &
Spine
switches
1
/ ! % N
Leaf e:" """" [& (& — - __
switches L ' .— > T ':
Vintvalzed 2 , I ' BB - E5 - %43 {EMetadata TTHHBLI-LAEE R Inline bypass7T %
S UIAI @ i mﬁﬂ“ﬁ%*“ﬁ MER ?mﬁiSOCE—ii MEktE LTERAERETF E B R )=

—B&(Data lake) CaXiil BB R Bl = ch AR 75




Constantly Evolving Infrastructure

° -E?R:RF;:: §~ FIREWALL =}
oAl eE I, Hybrid- & Multi-Cloud 5G
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Hybrid-Cloud Visibility

with Gigamon
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MULTI-CLOUD DEPLOYMENTS  TRAFFIC ACQUISITION COST REDUCTION TRAFFIC INTELLIEGENCE VISIBILITY DEPLOYMENT

* Reduce monitoring + Use Gigamon agent, Optimize traffic across zones + Extract layer-7 intel from « Deploy using single Ul, or

tools duplicationj/» or native mirroring, send to and to fools{B EEE R =451 network fraffica] ¢t ¥R = LAL7 orchestration tools fii FH4%t
HETHEE many toolsf H Gigamon TH Wk ET AR BBV E — B T R
AgenteZE NSRS LG
%A TH Reuse expertise, and Detect shadow IT & crypto
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+ Physical Placement
» Passive Taps

> Inline Bypass
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» SPAN ports
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Addressing the Challenges of Encrypted Payloads
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| Encrypted flows
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Decrypting TLS traffic on each tool is prohibitively expensive, and
adds significant latency with inline tools&E T E. 3 17 & & i Kig

FE B A N T B A

TLS 1.3 decryption is not possible for out-of-band toolsszfzak T H i)k
ENTTLS 3N

“DecrypT once and feed many” with centralized decryptionf =
RLE A Z 2 T e
Selec’nvely decrypt inbound and outbound TLS flows¥#finboundEi

outblound i & A] BEFEE T TLS Nk &

Increase efficiency, effectiveness, and coverage of security toolstg =&
Z T B ~ ] F B vk 25 i ]

Feed both inline and out-of-band tools, including security and
application performance\] [E i)k £ m4ainlineEiout of bondI 3%

5+ B IE L B P AR FURaE B HIRaE




N TESK - EEQ%EGIgomO 287

Internet

* Proxy+SSLNf##ZHIRR
Client 48 E&K#EProxy » [EFProxy @&

s E— . IHEE » EHProxyfBEseVER! » EEEFE TG H M S

| T LRI » &= Proxy HBIHVEREER -

I
: « GigamonHYIMEFEF:

| ‘EGigamon S EEfEProxy N » $REESE ZXINEE
l IhRE » BT EEClientsiURSERIE - FRRTE
| SR Ert e E TR AEIMER

Headquarter
[
Explicit Proxy Core Switch
with SSL
decryption

B NTRANET

l Branch
B e

\

&E/ Clients

-



ISR - HEEGigamonié 42t

Internet

Headquarter

(= b

Explicit Proxy
with SSL
decryption

Switch

=l Office

e
| BE/ &E/ @E/ Clients

Network
Forensics
Tool

Packet
[.] Capture
Tool

T RS

#FGigamon inline SSLA M 84E
Proxyf » ai—E R BT
HHIERHE4RES_EBypass -

[EJ Ry [ & e IR R B A

, #BProxy - FEGigamon HrE[j#

HAHB BRIV AR —EZE -



Tﬁ%@ﬁﬁ%@ﬁzlnTemeTﬂM%%izéﬂ N E R

@,%?:zéeicar orgMNZ B RIFN AL -

15 B 218 B R A APT 2% #5488 8 b
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© PChome BB =

€ P> © & wwweicarorg/B5-1
S BRPER D MalcOde Dotabase 88 HFS/ > Lastline - The Last Li

tps//secure ewcar.orgleicar comtxt

8 Cownload *EICAR - Ewo; X -

-Download htry

INTERDISZIPLINARE
FACHTAGUNG
AUTONOMES FAHREN
28.11.2017-28.11.2017

Am 28.11.2017 findet imn Lichthof des
Welfenschiosses der Gottfried

Wilhedm
Leibniz Universitat ...
» read more

BE UP TO DATE

RSS FEED  ——
Order eicar news and
events as r3s feed.

EICAR News EICAR Events

R 1B ARG E %Tﬁfaﬁ“% = NEREIERE - &8Inline SSLINEE
FREREHREREEMFEENSREUSEBENEZEREH

1))

(£

0 ¢ Qwe B8 $ & O ¢

2 vouTube il Yohoom®m Network Monitoning.. * PChome @ = §l Download * EICAR - — NIKSUN

NAILE VWIS U UL MY LTI L IR WTAELS G5 FEEM VI R EREILAANRE - WA LB 3 TR REVE A e
‘wirus' in the single 2ip archive and may be even in the double 2ip archive. Once detected the scanner might not allow
YOU any access to the file(s) anymore. You might not even be allowed by the scanner to delete these files. This is
caused by the scanner which puts the file into quarantaine. The test file will be treated just likke any other real virus
infected file. Read the user’s manual of your AV scanner what to do or contact the vendor/manufacturer of your AV
scanner.

IMPORTANT NOTE

EICAR cannot be held responsibie when these files or your AV scanner in combination with these files cause any
damage 1o your computer. YOU DOWNLOAD THESE FILES AT YOUR OWN RISK. Download these files only if you
are sufficiently secure in the usage of your AV scanner. EXCAR cannot and will not provide any help to remove these
files from your computer. Piease contact the manufacturer/vendor of your AV scanner to seek such help.

Download area using the standard protocol http

eicarcom eicarcom.txt eiKar_com.2ip eicarcom2.zip
68 Bytes 63 Bytes 184 Bﬂes 308 Bytes
Download area using the secure, SSL enabled protocol https

eicar.com eicarcom.txt eicar_com.2ip eicarcom2.zip
68 Bytes 68 Bytes 184 Bytes 308 Bytes

How to delete the test file from your PC

We understand (from the many emails we receive) that it might be difficult for you to delete the test file from your
PC. After all, your scanner believes it is a virus infected file and does not allow you 10 access it anymore. At this point
we must refer to cur standard answer concering support for the test file. We are sorry 1o tell you that EICAR cannot
and willl not provide AV scanner specific support. The best source to get such information from is the vendor of the
tool which you purchased,

Please contact the suocort oecole of vour vendor. Thev have the reguired expertise 1o helo vou In the usase of the
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Access all traffic on each host, down
to each VM, using either G vTAP or ESXi
and NSX-TFI|F G-vtap e ESXiBENSX-T{ZEL
8 F 1% _ERTA R = B 5 T

Ensure security tools see all appropriate
traffic, whether as packets or as
application and network metadatafg
R LEH S EEIFTFAR - N
Packet ~ applicationgimetadata

Flow mapping and GigaSMART help
remove irrelevant traffic]f Gigamon
Flowmapping ~ GigaSmartIhgs A FH
R D TEIRE

Auto-discover hosts and send fraffic to
tools using "Automatic Target
Selection” F|FAutomatic target
selectionIf&E A B8 P iE it T FTE#F
R EX 2% Tk

Minimize manual efforts and errors
through automation.z&#& H#{LIEFE A
e > N TAESEEL A Fyblian
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Visibility into private clouds

Cisco ACI: Tool centralization with Gigamon Visibility Platform
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+ Traffic sourcing options
» G-vTap, TaasS: for EC2

» Tunnel as Source: varies by
vendor

+ V Series cloud based NGPB

» Traffic aggregation, processing,

transformation and delivery
GigaVUE-FM

» Auto-scaling

+ Fabric Manager

> High degree of orchestration
and automation

» Auto-provisioning
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Hybrid Cloud+Inline+OOBA ¥ Mg E 4

# & Hybrid Cloud + Inline + out-of-band = & 485 FE5:E 5%
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SSL Decryption for NGFW
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