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“用零信任策略對抗勒索軟體威脅”
M-22-09 Federal Zero Trust Strategy (whitehouse.gov)

https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf


重大資安事件回顧



2021資安三大事件

#SupplyChain

#Ransomware

#SupplyChain
#Ransomware



REvil駭客集團



2021 年 5 月 7 日，DarkSide 勒索軟體攻擊 Colonial Pipeline導致運營中斷和美國
東岸 45% 的燃料短缺。此為目前對美國關鍵基礎設施最大的公開攻擊，影響七個
機場，讓美國政府宣布進入緊急狀態。

駭客聲稱取得了 100 GB 的資料，並要
求支付 75 顆比特幣（約 440 萬美元）。

Colonial Pipeline 為了恢復運營支付贖
金，後續與執法部門合作，成功追回了
64 顆比特幣。





勒索軟體相關數據



The State of Ransomware 2022 | Sophos Ransomware Report

https://www.sophos.com/en-us/whitepaper/state-of-ransomware
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勒索軟體發展趨勢



Ransomware: Understanding & Avoiding Ransomware Attacks (avertium.com)

https://www.avertium.com/a-comprehensive-guide-to-ransomware




駭客犯罪組織DarkSide，使用了勒索軟
體即服務(ransomware-as-a-service, 
RaaS)。

因為任何人都可以通過暗網取得RaaS，
這對整個經濟和社會的關鍵組織與企業
構成莫大風險。



Ransomware Spotlight Report 2022: Through the Lens of Threat and Vulnerability Management (cybersecurityworks.com)

T1036: Masquerading - Defense Evasion
T1083: File and Directory Discovery - Discovery
T1548: Abuse Elevation Control Mechanism -
Privilege Escalation, Defense Evasion
T1134: Access Token Manipulation - Defense Evasion,
Privilege Escalation

T1566.001: Spearphishing Attachment - Initial Access
T1566.002: Spearphishing Link - Initial Access
T1566.003: Spearphishing via Service - Initial Access 

https://cybersecurityworks.com/resources/whitepapers/ransomware-spotlight-report-2022-through-the-lens-of-threat-and-vulnerability-management.html


Crimeware Trends | Ransomware Developers Turn to Intermittent Encryption to Evade Detection - SentinelOne

LockFile ransomware’s box of tricks: intermittent encryption and evasion – Sophos News

LockFile ransomware encrypts every 16 bytes of a file. 
Intermittent encryption helps the ransomware to evade 
detection by some ransomware protection solutions 
because an encrypted document looks statistically very 
similar to the unencrypted original.

https://www.sentinelone.com/labs/crimeware-trends-ransomware-developers-turn-to-intermittent-encryption-to-evade-detection/
https://news.sophos.com/en-us/2021/08/27/lockfile-ransomwares-box-of-tricks-intermittent-encryption-and-evasion/


Ransomware Spotlight Report 2022: Through the Lens of Threat and Vulnerability Management (cybersecurityworks.com)

• 3.5% 被勒索軟體惡用的漏洞無法被掃描工具發現

• 1.5% CISA列舉已知被惡用漏洞無法被掃描工具發現

https://cybersecurityworks.com/resources/whitepapers/ransomware-spotlight-report-2022-through-the-lens-of-threat-and-vulnerability-management.html


Security is One or Zero!



需要導入零信任策略



什麼是零信任?

Trust, but Verify….

Never Trust, Always Verify!

“Zero trust is a cybersecurity paradigm focused on 
resource protection and the premise that trust is never 
granted implicitly but must be continually evaluated. “



https://www.nist.gov/blogs/taking-measure/zero-trust-cybersecurity-never-trust-always-verify



https://www.wwt.com/article/what-is-zero-trust

Zero Trust is (not) new!



零信任不是一天造成的!

► 經濟產業省與金融廳陸續發布文件導正經常被誤解的“零信任”

CASB: Cloud Access Security Broker
CSPM: Cloud Security Posture Management
EDR: Endpoint Detection and Response
EMM: Enterprise Mobility Management
IDaaS: Identity as a Service
IRM: Information Rights Management
SASE: Secure Access Service Edge
SDP: Software Defined Perimeter
SWG: Secure Web Gateway
SOAR: Security Orchestration, Automation and Response
UEBA: User and Entity Behavior Analytics

ゼロトラストという戦術の使い方：IPA 独立行政法人情報処理推進機構

https://www.ipa.go.jp/icscoe/program/core_human_resource/final_project/zero-trust.html




WEF_The_Zero_Trust_Model_in_Cybersecurity_2022.pdf (weforum.org)

2022

https://www3.weforum.org/docs/WEF_The_Zero_Trust_Model_in_Cybersecurity_2022.pdf


導入零信任資安的最大理由是?

2021 Zero Trust Market Dynamics Survey - Zero Trust Edge

https://www.zerotrustedge.com/2021-zero-trust-market-dynamics-survey/


CISA零信任成熟度模型

Zero Trust Maturity Model | CISA

https://www.cisa.gov/zero-trust-maturity-model


2021 Zero Trust Progress Report | Ivanti

導入零信任的優先事項

https://www.ivanti.com/lp/security/reports/zero-trust-progress-report




Security Architecture with Zero Trust strategy

Source: IBM



10 Ways a Zero Trust Architecture Protects Against Ransomware | Zscaler

防止外洩

預防破口

EPP端點防護
MDM手機防護
SWG安全上網

MFA多因子驗證
資安意識

防止橫向移動

網段微切割
EDR端點偵測回應
PAM特權帳號管理
UEBA使用行為分析
SIEM/SOC事件監控
SOAR自動協作應變

防止外洩

CASB雲端代理
3-2-1資料備份

IR事件應變
DF數位鑑識

以零信任策略布建資安防護架構 –對抗勒索軟體威脅

https://info.zscaler.com/resources-ebook-zero-trust-against-ransomware


資安韌性



Thank you!




