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Caesar Cipher U4 o 5

* Gaius Julius Caesar (100 BC — 44 BC)
- BHFTREFHIGATA

e Caesar Cipher
o 445 (Encode) :A<>0,B1,..,Y 24,725
 BA T (Plaintext) : SPY (18 15 24)
e B X (Ciphertext) : VSB (21 18 1)
 #m % (Encryption): c=p+3 mod 26
« 2% (Decryption): p=c—3 mod 26
o F4&x (Key): k=3
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Symmetric Cryptosystem ¥ #% %5 2§ & 44

/ Encrypt ﬁﬂ’i‘?\
1r

Plaintext 89 Symmetric Key oo Ciphertext % X

\Decrypt [

AES (Advanced Encryption Standard), DES (Data Encryption Standard)

Sine) o iThomé
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Rt ‘
Private Key > Public Key
IE ¥ B 3
o REONBERAKNZ AR BT H A
o HHZ A : RSA

® %ﬁ Hi%f%; . DHKE (Diffie-Hellman Key Exchange), DSA (Digital Signature
Algorithm), ECDH -f’ji- ECDSA %P— ECC (Elliptic Curve Cryptosystems)
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Public-Key Cryptosystem YN Qa5 )

Encrypt Az %

1r

Plaintext 81 X
Public Key 245 @

Private Key #4& (o

U Ciphertext & X

J
B¥)

Decrypt #%*
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Digital Signature 243 % =

Message 3R &

Private Key #4048 P

Public Key 2>43 (o

o

Signature %

Verify B& 3
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2 F (Quantum)
* =T ADEZFEBARBR YR OE R
s [ =7 EFAE > AR TaARAE 4K

C EMBEZELERDATHHGAAEE > AT
AR (BTEH) > ZAREEMA (BT
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2 Jm (Superposition)

* B BB AR TRERAT ZRE T 6 A AR
BRSSP A 18 2 T AE ML A9 4L &

Bit 4 T Qubit = F1 T
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Bit 13z 7T

https://en.wikipedia.org/wiki/Qubit



https://en.wikipedia.org/wiki/Qubit
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+ F % #Z (Entanglement)

o —HREAXMNERNET > MBEEETEMHZE LT E > =R
H—Bp V] BE T 5 —H 694K A&

© BEAE AAEEZ A
« %%ﬁi é’ﬁ %@EE'VF }EH ’

(SpOOkY action at a diStClﬁCC) measurement

6 ¢
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+ F 31 5 (Quantum Computing)
s ATy [FFE) B TETHGE) Bhh R AT

AR g AL
1% 4. E R4 : 4 bits & Z FEHS - 4 qubits
16 FEAK AR T B — =K FIEF IR FE 16 FEK f&

0000 0001 0010 0011

0100 0101 0110 0111 OO0 0O 0

1000 1001 1010 1011

1100 1101 1110 1111
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Shor’s Algorithm

« Peter Shor (AT&T's Bell Labs) 1994 230,848 Bk » &
R B I R 89 KILAE (large scale, 2000+ qubits)
BRAETEH  THABRSARENGERZSKL

o & ¥ F & R#MAT Shor o Dicacto Logaitms on & Qi Compater
F B 2001 £ o
IBM &9 /-qubit - k) e el e ey e et o i

true when quantum mechanics is taken into consideration. This paper considers
factoring integers and finding discrete logarithms, two problems which are generally

((( \ 7‘7 thought to be hard on a classical computer and which have been used as the basis
/ X of several proposed cryptosystems. Efficient randomized algorithms are given for
ﬂ these two problems on a hypothetical quantum computer. These algorithms take

a number of steps polynomial in the input size, e.g., the number of digits of the
integer to be factored.
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Grover’s Algorithm

c Grover = FEE R BEMmMAHBATH L%
A RE LR —F 0 /8R4 RSA/ECC / DHKE
W% 18 X BF Rl A% Shor J8 B 7Rk AR 2 B F B 3\

c EmEHBEXNEL ETHELIRAERRE
5] 4a AES-256 15K 128 L Lty & F 2252
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Intel's 49-qubit
chip “Tangle-Lake”
January 2018

IBM’s 50-qubit
quantum computer

November 2017 ¥

Google’s 72-qubit
chip “Bristlecone”
March 2018
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IBM's 53-qubit
Quantum Computer
October 2019

System Onel cis

. Rl s o ,.'f,‘_-n
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+ F % # (Quantum Supremacy)

c U TEM AR —RER > mFZE LR FVUEN
a4 (BB & “‘ﬁ/\ijﬂﬂn*“%ﬁ W R
e Google 2% 3| & T F 4

CEO Sundar Pichai with one of
Google's quantum computers

in the Santa Barbara lab.
October 2019

https://news.cgtn.com/news/2019-10-24/Google-unveils-quantum-
computer-breakthrough-critics-say-wait-a-qubit-L2NImoZVMA/index.html

2. - iThomé"™



https://news.cgtn.com/news/2019-10-24/Google-unveils-quantum-computer-breakthrough-critics-say-wait-a-qubit-L2NlmoZVMA/index.html
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o &5 T % FE Post-Quantum Cryptography
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PQC & = F % 5%
« B ETFEHAZE (PQC, Post-Quantum Cryptography)
XBIRETFEH/S  LRKEHEN AR
EPIAR TR E T EHAB N TS A K

o REHEFEHHZ (QC, Quantum Cryptography)
X = T % 48 7 B (QKD, Quantum Key distribution) >
BRETFTEBRPLERAAA CKEEE > FMREET
NE o BEEBA N e LR ETEBNAE LRI
RS 2
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* Given a basis B = {bq, by, ..., b} Wwhere b; € R"
e Lattice is a discrete subgroup of R":
A(B) = BZ" = {Y* . m;b; | m; € T}
e Shortest Vector Problem (SVP) :
Find a shortest x € A(B) \ {0}
* Closest Vector Problem (CVP) :
Find a closest x € A(B) to a giveny € R"

Lattice basis reduction :

Given a “bad” basis, find a “good” basis such that SVP or CVP is easier
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President Biden Signed Memo

CHANGE

PY Joe Biden' USA THE WHITE HOUSE

president, signed . s
National Security Memorandum on
memorandum to

Promoting United States Leadership
combat quantum

in Quantum Computing While
computing threat Mitigating Risks to Vulnerable
with PQC

Cryptographic Systems

MAY 04, 2022 - STATEMENTS AND RELEASES

https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-

leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/

https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3020175/president-biden-signs-memo-to-combat-quantum-computing-threat/
s o iThomé



https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3020175/president-biden-signs-memo-to-combat-quantum-computing-threat/
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HERERRTR, HEEEIREFER LRIREM

= = LA 4 1 E 2N AFZXES 7B | HEEUS - BTN BT S 2 B I T = 7 A IEES = 45
ZSEEGESHR IEENREEFENNE 1 EBERERR T RBF2GABEIINEFNTEELS

G

£ B 484 7F & (Joe Biden) A = (5/4) % # — B £ % & # %4k (National Security Memorandum -
NSM) > #5~ £ B AR NEF B MFZ Le E E 3y > BT EREBUFHMELBH G X
B FEBAGEBRINETHEBRLLAAL  REFEZEHESHK TR TEREHERH X
BBRIIGET > HMEFE  SRRBIERFZABEA TR R > AR AR EFE Loy
AW EVARSIANREZLEAEZTERAE TERAMLZ LRFRFES -

Ao HEETFTEFERMROBAHLRSFABRZZ 2T ROER > B AT R RIUTE
oA 88 5k 2 F L8 (Cryptanalytically Relevant Quantum Computer * CRQC) » #4324 A

RAARE B 2IREBAL 2 SRPATIER B N EH > —ECRQCH# A » TRRAARMEER 098
Mo BIRERAR TN BERIE A% DHBBREBEANEHZ LB HOEEHT -
AT PFHERAEETER LR FRSABLR R  AREFEAREFARATETER > Aoy
ZHHBAENEBLLESINTHRETELNEBEL AL -

https://www.ithome.com.tw/news/150797

.. ITho.
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New Standards Developed by NIST

& C @& nist.gov

E= An official website of the United States government Here’s how you know

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE

e Since 2015, NIST has been working with experts from around
the world to develop new Post-Quantum Cryptography (PQC)
standards that will work with our current computers — while
being resistant to future quantum machines

https://csrc.nist.gov/Projects/post-quantum-cryptography



https://csrc.nist.gov/Projects/post-quantum-cryptography
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NIST PQC Standardization Timeline

* Aug. 2016 — Draft submission requirements & evaluation criteria

CYBERSEC 2022 9,20..-922.. 4 ) ( CHANGE

* Nov. 2017 — Deadline for submissions (69 algorithms)
* Jan. 2019 — 2"d Round announced (26 algorithms)
e Jul. 2020 - 3@ Round announced (7 Finalists and 8 Alternates)

 Jul.5,2022 - Announcement of Candidates (4 algorithms) to be
Standardized and 4% Round Candidates (4 algorithms)

e 2023-2024 — Draft standards available

https://csrc.nist.gov/projects/post-quantum-cryptography/post-quantum-cryptography-standardization



https://csrc.nist.gov/projects/post-quantum-cryptography/post-quantum-cryptography-standardization
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Algorithms to be Standardized

Public-Key Encryption/KEMs Digital Signatures
CRYSTALS-KYBER @ CRYSTALS-Dilithium @
FALCON @
SPHINCS' @ Hash-based

Latttice-based

Candidates advancing to the Fourth Round

Public-Key Encryption/KEMs Digital Signatures

BIKE o

Classic McEliece @ Code-based
HQC - Supersingular Isogeny
SIKE @ (broken)

https://nvilpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8413.pdf



https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8413.pdf
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4= AL &5 4% Structured Lattices
+ Kyber Zo[x]/(x*°° 4+ 1)  q=3329=13x28+1
 Dilithium Z,[x]/(x**® +1) q=8380417 =223 21311

* Falcon Zo[x]/(x*° 4+ 1)  g¢=12289=12x210+1
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Encapsulation

Kyber

KEM : Key
Encapsulation
Mechanism

Encryption

Decapsulation

Decryption Encryption




Candidate

Claimed Security Public key

Private key Ciphertext

KYBER512 Level 1 800 1632 768
KYBERT768 Level 3 1184 2400 1088
KYBER1024 Level 5 1568 3168 1568
Classic McEliece348864 Level 1 261120 6492 128
Classic McEliece460896 Level 3 524160 13608 188
Classic McEliece6688128 Level 5 104992 13932 240
Classic McEliece6960119 Level 5 1047319 13948 226
Classic McEliece8192128 Level 5 1357824 14120 240

Level 1 1540 280 1572
BIKE Level 3 3082 418 3114

Level 5 5122 580 5154
HQC-128 Level 1 2249 40 4481
HQC-192 Level 3 4522 40 9026
HQC-256 Level 5 7245 40 14469
SIKEp434 Level 1 330 374 346
SIKEp503 Level 2 378 434 402
SIKEp610 Level 3 462 524 486
SIKEp751 Level 5 564 644 596

Table 1: Key and ciphertext sizes (in bytes) for the KEM candidates.




Candidate

Claimed Security Public key

Private key  Signature

Level 2 1312 2528 2420
Dilithium Level 3 1952 4000 3293

Level 5 2592 4864 4595
FALCON-512 Level 1 897 7553 666
FALCON-1024 Level 5 1793 13953 1280
SPHINCS™-128s Level 1 32 64 7856
SPHINCS™-128f Level 1 32 64 17088
SPHINCS*-192s Level 3 48 96 16224
SPHINCS*-192f Level 3 48 96 35664
SPHINCS™-256s Level 5 64 128 29792
SPHINCS*-256f Level 5 64 128 49856

Table 2: Key and signature sizes (in bytes) for the signature candidates.




Candidate Claimed Security Key generation Encapsulation Decapsulation
KYBER512 Level 1 33856 45200 34572
KYBERT768 Level 3 52732 67624 53156
KYBER1024 Level 5 73544 97324 79128
Classic McEliece348864 Level 1 46526112 43832 134184
Classic McEliece460896 Level 3 158155696 115540 270856
Classic McEliece6688128 Level 5 458561448 149080 322988
Classic McEliece6960119 Level 5 330214944 159116 300688
Classic McEliece8192128 Level 5 409854088 177480 325744
Level 1 600000 220000 2220000
BIKE Level 3 1780000 465000 6610000
Level 5
HQC-128 Level 1 83000 197000 349000
HQC-192 Level 3 200000 456000 740000
HQC-256 Level 5 400000 887000 1478000
SIKEp434 Level 1 5927000 9681000 10343000
SIKEp503 Level 2 8243000 13544000 14415000
SIKEp610 Level 3 14890000 27254000 27445000
SIKEp751 Level 5 25197000 40703000 43851000

Table 3: Runtime benchmarks (in cycles) for the KEM candidates.




Candidate Claimed Security Key generation Signing  verification

Level 2 124031 259172 118412
Dilithium Level 3 256403 428587 179424

Level 5 298050 538986 279936
FALCON-512 Level 1 19872000 386678 82339
FALCON-1024 Level 5 63135000 789564 168498
SPHINCS*-128s Level 1 84964790 644740090 861478
SPHINCS*-128f Level 1 1334220 33651546 2150290
SPHINCS™*-192s Level 3 125310788 1246378060 1444030
SPHINCS*-192f Level 3 1928970 55320742 3492210
SPHINCS*-256s Level 5 80943202 1025721040 1986974
SPHINCS*-256f Level 5 5067546 109104452 3559052

Table 4: Runtime benchmarks (in cycles) for the signature candidates.
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 ECDSA Key Extraction from Mobile Devices: Fully extract secret
signing keys from OpenSSL and CoreBitcoin running on iOS devices

https://www.tau.ac.il/~tromer/mobilesc



https://www.tau.ac.il/~tromer/mobilesc
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Virtual Workshop on Considerations in Migrating to Post-Quantum Cryptographic Algorithms
Wednesday, October 07, 2020

Post-Quantum Crypto Transition for
Global Financial Institutions

National Institute of ~ 5 {0 N
NIST s JPMORGAN CHASE & Co. [

https://www.nccoe.nist.gov/sites/default/files/2021-10/6-Yassir-NIST-%2020200819-8.pdf
https://www.nccoe.nist.gov/get-involved/attend-events/virtual-workshop-considerations-migrating-post-quantum-cryptographic/post-workshop-materials



https://www.nccoe.nist.gov/get-involved/attend-events/virtual-workshop-considerations-migrating-post-quantum-cryptographic/post-workshop-materials
https://www.nccoe.nist.gov/sites/default/files/2021-10/6-Yassir-NIST-%2020200819-8.pdf

Reference PQC Transition Timeline

NIST PQC standard finalized PQC rolloutcomplete Conventional crypto deprecation

2o < L

Identify high-risk data

Data Inventory Protect high-risk data

Establish crypto Identify crypto

agility standard _agility solution Mandate crypto agility

PQC prepa ration Vendor technology evaluation

Vendor PQC roadmap survey

Establish PQC standard

Security protocol standardization

>
>

PQC Adoptlon Enforce crypto agilityand PQC PQC rollout

High-risk data Moderate-risk data Low-risk data

Conventional Crypto Deprecate conventional
Deprecation cryptography

H—

2024 https://www.nccoe.nist.gov/sites/default/files/2021-10/6-Yassir-NIST-%2020200819-8.pdf



https://www.nccoe.nist.gov/sites/default/files/2021-10/6-Yassir-NIST-%2020200819-8.pdf
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52 78 #5 3% Cryptographic Agility

* Crypto-Agility is a practice paradigm in designing information
security protocols and standards in a way so that they can support
multiple cryptographic primitives and algorithms at the same time

* A security system is considered crypto-agile if its cryptographic
algorithms or parameters can be replaced with ease and is at least

partly automated

 The impending arrival of a quantum computer that can break
existing asymmetric (public-key) cryptography is raising awareness
of the importance of cryptographic agility

https://en.wikipedia.org/wiki/Cryptographic agility



https://en.wikipedia.org/wiki/Cryptographic_agility
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Project: Migration to PQC

National Institute of : g :
NATIONAL CYBER CURITY
Standards and Technology ENTER OF ¢ ELLENCI
U.S. Department of Commerce

NIST @_NCCDE

MIGRATION TO POST-QUANTUM
CRYPTOGRAPHY

The National Cybersecurity Center of Excellence (NCCoE) is collaborating with stakeholders in the
public and private sectors to bring awareness to the challenges involved in migrating from the current
set of public-key cryptographic algorithms to quantum-resistant algorithms. This fact sheet provides
an overview of the Migration to Post-Quantum Cryptography project, including background, goal,
challenges, and potential benefits.

https://www.nccoe.nist.gov/sites/default/files/2022-06/Migration-to-PQC-05-16.pdf



https://www.nccoe.nist.gov/sites/default/files/2022-06/Migration-to-PQC-05-16.pdf
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Prepare for a New Cryptographic Standard to CYBERSECURITY RE@
Protect Against Future Quantum-Based Threats SECURITY AGENCY 1l

Original release date: July 05, 2022
¢ Inventorying your organization’s systems for applications that use public-key cryptography.
Testing the new post-quantum cryptographic standard in a lab environment; however, organizations should wait until the
official release to implement the new standard in a production environment.
Creating a plan for transitioning your organization’s systems to the new cryptographic standard that includes:
o Performing an interdependence analysis, which should reveal issues that may impact the order of systems transition;
o Decommissioning old technology that will become unsupported upon publication of the new standard; and
o Ensuring validation and testing of products that incorporate the new standard.
Creating acquisition policies regarding post-quantum cryptography. This process should include:
o Setting new service levels for the transition.
o Surveying vendors to determine possible integration into your organization’s roadmap and to identify needed

foundational technologies.
Alerting your organization’s IT departments and vendors about the upcoming transition.
Educating your organization’s workforce about the upcoming transition and providing any applicable training.

https://www.cisa.gov/uscert/ncas/current-activity/2022/07/05/prepare-new-cryptographic-standard-protect-against-future-quantum

.. IThomé"



https://www.cisa.gov/uscert/ncas/current-activity/2022/07/05/prepare-new-cryptographic-standard-protect-against-future-quantum

EHENISTZAIRPQCEEELNE, ECISARZBIZIIFSKER

XEINISTESETRY) A% fE—HAEEEFZIER (PQC) REMNINEE L - BERERTI2024F 1
yl - (BRCISAERNISTRZE - ERAERENERARMER » WiIRE/AKERBIRJHRKE - EXMNE
mRMNEALBEBNAS  URFIEPQCEAE - REEBLBIRN AL - AEHEIHZRTER LI

X/ BIEE | 2022-07-13 B

XEHFERKRAEGEFHREEE - WEHHERAES
T - BEEFEENER  ARTBRAAZEHIRSTRARHIE -

#REENISTREEFFINRE BEEZEOSENERE  SEEFTRBEWIFHER -

EEREREEANEE - DIRERREAPTRETA - THESENEEXCHETEEUT -
HEBRATESER  ERAX LR ESERARER AR D

https://www.ithome.com.tw/tech/151925
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