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資訊安全

密碼學
加解密

簽驗章

雜湊
量子電腦
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Caesar Cipher 凱撒加密
• Gāius Jūlius Caesar (100 BC – 44 BC)

• 羅馬帝國軍事與政治領導人
• Caesar Cipher

• 編碼 (Encode) : A « 0, B « 1, …, Y « 24, Z « 25
• 明文 (Plaintext) : SPY (18 15 24)
• 密文 (Ciphertext) : VSB (21 18 1)

• 加密 (Encryption) :  c = p + 3 mod 26
• 解密 (Decryption) :  p = c - 3 mod 26

•密鑰 (Key) : k = 3
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Symmetric Cryptosystem 對稱密碼系統

Plaintext 明文 Ciphertext密文

Encrypt 加密

Decrypt 解密

Symmetric Key 

AES (Advanced Encryption Standard), DES (Data Encryption Standard)
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私鑰 與 公鑰

Private Key Public Key
容易計算

非常困難

l 現今公鑰密碼系統的安全基礎為計算難題

l 質因數分解：RSA
l 離散對數：DHKE (Diffie-Hellman Key Exchange), DSA (Digital Signature 

Algorithm), ECDH與ECDSA等 ECC (Elliptic Curve Cryptosystems)
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Public-Key Cryptosystem 公鑰密碼系統

Plaintext 明文

Ciphertext密文

Encrypt 加密

Decrypt 解密

Public Key 公鑰

Private Key 私鑰
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Digital Signature數位簽章

Message 訊息

Signature簽章

Sign 簽章

Verify 驗章

Private Key 私鑰

Public Key 公鑰
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量⼦ (Quantum)

• 「量⼦」是物理學家描述微觀世界的理論

• 「量⼦」⾮粒⼦本⾝，⽽是粒⼦的狀態或特性

• 某物理量若存在最⼩不可分割的基本單位，則它
是不連續的 (量⼦化的)，該基本單位稱為「量⼦」
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量⼦疊加 (Superposition)
• 若⼀個物理系統可能處於許多狀態中的⼀種，那麼最⼀般

的狀態是所有這些可能性的組合

0 01 1 既是 0 又是 1

Bit 位元 Qubit 量子位元
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量⼦位元 (Qubit)

https://en.wikipedia.org/wiki/Qubit

Bit 位元 Qubit 量子位元
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量⼦糾纏 (Entanglement)
• ⼀對處於糾纏態的粒⼦，相隔甚遠仍可瞬間產⽣聯繫，量測

其⼀即可確定另⼀者的狀態

• 百年前愛因斯坦稱之為
“⿁魅般的超距作⽤” 
(spooky action at a distance)
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量⼦計算 (Quantum Computing)
• 以粒⼦的「量⼦疊加」與「量⼦糾纏」特性為基礎，進⾏

資訊處理的科學

傳統電腦 : 4 bits 的
16 種狀態依序跑一次

0000	0001	0010	0011
0100	0101	0110	0111
1000	1001	1010	1011
1100	1101	1110	1111

量子電腦 : 4 qubits
同時處理 16 種狀態

01 01 01 01
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Shor’s Algorithm
• Peter Shor (AT&T’s Bell Labs) 1994 發現的演算法，未
來若實現於成熟的大規模 (large scale, 2000+ qubits) 
通用量子電腦，可破解現今所有標準公鑰密碼系統

• 歷史上首次執行 Shor 
演算法於 2001年，
IBM 的 7-qubit 量子電
腦分解 15 = 3 ´ 5
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Grover’s Algorithm
• Grover 量子演算法影響所有對稱式密碼系統，
安全參數縮減一半，但不如 RSA / ECC / DHKE 
於多項式時間被 Shor 演算法破解之威脅劇烈

• 若加長對稱式密鑰，量子計算並不構成威脅，
例如 AES-256 仍有 128 位元的量子安全參數
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近年量⼦電腦發展加速

IBM’s 50-qubit 
quantum computer

November 2017

Intel’s 49-qubit 
chip “Tangle-Lake”

January 2018

Google’s 72-qubit 
chip “Bristlecone”

March 2018
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全球第⼀台商⽤通⽤量⼦電腦

IBM’s 53-qubit 
Quantum Computer

October 2019
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量⼦霸權 (Quantum Supremacy) 
• 以量⼦電腦完成⼀項運算，⽽該運算無法以任何

傳統 (超級) 電腦在合理時間內完成
• Google 宣稱達到量⼦霸權

CEO Sundar Pichai with one of 
Google's quantum computers 
in the Santa Barbara lab. 
October 2019
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PQC 後量子密碼學
• 後量子密碼學 (PQC, Post-Quantum Cryptography)
又稱抗量子密碼學，是現代密碼學的一個領域，
專門研究可抵抗量子電腦攻擊的公鑰密碼系統

• 不同於量子密碼學 (QC, Quantum Cryptography) 
或量子密鑰分配 (QKD, Quantum Key distribution)，
後量子密碼學使用現有電腦與網路，不依靠量子
力學，其基礎是公認無法被量子電腦有效解決的
計算難題
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晶格 (Lattice) 上的計算難題
• Given a basis 𝐵 = 𝑏!, 𝑏", … , 𝑏# where 𝑏$ ∈ ℝ#

• Lattice is a discrete subgroup of ℝ#:
Λ 𝐵 = 𝐵ℤ# = ∑$%!# 𝑚$𝑏$ | 𝑚$ ∈ ℤ

• Shortest Vector Problem (SVP) :
Find a shortest 𝑥 ∈ Λ 𝐵 ∖ 0

• Closest Vector Problem (CVP) :
Find a closest 𝑥 ∈ Λ 𝐵 to a given 𝑦 ∈ ℝ#

• Lattice basis reduction :
Given a “bad” basis, find a “good” basis such that SVP or CVP is easier
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President Biden Signed Memo

https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-
leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3020175/president-biden-signs-memo-to-combat-quantum-computing-threat/

• Joe Biden, USA 
president, signed 
memorandum to 
combat quantum 
computing threat 
with PQC
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https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3020175/president-biden-signs-memo-to-combat-quantum-computing-threat/


美國總統拜登 (Joe Biden) 周三 (5/4) 簽署一國家安全備忘錄 (National Security Memorandum，
NSM)，指示美國必須維繫於量子資訊科學上的主導地位，同時要求各政府機構必須將易受攻
擊的密碼系統遷移到抗量子的密碼學系統上。根據該備忘錄，白宮認為量子電腦具備推動全美
經濟創新的潛力，從材料科學、金融到能源等各領域都有可能受惠，而美國在技術與科學上的
領導地位，至少有部分取決於國家在量子運算與量子資訊科學上保持競爭優勢。

然而，伴隨量子運算優點而來的還有對美國經濟與國家安全所帶來的風險，因為可用來執行密
碼分析的複雜量子電腦 (Cryptanalytically Relevant Quantum Computer，CRQC)，將得以用
來破解美國與全球數位系統所使用的公鑰密碼，一旦CRQC誕生，就可能危及民用與軍用的通
訊，破壞重大基礎設施的監控與控制系統，並摧毀絕大多數基於網路之金融交易的安全協定。

為了平衡美國在量子運算上的競爭機會與潛在風險，拜登指示美國要持續投資量子運算，同時
逐步將國家的密碼系統遷移到可對抗量子運算的密碼學系統上。 https://www.ithome.com.tw/news/150797
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New Standards Developed by NIST

• Since 2015, NIST has been working with experts from around 
the world to develop new Post-Quantum Cryptography (PQC) 
standards that will work with our current computers — while 
being resistant to future quantum machines

https://csrc.nist.gov/Projects/post-quantum-cryptography
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NIST PQC Standardization Timeline
• Aug. 2016  – Draft submission requirements & evaluation criteria
• Nov. 2017  – Deadline for submissions (69 algorithms)
• Jan. 2019  – 2nd Round announced (26 algorithms)
• Jul. 2020  – 3rd Round announced (7 Finalists and 8 Alternates)
• Jul. 5, 2022  – Announcement of Candidates (4 algorithms) to be 

Standardized and 4th Round Candidates (4 algorithms)
• 2023-2024  – Draft standards available

https://csrc.nist.gov/projects/post-quantum-cryptography/post-quantum-cryptography-standardization
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https://csrc.nist.gov/projects/post-quantum-cryptography/post-quantum-cryptography-standardization


https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8413.pdf

Latttice-based

Hash-based

Code-based

(broken)
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Supersingular Isogeny

https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8413.pdf


結構化晶格 Structured Lattices

• Kyber

• Dilithium

• Falcon

𝑍1 𝑥 /(𝑥234 + 1)

𝑍1 𝑥 /(𝑥234 + 1)

𝑍1 𝑥 /(𝑥234 + 1)
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𝑞 = 3329 = 13×2& + 1

𝑞 = 8380417 = 2"' − 2!' + 1

𝑞 = 12289 = 12×2!( + 1



Kyber

KEM : Key
Encapsulation 

Mechanism 
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Side Channel 
Attack (SCA)
旁通道攻擊



PQC 實作也需要 SCA 防禦
• ECDSA Key Extraction from Mobile Devices: Fully extract secret 

signing keys from OpenSSL and CoreBitcoin running on iOS devices

https://www.tau.ac.il/~tromer/mobilesc

https://www.tau.ac.il/~tromer/mobilesc
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https://www.nccoe.nist.gov/get-involved/attend-events/virtual-workshop-considerations-migrating-post-quantum-cryptographic/post-workshop-materials
https://www.nccoe.nist.gov/sites/default/files/2021-10/6-Yassir-NIST-%2020200819-8.pdf

Virtual Workshop on Considerations in Migrating to Post-Quantum Cryptographic Algorithms
Wednesday, October 07, 2020
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https://www.nccoe.nist.gov/sites/default/files/2021-10/6-Yassir-NIST-%2020200819-8.pdf

https://www.nccoe.nist.gov/sites/default/files/2021-10/6-Yassir-NIST-%2020200819-8.pdf


密碼敏捷 Cryptographic Agility
• Crypto-Agility is a practice paradigm in designing information 

security protocols and standards in a way so that they can support 
multiple cryptographic primitives and algorithms at the same time

• A security system is considered crypto-agile if its cryptographic 
algorithms or parameters can be replaced with ease and is at least 
partly automated

• The impending arrival of a quantum computer that can break 
existing asymmetric (public-key) cryptography is raising awareness 
of the importance of cryptographic agility

https://en.wikipedia.org/wiki/Cryptographic_agility

https://en.wikipedia.org/wiki/Cryptographic_agility


Project: Migration to PQC

https://www.nccoe.nist.gov/sites/default/files/2022-06/Migration-to-PQC-05-16.pdf

https://www.nccoe.nist.gov/sites/default/files/2022-06/Migration-to-PQC-05-16.pdf


https://www.cisa.gov/uscert/ncas/current-activity/2022/07/05/prepare-new-cryptographic-standard-protect-against-future-quantum

https://www.cisa.gov/uscert/ncas/current-activity/2022/07/05/prepare-new-cryptographic-standard-protect-against-future-quantum


https://www.ithome.com.tw/tech/151925

https://www.ithome.com.tw/tech/151925
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Thank You!


