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" Software drive everything, () onwerd
Risk in every software Ope;;;fD

{Metrics of Security) @\QQO \f@%@

Attack Risk Prediction Model — g
o . Cyber Asset
for Mission Impact Analysis Asset "

Exploit
e Probability _~%~«_
l" 505 Oﬁe ~‘s~
! k ki Vulnerability
L Exploits

Cheng, Y., Deng, J., Li, J. , DeLoach, S., Singhal, A. and Ou, X. (2014), Metrics of Security, Cyber Defense and Situational Awareness, Springer, Dusseldorf, -1, [online],
https://doi.org/10.1007/978-3-319-11391-3_13, https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=917850
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Main Goal of Secure SDLC

o HA33EEAE & (Minimize Vulnerabilities)
o {REEEX
o [RFERFZEAEHBINEIEINEBHAR  RHIRIR, RHIGE

Z Bf & (Protect Software Intellectual Property)

o FRIMRERLSER(Stages). Aikif(Methodologies). £ E & (Best Practices)]

UREEER EEHMN =BT, TR, 88Nk etEE

The early security issue that is addressed, the less effort and cost is required.

Requirements
/ Planning

Design

Development
/ Build

Testing

Release /
Deployment

Maintenance

Update

Software Development Life Cycle

© 2022 Onward Security Corp. Creative Commons CCO
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Examples of a Secure SDLC

e NIST Secure Software Development Framework [SSDF]
https://csrc.nist.gov/publications/detail/sp/800-218/final
e Microsoft Security Development Lifecycle [MS SDL]

https://www.microsoft.com/en-us/securityengineering/sdl/practices

e OWASP Software Assurance Maturity Model [OWASP SAMM]

https://owasp.ora/www-project-samm/

e Payment Card Industry (PCI) Security Standards Council (2021)
Secure Software Lifecycle (Secure SLC) Requirements and Assessment Procedures
[PCI SSLC]

https://www.pcisecuritystandards.org/document_library?category=sware_sec#results

o |EC 62443-4-1:2018 “Secure Product Development Lifecycle Requirements”

https://webstore.iec.ch/publication/33615

© 2022 Onward Security Corp. Creative Commons CCO 6
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NIST & NIST Information Technology Laboratory

nist.gov.

B= An official website of the United States government Here's how you know v

NIST f SR
US.DEPARTMENT OF COMMERCE ’ N ‘ : Q o
4| EFBUF R 2 EL T Rl =

Information Technology Laboratory

FIPS: Hﬁﬁ ;B ﬁgﬂ@}g*ﬁ%ﬁ COMPUTER SECURITY RESOURCE CENTER

COMPUTER SECURITY
RESOURCE CENTER
CSRC

SP: NIST4¥5% H i & "
Brofects Publications
I R N I ST W F:ﬂ; #& % ﬁ E%% ll-L *}%% Eﬁﬁ #& dm: Publications + NIST develops and maintains an extensive collection of standards, guidelines,
recommendations, and research on the security and privacy of information and information
CSWP:NISTEXHKRE(EE) _— |
FIPS Federal Information Processing Standards: Security standards. Learn more

- r—— SR E A = = Events SP NIST Special Publications
ITL B u I Ietl n . ITL ﬂ ﬁ é # g ,% -[A /| Guidelines, technical specifications, recommendations and reference materials,
(%E K E' 1,_=.'__, :FIJ ) Glossary comprising multiple sub-series:
1Y 2 ’ T

About CSRC + SP 800 Computer security Learn more

Topics + systems. This includes various NIST technical publication series:

News & Updates

.

1

SP 1800 Cybersecurity practice guides Learn more
SP 500 Information technology (relevant documents)

IR NIST Internal or Interagency Reports
CURRENT PUBLICATIONS ¥ (NISTIR)  Reports of research findings, including background information for FIPS and SPs.
NIST Series Pubs @ CSWP NIST Cybersecurity White Papers
Final Pubs

General white papers, thought pieces, and official cybersecurity- and privacy-
Drafts Open for Comment

All Public Drafts

View By Series @ NIST Information Technology Laboratory (ITL) Bulletins (1990-2020)

© 2022 Onward Security Corp. Creative Commons CCO FIPS Bulletin  Monthly overviews of NIST's security and privacy publications, programs and
SP 800 series projects.

related papers not published as a FIPS, SP, or IR.

Fa
=]




Publications
=k

- K& H SP 800-207 FE1EEHE

- SP 800-218 SSDFHIEKRE
- SP 800-160%7%I: RiftL £ TiE
- FEEimERNEERIRENIER

© 2022 Onward Security Corp. Creative Commons CCO

nist.gov,

DevSecOps

f v

Publications

The following NIST-authored publications are directly related to this project.

SP 800-207

SP 800-204A

White Paper NIST CSWP 14
ipd (Draft)

White Paper NIST CSWP 13

SP 800-160 Vol. 2

SP 800-204
SP 800-125A Rev. 1

SP 800-160 Vol. 1

SP 800-190

SP 800-125B

SP 800-40 Rev. 3

SP 800-125

Zero Trust Architecture

Building Secure Microservices-based Applications Using Service-Mesh

Architecture

Hardware-Enabled Security for Server Platforms: Enabling a Layered

Approach to Platform Security for Cloud and Edge Computing Use
Cases

Mitigating the Risk of Software Vulnerabilities by Adopting a Secure
Software Development Framework (SSDF)

Developing Cyber Resilient Systems: A Systems Security Engineering
Approach

Security Recommendations for Server-based Hypervisor Platforms

Systems Security Engineering: Considerations for a Multidisciplinary
Approach in the Engineering of Trustworthy Secure Systems

Application Container Security Guide

Secure Virtual Network Configuration for Virtual Machine (VM)

Protection
Guide to Enterprise Patch Management Technologies

Guide to Security for Full Virtualization Technologies

Final

Final

Draft

Withdrawn

Withdrawn

Final

Final

Final

Final

Final

Withdrawn

Final

08/11/2020

05/27/2020

04/28/2020

04/23/2020

11/27/2019

08/07/2019
06/07/2018

03/21/2018

09/25/2017

03/07/2016

07/22/2013

01/28/2011
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NIST Secure Software Development Framework O

e =5 a7 5
BieERERRY, BFHAMSE, S5 N 5
2 022 E : ﬁ ’ % EE V 1 . 1 Hai ﬁ:g H-Ji Information Technology Laboratory

. COMPUTER SECURITY RESOURCE CENTER
- XIESHSSDLCEERMEFERNY:
A& IR B FRISSDLCIRE AT HH L,
i I E A A/ S 0018

Secure Software Development Framework (SSDF) Version 1.1:
. FIEERAES SRR AIRIES Recommendations for Mitigating the Risk of Software

4

> COMPUTER SECURITY

{ RESOQURCE CENTER
CSRC

Vulnerabilities
= Hh E M oo .
BFEREE. FRIRREMEEIRIE, ATL f v
Date Published: February 2022 DOCUMENTATION
%E& é EE: E I F~ f 'Eﬁi 1/E /}".a*i Supersedes: White Paper NIST CSWP 13 (04/23/2020) Publication:
Author(s) (Z'SP 800-218 (DOI)
= . Murugiah Souppaya (NIST), Karen Scarfone (Scarfone Cybersecurity), Donna Dodson Local Download
= E % jé Eﬂ *LI' j:i( I T) ) I *?E % %}E( I CS ) > Supplemental Material:
Abstract %] Potential updates (xIs)

%ﬁ ER =1 E‘— AL O $ %}E (Cy be r- P h ys I ca I Few software development life cycle (SDLC) models explicitly address software [21SP 800-218 Tal?le in Excel (xls)

security in detail, so secure software development practices usually need to be added [#l Delta from April 2020 paper (word)
to each SDLC model to ensure that the software being developed is well-secured. This [# Delta from September 2021 public

Syste m S C P S ) cl:% ﬁ ( I OT) document recommends the Secure Software Development Framework (SSDF) - a core draft (word)

set of high-level secure software development practices that can be integrated into il SSDF Project homepage (other)
each SDLC implementation. Following these practices should help software producers Executive Order 14028, Improving the

Nation's Cybersecurity (web)

© 2022 Onward Security Corp Creative Commons CCO reduce the number of vulnerabilities in released software, mitigate the potential




NIST Secure Software Development Framework

2 The Secure Software Development Framework
: 4E 4= DT .
;ﬁ Hﬁ( P raCtI CGS)ﬁ‘fT ﬁﬁﬁ ' This document defines version 1.1 of the Secure Software Development Framework (SSDF)

with fundamental, sound, and secure recommended practices based on established secure

o ﬁgﬂ %ﬁﬁgvﬁ E(] Z‘%ﬁ% (PO) X 5 software development practice documents. The practices are organized into four groups:
1. Prepare the Organization (PO): Organizations should ensure that their people,

processes, and technology are prepared to perform secure software development at the

¢ 1% Ekﬁ‘_ (PS) X3 organization level. Many organizations will find some PO practices to also be applicable
to subsets of their software development, like individual development groups or projects.

== [ i5:]

® = & E ﬁ? 2 é E"] Ekﬁ‘i (PW) X9 2. Protect the Software (PS): Organizations should protect all components of their
software from tampering and unauthorized access.

o IEI J,?E 55 "“|l_-| (RV) X3 3. Produce Well-Secured Software (PW): Organizations should produce well-secured

software with minimal security vulnerabilities in its releases.

ﬁﬁ Hﬁ u Eiﬂ,’i 4. Respond to Vulnerabilities (RV): Organizations should identify residual vulnerabilities

in their software releases and respond appropriately to address those vulnerabilities and
prevent similar ones from occurring in the future.

e E i (Practice)

Each practice definition includes the following elements:

Practice: The name of the practice and a unique identifier, followed by a brief
® T e : RN M e Y
ﬂE (TaS kS) explanation of what the practice 1s and why it 1s beneficial
Frhe e Tasks: One or more actions that may be needed to perform a practice
® *E‘ InN=| )‘jﬂ_ja Ll 15“

_ e Notional Implementation Examples: One or more notional examples of types of tools,
(N otional Im p lement Exam pIeS) processes, or other methods that could be used to help implement a task. No examples or
combination of examples are required, and the stated examples are not the only feasible

£ options. Some examples may not be applicable to certain organizations and situations.

e & (References)

\

® References: Pointers to one or more established secure development practice documents

and their mappings to a particular task. Not all references will apply to all instances of
© 2022 Onward Security Corp. Creative Commons CCO software development. 11




NIST Secure Software Development Framework

SSDF{# FA%E{LL NIST Cybersecurity Framework (NIST CSF) B9&R 1 :

NIST SP 800-218

Practices

Notional implementation Examples

SSDF VERSION 1.1

References

Produce Well-Secured Software (PW)

Design Software to Meet Security
Requirements and Mitigate Security Risks
(PW.1): Identify and evaluate the security
requirements for the software; determine what
security risks the software is likely to face during
operation and how the software’s design and
architecture should mitigate those risks; and
justify any cases where risk-based analysis
indicates that security requirements should be
relaxed or waived. Addressing security
requirements and risks during software design
(secure by design) is key for improving software
security and also helps improve development
efficiency.

PW.1.1: Use forms of risk modeling — such as threat
modeling, attack modeling, or attack surface mapping

— to help assess the security risk for the software.

Example 1: Train the development team (security champions, in particular) or
collaborate with a risk modeling expert to create models and analyze how to use
a risk-based approach to communicate the risks and determine how to address
them, including implementing mitigations.

Example 2: Perform more rigorous assessments for high-risk areas, such as
protecting sensitive data and safeguarding identification, authentication, and
access control, including credential management.

Example 3: Review vulnerability reports and statistics for previous software to
inform the security risk assessment.

Example 4: Use data classification methods to identify and characterize each
type of data that the software will interact with.

BSAFSS: SC.1

BSIMM: AM1.2, AM1.3, AM1.5, AM2.1, AM2.2, AM2.5, AM2.6, AM2.7, SFD2.2, AA1.1,
AA1.2, AA1.3, AA2.1

EO014028: 4e(ix)

IDASOAR: 1

IEC62443: SM-4, SR-1, SR-2, SD-1

IR8397: 2.1

1S027034:7.3.3

MSSDL: 4

NISTCSF: IDRA
OWASPASVS:1.1.2,1.2,14,16,18,19,1.11,2,3,4,6,8,9, 11,12, 13
OWASPMASVS: 16,18,2, 3,456

OWASPSAMM: TA1-A, TA1-B, TA3-B, DR1-A

PCISSLC: 3.2, 33

SCAGILE: Tasks Requiring the Help of Security Experis 3

© 2022 Onward Security Corp. Creative Commons CCO

Function

RESPOND (RS)

April 16, 2018

Response Planning (RS.RP):
Response processes and
procedures are executed and
maintained, to ensure response to
detected cybersecurity incidents.

during or after an incident

Cybersecurity Framework

Subcategory

RS.RP-1: Response plan 1s executed

Version 1.1

Informative References

CIS CSC 19
COBIT 5 APO12.06. BAIO1.10

ISA 62443-2-1:20094345.1

ISO/AEC 27001:2013 A 16.1.5

NIST SP 800-53 Rev. 4 CP-2, CP-10. IR-4. IR-8

12
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SECURITY

NIST Secure Software Development Framework

mentation Examples Tasks Practice

Design Software to Meet Security
®  Requirements and Mitigate Security Risks
(PW.1)

Review the Software Design to Verify
# Compliance with Security Requirements and |
Risk Information (PW.2)

Verify Third-Party Software Complies with |
Security Requirements (PW.3) [

Reuse Existing, Well-Secured Software When |
®  Feasible Instead of Duplicating Functionality
(PW.4)

Create Source Code by Adhering to Secure
Coding Practices (PW.5)

Configure the Compilation, Interpreter, and
+  Build Processes to Improve Executable |
Security (PW.6) |

Review and/or Analyze Human-Readable
Code to Identify Vulnerabilities and Verify [
Compliance with Security Requirements I
(PW.7)

Test Executable Code to Identify
Vulnerabilities and Verify Compliance with
Security Requirements (PW.8)

-

.. Configure Software to Have Secure Settings
by Default (PW.9)

al Implementation Examples Tasks © Practice

Identify and Confirm Vulnerabilities on an
Ongoing Basis (RV.1)

Assess, Prioritize, and Remediate
Vulnerabilities (RV.2)

Analyze Vuinerabilities to Identify Their Root
Causes (RV.3)

)

_ [ Produce Well-Secured Software (PW) ]—7, :

Practice = Tasks © Notional Implementation Examples ©  References

Define Security Requirements for Software  _
| Development (PO.1) i

| Implement Roles and Responsibilities (PO.2) ©

Implement Supporting Toolchains (PO.3) @

s [ Prepare the Organization (PO) |=f

Define and Use Criteria for Software Security

)

NIST SP 800-218:
Secure Software Development
Framework

}{ Respond to Vulnerabilities (RV) ]—/

[ Protect the Software (PS) I(

\ Checks (PO.4)

[ PO.5.1: Separate and protect each environment

[ 4 mplement and Maintain Secure involved in software development.

| Environments for Software Development

| PO.5.2: Secure and harden development endpoints

J
(PO.5) | (i.e, endpoints for software designers, developers,
'l‘ testers, builders, etc.) to perform development-related
| tasks using a risk-based approach.
Practice Tasks Notional Implementation Examples References

Protect All Forms of Code from Unauthorized
Access and Tampering (PS.1)

Provide a Mechanism for Verifying Software
Release Integrity (PS.2)

Archive and Protect Each Software Release
(PS.3)

© 2022 Onward Security Corp. Creative Commons CCO
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W3 (Practices)

o EEHRMFBFMHLTEFNK (PO.1)

o EMAMERE (PO.2)
o BXIEITERSE (PO.3)

o EHRHFEANBEHNREZREERKE (PO4)

o EfldiEEIERFENREIRE (PO.5)

© 2022 Onward Security Corp. Creative Commons CCO

w8 Z FRIZER (PO)

Practice © Tasks ©

Notional Implementation Examples ©

) onward

References

Define Security Requirements for Software
Development (PO.1) -

Implement Roles and Responsibilities (PO.2) &

Implement Supporting Toolchains (PO.3) ©

Define and Use Criteria for Software Security
Checks (PO.4) x

Implement and Maintain Secure
Environments for Software Development ©

| (PO.5)

14
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Enterprise Architecture —— Solution Architecture
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© 2022 Onward Security Corp. Creative Commons CCO
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n/( onward

REEEXES (PS)
W (Practices)

o REFMANREBMEXBLIIEREREMTFIEEER (PS.1)

o IRMLHHIEREERERELMITTE (PS.2)

o BRHIHEEFEHMETEFEIRE (PS.3)

Practice © Tasks ©  Notional Implementation Examples ©  References

." Protect All Forms of Code from Unauthorized
Access and Tampering (PS.1)

|
(PS) ::5;_:{['. Provide a Mechanism for Verifying Software
\ Release Integrity (PS.2) -

. Archive and Protect Each Software Release
(PS.3)

© 2022 Onward Security Corp. Creative Commons CCO 16



Software Bill Of Materials

ﬁﬁkﬁ*%ﬂ HE1(SBOM)
o B AR E E AR K

e |SO/IEC 5962:2021, Linux Foundation,
SPDX - Software Package Data Exchange

e NIST, SWID - Software ldentification Tags

e OWASP Cyclone DX

So Al M R H AL mRE

(Vulnerability Exploitability eXchange, VEX)
o {FSBOMELSSELE # [E HE 1T Bol B

o ESBOMER(EH, ERFMHERELRTERLE

© 2022 Onward Security Corp. Creative Commons CCO

cisa.gov,

REPORT SUBSCRIBE CONTACT SITE MAP

q) —

BE= Anofficial website of the United States government

Here's how you know v

CYBERSECURITY ()
& INFRASTRUCTURE D
SECURITY AGENCY [

Report Cyber Issue

C

Cybersecurity > Software Bill of Materials

Cybersecurity SOFTWARE BILL OF MATERIALS

Cybersecurity Training & A “software bill of materials” (SBOM) has emerged as a key building block in software security and

Exercises software supply chain risk management. A SBOM is a nested inventory, a list of ingredients that

make up software components. The SBOM work has advanced since 2018 as a collaborative

Cybersecurity Summit community effort, driven by National Telecommunications and Information Administration’s

2020 (NTIA) multistakeholder process.

Cyber QSMO Marketplace CISA will advance the SBOM work by facilitating community engagement, development, and
progress, with a focus on scaling and operationalization, as well as tools, new technologies, and

Combating Cyber Crime new use cases. This website will also be a nexus for the broader set of SBOM resources across the
digital ecosystem and around the world.

Securing Federal

Networks An SBOM-related concept is the Vulnerability Exploitability eXchange (VEX). AVEX document is an

attestation, a form of a security advisory that indicates whether a product or products are affected

by a known vulnerability or vulnerabilities. For more information on how to receive updates or join
in on the efforts around VEX, please contact SBOM@cisa.dhs.gove .

Protecting Critical
Infrastructure

17
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H R iFZ £ HEEE (PW)

W (Practices)

Bieex st MERFRMEFALEHZELTRRE (PW.1)

EERREERET BRE AN ET T RERA R EF (PW.2)

BesE 6 = TSN B E X B RMEGE T E17HR=E (PW.3)
URMTHIDI R B NER DI, EEEREFEREXEHERIFHIEEE (PW.4)
RNz ZREFEARTETEE (PW.5)

E:%. imaz IHERRE, SXEATRSVITHEZHER (PW.6)

EEEM T NFEFIFERIE IS LI RR 550, RS SN ERE K (PW.7)
AR AT ATRIRE N LAERSS L, WEE SN EZRFR (PW.8)
ESHTER(ESR E MRS R EMRE (PW.9)

© 2022 Onward Security Corp. Creative Commons CCO
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Common Weakness Enumeration
R B FAGRFEYIF I(CWE)

- B, IERSEEER 2 BRPE(Weakness ; 1R [&l) EE55 25 (Vulnerability ; /il ) 3% 4

®EBRER, RBLEEER. ERRENEERRA:

PER XEHRIE (FR

REAZREFRRIRE

A% B E N B iR Z & TR EIAN

ANERTR
—EAED

Y)

mitre.org/dat
(: Common Weakness Enumeratlon
nity-Developed List of Software & Hardware Weakness Tipes
H'ome About V CWE List V Scoring T Mapping Guidance

CWE List Version 4.8

i Community

News

Total Weaknesses

: 927

© 2022 Onward Security Corp. Creative Commons CCO
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0| fE55 8L (RV)

M % (Practices)
o MIRAMERFHENREMEEHEEL (RV1)

o . FTEELEIEFEMERETZEL (RV.2)
o NHTEERLLIIIEEIER (RV.3)

\

Practice © Tasks ©  Notional Implementation Examples ©  References

| Identify and Confirm Vulnerabilities on an
| Ongoing Basis (RV.1) ;

(RV) -é Assess, Prioritize, and Remediate
|. Vulnerabilities (RV.2)

| Analyze Vulnerabilities to Identify Their Root
",' Causes (RV.3)

© 2022 Onward Security Corp. Creative Commons CCO 20



Common Vulnerabilities and Exposures

Rk | 18 FR i iR 5245 B8 1 (CVE)

o WRMBREITRR
CVE-YYYY-NNNNN
o EITHHRLHM

NIST i) 2K 55 B e

(National Vulnerabilities Database, NVD)
o EITFENEIERFIEE

i A S RAEE D R

(Common Vulnerability Scoring System,
CVSS)

o FHEBHEEMNTSD, BRIAEZR

© 2022 Onward Security Corp. Creative Commons CCO

What is the relationship between CVE and the NVD (U.S. National Vulnerability Database)? -

CVE and NVD are two separate programs. The CVE List was launched by the MITRE Corporation as
a community effort in 1999. The U.S. National Vulnerability Database (NVD) was launched by the
National Institute of Standards and Technology (NIST) in 2005.

e CVE - Alist of records each containing an identification number, a description, and at least
one public reference for publicly known cybersecurity vulnerabilities. CVE Records are used in
numerous cybersecurity products and services from around the world, including NVD.

¢ NVD - A vulnerability database built upon and fully synchronized with the CVE List so that any
updates to CVE appear immediately in NVD.

¢ Relationship - The CVE List feeds NVD, which then builds upon the information included in
CVE Records to provide enhanced information for each record such as fix information,
severity scores, and impact ratings. As part of its enhanced information, NVD also provides
advanced searching features such as by 0S; by vendor name, product name, and/or version
number; and by vulnerability type, severity, related exploit range, and impact.

While separate, both CVE and NVD are sponsored by the U.S. Department of Homeland Security
(DHS) Cybersecurity and Infrastructure Security Agency (CISA) and both are available to the public
and free to use.

21



Endpoint Hardening:
FIPS Mode & FIPS-Compliant

X

/
v
v
/

© 2022 Onward Security Corp. Creative Commons CCO 22



Endpoints Hardening is Required

e NIST SSDFHIPO 5.2 K B T /e +BREA iR
Harden); PO 52HEh— A S EREF|, EZHERAFIPSERAIME, RFE

iR RE RO B & Rl

o EIFMBSWIFTEHENEES, BHERBITEMA
BT TERE T £ AE4H |(HSM) LUfEE
o GCPEIRMIELIEEFESEMI(VIPM) BEBFIPS 140-2 Level 1

lII\E

[ 20 2 im B4 i B 2 Bllrootkit B 22

Practices

Implement and Maintain Secure
Environments for Software Development
(PO.5): Ensure that all components of the
environments for software development are
strongly protected from internal and external
threats to prevent compromises of the
environments or the software being developed
or maintained within them. Examples of
environments for software development include
development, build, test, and distribution
environments.

Tasks

Notional implementation Examples
from attempted and actual cyber incidents.
Example 8: Configure security controls and other tools involved in separating and
protecting the environments to generate artifacts for their activities.
Example 9: Continuously monitor all software deployed in each environment for
new vulnerabilities, and respond to vulnerabilities appropriately following a risk-
based approach.
Example 10: Configure and implement measures to secure the environments’
hosting infrastructures following a zero trust architecture’.

EMRRAGHEE, EITR 258 E1E 1(Secure and

T B IR e 17 B2 (S

fong AAEFIPS 140-2 Level 3LLE, B @852

nﬂn.u.%ﬁ*% 1§FHVTPM_.“’/Lﬁ

References

PO.5.2: Secure and harden development endpoints
(i.e., endpoints for software designers, developers,
testers, builders, etc.) to perform development-related
tasks using a risk-based approach.

Example 1: Configure each development endpoint based on approved hardening
guides, checklists, etc.; for example, enable FIPS-compliant encryption of all
sensitive data at rest and in transit.

Example 2: Conﬁgure each development endpoint and the development

enforce the principle of least privilege.

Example 3: Continuously monitor the security posture of all development
endpoints, including monitoring and auditing all use of privileged access.
Example 4: Confiqure security controls and other tools involved in securinag and

BSAFSS: DE.1-1,1A1,1A2

EO014028: 4e(i)(C), 4e(i)(E), 4e(i)(F), 4e(ii), 4e(iii), 4e(v), 4e(vi), 4e(ix)

IEC62443: SM-7

NISTCSF: PR.AC-4, PR.AC-7, PR.IP-1, PR.IP-3, PR.IP-12, PR.PT-1, PR.PT-3, DE.CM
SCAGILE: Tasks Requiring the Help of Security Experts 11

SCSIC: Vendor Software Delivery Integrity Controls

SP80053: SA-15

SP800161: SA-15




About FIPS 140

e FIPS:
E BB 31 & B R I AZ % (Federal Information Processing Standard)

e FIPS 140 (140-2, 140-3):
ZHEEIE M 2 ERER (Security Requirements for Cryptographic Modules)
1994 FIPS 14028 %, 2001 EFIPS 140-28 . 20194EFIPS 140-3%

— ZHIEE 4 (Cryptographic Modules)
Al LU HERS. RS, Elas. ERASEAMERSRE & . et E s riE S |

e CMVP:
NIST-ITLEYI Z G 2245 48 5255 F2 % 1 (Cryptographic Module Validation Program)
e CAVP:

NIST-ITLEII 25 IS 8 & ;% B8 F2 % 1 (Cryptographic Algorithm Validation Program)
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SECURITY

——
FIPS 140-2 Validated v.s. FIPS-Compliant O

o EFERMOS)EAXBEF LT, MAREEREF ZEBBTFEEBEBBFRARER
AR ER ], BIFEVSEEAMNEZIEZ2IRME(FIPS 140-2 Validated)

o EHEEXFAEZEBMNZEBEIEME, It EXFE A FIPS-Compliant,
B:EAIFIPSE IS FIPSHE

o [Fitk, OSHFTFEMIFIPS 3],
T EERFERX(SSH, VPN)EFTEBRIIFIPS AR #REER

[aspen@OracleLinux ~1$ openssl version

(FIPS-Compliant compiled version) Jpenet 1L ik JID oo Jae gt

[aspen@OracleLinux ~1§ ssh -V
OpenSSH_8.8p1, OpenSSL 1.1.1k FIPS 25 Mar 2621

=2 B CMVPERE @M Z tH 2151 Restestorec lalifiie 20 Sedo Sl At i 308 BB 2 i 0
o FirefoxBHCMVPEEE BRIFRIEEEME, SOSKAFIPSIER, gEERFEMozillagd
Network Security Service (NSS)th B FHFIPSIE I, {E AFIPSERAIEFHEE;

Chrome(Chromium/Edge){# Fi B /CMVPEE:E 18 FBoringSSLZ #2242 40 (Forked OpenSSL)

© 2022 Onward Security Corp. Creative Commons CCO 25




M @ onuare
FIPS 140-2 Validated v.s. FIPS-Compliant

CAVP and CMVP
FIPS 140-2 Validated
(Reliable, Strong)

Not Validated by
CAVP and CMVP
(Reliable? Strong?)

The Cryptography Algorithms
within O
The Cryptography Modules
(Venn Diagram)

© 2022 Onward Security Corp. Creative Commons CCO

HAIE ROSHEAFIPSIRNEER A, S OSEEFAREA;
HOSHIAFIPSEX IEREOSHHMER, MRFEFARBEHE
Bk BEREMEMK. NAEE. BEmiE WERREEACMVP

Mn_,.J__.rrE’](SecurltyRellable)mﬁﬁﬂ'*ﬁ%ﬂ TOSWE'ﬁE_tZ\’ELJ_lHS

22 IR B3 45 4H 7Y & 22 ISR (Security Policy)ER 25 1E5 &2 45 4B T I (Cryptographic module
interfaces), L’?TE”FHJHS’Z E%F—**ﬁ"f‘ﬂlﬂ EE«EZ’Z E%—‘Flﬁiﬁlﬁ _HRX—/R\ Eﬁ
FAFIPSERXWWAEER, RAFEOSHNINIEXFFACAVPEEE BHY

BB ESRIEEEE % EAFIPSH AR

RIBFEZSSEEEFRIKR R ERFE, F’F‘E%ﬁﬂﬁ%ﬂ?ﬁ AIREH AR E
IRMEOSHMENABNRECEGRER L AEEATHEML, 4
#53EFIPSH% A H#R /F AR =X
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FIPS Mode

Microsoft WindowsTEEX AR, ZEB1TRUA,
AL EEE R

&« G O B hitpsi//docs.microsoftcom/z’ B 1y Q y »

Microsoft X =

O AESHERRIBEN IR - CHEEDESRTEEEIF?  °

b= SR

H&uEES=E - (EH FIPS AHAEBIAR

BEE #HiEQ) BEN) ZBEH)

% ~ HEERIEE

o

84718 - 20 =

S 25 XE = HE
=
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=LJ Microsoft | Tech Community ~ Community Hubs v

Blogs

Events v Microsoft Learn v Lounge

Why We're Not Recommending “FIPS Mode” Anymore

By Q Aaron Margosis
Published Jun 18 2019 01:14 PM o 42.2K Views

First published on TechNet on Apr 07, 2014
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FIPS Mode

Apple macOS X #£10.8hrEIR I EEMA, #BFEER
B FAFIPS Mode (i ZZFEEICMVP 2 &2 & B %R X4,

AN &Approved mode), ifi B FEE &

EXEE, B EERR

@ Terminal

Last login:

Shell

Edit

View

B aspen — -zsh — 90x24
Sat Aug 2@ ©8:26:53 on console

Window

Help

aspen@PMac-of-Aspen ~ % sudo /usr/libexec/cc_fips_test

Password:

Tracing: disabled

FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER
FIPSPOST_USER

[277249610428]
[277249662098]
[277249673184]
[277249676609]
[277252170906]
[277252946318]
[277253200684]
[277253237315]
[277260709765]
[277260739714]
[277260747696]
[277260752499]
[277260823427]
[277260837789]
[277260881854]
[277262927895]
[277265420208]
[277265441887]

aspen@Mac-of-Aspen ~ % [J

fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:
fipspost_post:

158:
164:
165:
166:
167:
168:
169:
170:
172:
173:
174:
175:
176:
177:
178:
180:
181:
201:

PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
all tests

© 2022 Onward Security Corp. Creative Commons CCO

ms)
ms)
ms)
ms)
ms)
ms)
ms)
ms)
ms)
ms)
ms)
ms)
ms)
ms)
ms)
ms)
ms)
PASSED

ZEIBER

fipspost_post_integrity
fipspost_post_hmac
fipspost_post_aes_ecb
fipspost_post_aes_cbc
fipspost_post_rsa_sig
fipspost_post_ecdsa
fipspost_post_ecdh
fipspost_post_aes_ccm
fipspost_post_pbkdf
fipspost_post_kdf_ctr
fipspost_post_aes_gcm
fipspost_post_aes_xts
fipspost_post_tdes_cbc
fipspost_post_drbg_ctr
fipspost_post_drbg_hmac
fipspost_post_ffdh
fipspost_post_rsa_enc_dec
(17 ms)

8 https://csrc.nist.gov/C

9 H:%308

21.3 Tested Platforms

The module has been tested on the following platforms with and without AES-NI:
Manufacturer ~ Model Operating System

Apple Inc Mac mini with i5 CPU I0S X 10.8

Apple Inc. iMac with i7 CPU 10S X 10.8

Table 2: Tested Platforms

2.2 Modes of operation

The Apple OS X CoreCrypto Kernel Module, v3.0 has an Approved and non-Approved modes of
operation. The Approved mode of operation is configured in the system by default and cannot be
changed. If the device boots up successfully then CoreCrypto KEXT has passed all self-tests and is
operating in the Approved mode. Any calls to the non-Approved security functions listed in Table 4
will cause the module to assume the non-Approved mode of operation

As all keys and Critical Security Parameters (CSP) handled by the module are ephemeral and there
are no keys and CSPs shared between any functions, the module transitions back into FIPS mode
immediately when invoking one of the approved ciphers. A re-invocation of the self-tests or integrity
tests is not required.

Even when using this FIPS 140-2 non-approved mode, the module configuration ensures that the
self-tests are always performed during initialization time of the module.

Last update: 2013-06-05 ©2013Apple Inc.

Version: 01.04 Document Id: FIPS_CORECRYPTO_OSX_KS_SECPOL_01.04 Page 9 of 30
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FIPS Mode

Ubuntu LinuxZ&EZ  TEIUbuntu AdvantageF e FIFIPSIE I, RTELTShRAIZH,
th R EF{E A (personal) vl LL# & TREIUbuntu Advantage B FAFIPSHE =X

& c O8 ubuntu.com ; F & 1n
CAN@NICAL We are hiring |
ubuntu® Enterprise ¥ Developer ¥ Community ¥ Download v Search Q
Security Certifications & Hardening > FIPS Common Criteria DISA-STIG Cis Docs

Search on Security Certification

Version 20.04 v

Security Certifications
FIPS 140
Enabling FIPS

Security patching

FIPS For Ubuntu

Ubuntu supports running Linux FIPS 140 workloads through the Ubuntu Advantage
subscription. These documentation pages provide technical information and clarifications
about Ubuntu's FIPS certification. For a high level summary see our main page on Ubuntu
for FIPS.

© 2022 Onward Security Corp. Creative Commons CCO
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FIPS Mode

3% %Red Hat Enterprise Linux. Oracle LinuxB{ FAFIPS1#Ez, EE&EI L& 2 &, {EOSNBE1T
A IS EIRREEERSEL2EBEI(BFIOracle Linux 8.6EFNIST SP 800-171 2% £
% ZBHENIST FIPS 200, NIST SP 800-53 & /E%F)

SECURITY POLICY ORACLE LINUX 8.6 INSTALLATION

Change content Apply security policyzm

Choose profile below:
Unclassified Information in Non-federal Information Systems and Organizations (NIST 800-171 - 1.7 * e . -
From NIST 800-171, Section 2.2: e s o ! [aspen@OracleLinux 71§ fips-mode-setup --check

Security requirements for protecting the confidentiality of CUl in non-federal FIPS mode is enabled.
information systems and organizations have a well-defined structure that : ;i S < Y
consists of: [aspen@Oraclelinux 15 _

(i) a basic security requirements section;
(ii) a derived security requirements section.

The basic security requirements are obtained from FIPS Publication 200, which
provides the high-level and fundamental security requirements for federal
information and information systems. The derived security requirements, which

Select profile

© 2022 Onward Security Corp. Creative Commons CCO 30



FIPS Mode
HHBMEMAERLInuXBIIERER, EEREEAMNSERSBUR], Hl:

o FedorafEimEE XM, —EERREIZERKIEER

e Rocky Linux 8.6 BRIZEZREHKEE, RERZENT

e CentOS 8.3/ 8-Stream. CentOS 7.9892020F9 A kix(2009), 2 E X LB KEEEHR

e CentOS 7.989202247 A-2h(2207-02), REEARRLBUREEER, AMEARLEBUR
B ARRFIPSHER
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FIPS Mode

fTEIEERS: —

e Android#lApple IOSTASEBAL FAIFIPSHEt S, £2ARE £ (e Kandom Number Generatn
%4 %31 M ANSI X9.17 ~ FIPS 140-2 « NIST SP 800-22 54 & SP 800-90A
® Android R HGoogle. Samsung. Motorola, Avaya%F (CAVP Testing: RetdomNifiber Genstators) &M+ —mifk 2 ducE &
&R KRR, HHBoringCryptoZ iE 215411 5618 8 X -
CMVPZEZE AFIPS 140-2 Level 1 3.38. 52243 (Secure Domain)
BECERES - FPABARK— KAl NEZ2EEB > —fRJoz
o HBHIFZHEBMFEMERMIITEIERAPP] > #4524 5 &4 Facebook ~ Google s Twitter % % 4 OAuth 2.0 1 % 2 /&
SHERETITEERBEE (tos/vwwmas org twidownload/app) e
5 E vl rﬁﬁﬁﬁﬁ Appi*ﬁ?ﬁﬂﬁ | 3.39. %22 /% & X, (Secure Encryption Function)
W BAppEEEFE = A ERE #% 4 FIPS 140-2 Annex A 2w & 3, o
o L AE wn T BT S48 %ﬁ 3.40. % #7838 4% 773% %6 (System Credentials Storage Facilities)
% S B AT Y24 RETHEARLXME T8 K A
HIRR EFFIPS &R BRIt i Lt gy | ot Il sl
C A B] -
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https://www.mas.org.tw/download/app

Cryptographic Failures

ZIBREHEERERE

Top#2 Y8k fE AR ZUER P

nist.gov,

Block Ciphers

Block Cipher Modes

Digital Signatures

Key Derivation Functions

Key Management

Message Authentication

Random Number Generation

Secure Hashing

Component Testing

Currently, CAVP tests the following cryptographic algorithms®*. Follow the links to algorithm

specifications, validation testing requirements, validation lists and test vectors.

AES, Triple DES, Skipjack (decryption only)
Tests for ECB, CBC, CFB and OFB modes.

S

CCM, CMAC, GCM / GMAC / XPN, Key Wrap, XTS

FIPS 186-4: DSA, ECDSA, RS

FIPS 186-2: DSA, ECDSA, RS

>

>

|

KBKDF

KAS

HMAC (FIPS 198-1)

(2
T
>
N
(2
T
>
=

ECC-CDH (SP 800-56A),

ECDSA Signature (FIPS 186-4)

KDF (SP 800-135),

RSA PKCS1-v1.5 RSASP1 (FIPS 186-4)

RSA PKCS1-vPSS RSASP1 (FIPS 186-4),
RSADP Decryption (SP 800-56B; PKCS#1 v2.1)

08

owasp.org

() Home

OWASP Top 10:2021
Home

Notice

Introduction

How to use the OWASP Top 10 as
a standard

How to start an AppSec program
with the OWASP Top 10

About OWASP

Top 10:2021 List
A01 Broken Access Control

A02 Cryptographic Failures

AO03 Injection
A04 Insecure Design
AQ5 Security Misconfiguration

A06 Vulnerable and Outdated
Components

AO07 Identification and
Authentication Failures

A08 Software and Data Integrity
Failures

AQ9 Security Logging and
Monitoring Failures

A10 Server Side Request Forgery
(SSRF)

VY-

About

mitre.org

Common Weakness Enumeration

A Community-Developed List of Software & Hardware Weakness Types

CWE List

Scoring Mapping Guidance

Community

News

CWE CATEGORY: OWASP Top Ten 2021 Category A02:2021 -
Cryptographic Failures

Category ID: 1346

¥ Summary

Weaknesses in this category are related to the A02 category "Cryptographic Failures" in the OWASP Top Ten 2021.

¥ Membership

Nature
MemberOf
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember
HasMember

Type ID

(07 O [ <A <X Yo7} O [X Y Y Y Y <X f T A Y HY T Y Y oIf Y o7 O [T oS

1344
261
296
310
319
321
322
323
324
325
326
327
328
329
330
331
335
336
337
338
340
347
523
720
757
759
760
780
818
916

Name

Weaknesses in OWASP Top Ten (2021)

Weak Encoding for Password
Improper Following_of a Certificate's Chain of Trust

Cleartext Transmission of Sensitive Information

Use of Hard-coded Cryptographic Key

Key Exchange without Entity Authentication

Reusin

a Nonce, Key Pair in Encryption

Use of a Key Past its Expiration Date
Missing_Cryptographic Step
Inadequate Encryption Strength

Use of a Broken or Risky Cryptographic Algorithm

Use of Weak Hash

Generation of Predictable IV with CBC Mode

Use of Insufficiently Random Values
Insufficient Entropy
Incorrect Usage of Seeds in Pseudo-Random Number Generator (PRNG)

Same Seed in Pseudo-Random Number Generator (PRNG)

Predictable Seed in Pseudo-Random Number Generator (PRNG)
Use of Cryptographically Weak Pseudo-Random Number Generator (PRNG)
Generation of Predictable Numbers or Identifiers

Improper Verification of Cryptographic Signature

Unprotected Transport of Credentials

OWASP Top Ten 2007 Category A9 - Insecure Communications

Selection of Less-Secure Algorithm During_Negotiation ('Algorithm Downgrade')
Use of a One-Way Hash without a Salt

Use of a One-Way Hash with a Predictable Salt

Use of RSA Algorithm without OAEP

OWASP Top Ten 2010 Category A9 - Insufficient Transport Layer Protection

Use of Password Hash With Insufficient Computational Effort
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FIPS 140-2 Sunset

HEICMVPERA A BiES Transition Schedule
;:é}ﬁ%.%*ﬁ%ﬂ E/{’ *ZE& Updated - 06-02-2021

1/ ( onward

SECURITY

nist.gov,

A Z2 Date Activity
FHTEIFIPS 140-28%58
March 22,2019 FIPS 140-3 Approved
September 22,2019 FIPS 140-3 Effective Date

Drafts of SP 800-140x (Public comment closed 12-9-2019)

E Ei@ F I PS 1 40_2 ﬁ‘E’g‘ A March 20, 2020 Publication of SP 800-140x documents
A A

May 20,2020 Updated CMVP Program Management Manual for FIPS 140-2
RIHB RN ENEZEEEH
0 ey == 1< ma 75t y:
July 1, 2020 Tester competency exam updated to include FIPS 140-3
September 21, 2020 Released FIPS 140-3 Implementation Guidance

Released CMVP Management Manual for FIPS 140-3
September 22, 2020 CMVP accepted FIPS 140-3 submissions

September 22, 2021 CMVP no longer accepts FIPS 140-2 submissions for new validation certificates unless the vendor is under contract with a CSTL prior to
June 15, 2021, the CSTL has submitted an extension request, and the CSTL has received acceptance by the CMVP.

The CMVP continues to accept FIPS 140-2 reports that do not change the validation sunset date, i.e. Scenarios 1, 1A, 1B, 3A, 3B and 4 from
FIPS 140-2 Implementation Guidance G.8.

April 1, 2022 CMVP no longer accepts FIPS 140-2 submissions for new validation certificates.

September 22, 2026 All FIPS 140-2 certificates are placed on the Historical List

© 2022 Onward Security Corp. Creative Commons CCO 34
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Transition of

Cryptographic Module

FIPS
amo-:sm

HelEROSEE MTaE B B ZIEFIPS 140-3,

apple.com/z

FIPS 140-3 5238

2020 % Apple EETIA Apple 2R BERA Mac BhE - TR MRS #15H 7 NBEEEREY Apple &R
#A Intel 22488 Mac SHEAERE-

[T ] #F23FA Intel 224889 Mac BISHME R Apple T2 R2RR T T2 KR BEOERMER - F263 Apple T2
RERRNRREDE-

macOS ssh AFE

OpenSSH BIREREMA FIPS 140-3 EREREREERE FIPS 140-3 BHE 4RI LARLT Apple FRfHEHE
ANENRERR (B55 FIPS140Mode) - RERNEE Mac LIREMBEIRE:

« fips_ssh_config:{iZf} /private/etc/ssh/ssh_config.d/
« fips_sshd_config:{iIi? /private/etc/ssh/sshd_config.d/

macOS BESFMRELRE 1§ OpenSSH BAMMB A XRHAES NIST BENMEZES R - HER OpenSSH BF
IR ERRTFARMACRRENNBREERE  ERE U RS -NRESEN H2/ mac0S 12.0.1 5
A FheA<HY apple_ssh_and_fips man B&-

BARE

macOS 11 Big Sur EAEZM#ZOZMH Secure Key Store ETAESRZENE WEHERZHEBL CMVP &7
558 - EMFIREAIPABELESIZR (Modules in Process List) »

macOS 12 Monterey {EFREZM #ZLZMH Secure Key Store IEFEESE
(Implementation Under Test List) #°

BRI - EFFIRBEFFASIR

=] BIE/X REER
FERARHEE 2021 BREREBRE 1228: Apple Corecrypto ##8 v12.0
BEAH:— X% fE¥ 34 :Apple &k £#) macOS 12
- Monterey
=2 t588) BiR:Apple &k -EBEE e
Crypto Officer 55 Bil:mm
REMER

A2, BEAENIST CMVP# 1\ AFIPS 140-3 Validated

redhat.com/z

FIPS140-2 and FIPS 140-3

Federal Information Processing Standard 140-2 and 140-3 ensures that cryptographic tools
implement their algorithms properly. There are a number of FIPS 140-2-related articles in the
Red Hat Customer Portal. You'll find a complete list of all FIPS 140-2 and FIPS 140-3
certificates at the NIST CMVP website. The Red Hat certificates are below.

A note on applicability: The exact platform and environment tested is specified in the
Security Policy for each certificate, though generally applicable to other Red Hat products
where the binary versions of modules are running unmodified as well. FIPS 140 certificates
issued to Red Hat are not generally applicable to non-Red Hat products. Please see the
Security Policy, available at the links that follow, for specifics. Module binaries may be
unchanged across Red Hat Enterprise Linux minor releases. In this case Red Hat reports the
same applicable module version and certificate for such releases.

Red Hat Enterprise Linux 9.0

Cryptographic Module Associated s .
; Validation Status Certificate

Module Version Packages
Implementation

OpenSSL TBD TBD N/A
Under Test
Implementation

Libgcrypt TBD TBD s N/A
Under Test

Kernel

. Implementation
Cryptographic TBD TBD o N/A
e Under Test

QO & https://ubuntu.com

FIPS 140-3 and Ubuntu

In September 2021, NIST began phasing out FIPS 140-2. Certifications under FIPS 140-2
remain valid no longer than September 2026 and new products are expected to be
certified under FIPS 140-3. FIPS 140-3 is a combined effort of NIST and ISO with the
Security and Testing requirements for cryptographic modules being published as ISO/IEC
19790 and ISO/IEC 24759. Canonical is preparing Ubuntu for the new certification, and
intends to provide FIPS 140-3 certified cryptographic packages on a future LTS release of
Ubuntu.

c 0@n

rockylinux.o

FIPS Validation Update - June 2022

. o (Fies )
Rocky Linux ’

N
N\

S

¥ CIQ

We are excited to announce that Rocky Linux has reached a significant step in the
FIPS 140-3 validation process; right on schedule, Rocky Linux is now named in the

A big, gigantic thank you to our founding partner and sponsor |

has arranged and paid for the FIPS validation process and will be pro

the entire RESF / Rocky community for free!



Introduction of
NIST FIPS 140-3
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[ Announcing the Standard for SECURITY REQUIREMENTS FOR CRYPTOGRAPHIC MODULES |

B /Y Vol MRIFRER

3. Explanation. This standard specifies the security requirements that will be satisfied by a
cryptographic module utilized within a security system protecting sensitive but unclassified
information (hereafter referred to as sensitive information). The standard provides four increasing,
qualitative levels of security: Level 1, Level 2, Level 3, and Level 4. These levels are intended to
cover the wide range of potential applications and environments 1n which cryptographic modules
may be employed. The security requirements cover areas related to the secure design and
implementation of a cryptographic module. |[These areas include cryptographic module
specification; cryptographic module interfaces; roles, services, and authentication;
software/firmware security; operating environment; physical security; non-invasive security;
sensitive security parameter management; self-tests; life-cycle assurance; and mitigation of other
attacks. This standard supersedes FIPS 140-2, Security Requirements for Cryptographic Modules,
in 1ts entirety.
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FIPS 140-3

is0.0rg

Standards

1CS » 355> 35.030

iso.org,

ISO/IEC 24759:2017

Information technology — Security techniques —
Test requirements for cryptographic modules

About us

By Q==

News Taking part | Store

ISO/IEC 19790:2012

Information technology — Security techniques —

Security requirements for cryptographic modules

B QE= Y

Taking part | Store

Table 1: NIST SPs that Modify ISO/IEC Standards

NIST ISO/IEC ISO/IEC
Special Publication 19790:2012(E) 24759:2017(E)
SP 800-140 - §6.1 through §6.12
SP 800-140A Annex A §6.13
SP 800-140B ® Annex B §6.14
SP 800-140C % Annex C §6.15
SP 800-140D = Annex D §6.16
SP 800-140E Annex E §6.17
SP 800-140F Annex F §6.18

FIPS 140-3 Process

ISO 19790 ISO 24759 SP 800-140
Cryptographic Test CMVP
Module Requirements Test
Requirements Requirements
Annexes
JaR)
%
SP CMVP
800-140A-F Implementation
Guidance
(Expanded
Below)

CMVP
Management
Manual

CMVP

Requirements

NVLAP
Requirements
HNDBK
150-17 Implementation
Under Test &
SP 800-140A
\Flzzr(;?:ci;;ments SRt aue Lab Test
i es
Security SP 800-140C 5
Policy Approved bk
i SP 800-140D CMVP
gorithms ssp Review
Management Sl
Authentication| SP 800-140F

Non-Invasive

Validation
Certificate

CMVP
Website
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FIPS 140-3 ZiE2 &40

NN L
b5 12 7 B EE S fit(Draft)

%;ﬂﬁ ‘E The CMVP will review the CST laboratory’s position and rationale supporting its conclusion. If
the CMVP concurs that the official request 1s without merit, no further action is taken. If the
CMVP concurs that the official request has merit, a security risk assessment will be performed

ﬁm% . regarding the non-conformance issue. Please see Validated Module Issue Assessment Process for

= I £

s T EL IR 2 IR 245 HH

the flow diagram to the assessment process.
£l~ //\ I:Iq:1 M‘ % £ *E %E.

2.5 Roles and Responsibilities of Program Participants

The various roles and responsibilities of the participants in the CMVP are illustrated in Figure 1

below.
ﬁ%l]\ﬁ - Who Vendor CST CMVP User
- Laboratory
G| %H‘ﬁﬁ"ﬂz LE)
; Designs & Tests for Reviews & Specifies &
E ‘%% . Eanchan Produces Conformance Approves Purchases
7S E t I:I ’.-IZ-‘I Iy 'm'

;E;?ﬁ - ?%Eﬁﬁ *'%;/E m{iﬁ = A Cryptographic Assessment Validation Security with

’ =T Po Modules Report List Assurance
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Figure 3 shows the general flow of testing and validation of a cryptographic module.

|
i

EI 0 ﬁ ;’_B,_‘ El] % £ *ﬁ %E_ Accredited < > Szg:rgraphic Module

Cryptographic and

BRI, el

C MV P %%ﬁ *ﬁ 4) Coordination Validated FIPS
1) UT . 5) Einalization :
o Lab receives sl % Process to il ity do
module process to confirm info Module
e Lab performs adg:;ss:‘::MVP
conformance EI0 v
EEERBURESE
g |$ 55 m 1 E e Prepares test
A';& R report
’fT AR A2 2)IL T 3) In Review
l v After invoice is paid
[ I CMVP e CMVP reviewers are
2) Review Pending s
Cryptographic e CMVP accepted e CMVP POC is as;igqed
Module Test submission package to manage Coordination
Report e Cost Recovery

Process initiated

Figure 3 - Cryptographic Module Testing and Validation Process
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(1 ) I UT nist.gov

—_ A —_ EE An official website of the United States government Here's how you know v
BE#&EEE FIPS 140-3IEx E
l%ﬁ?ﬁ? "‘MI:I_:_E’IE.EEEEME

Information Technology Laboratory

EHEEEENE COMPUTER SECURITY RESOURCE CENTER

PROJECTS CRYPTOGRAPHIC MODULE VALIDATION PROGRAM MODULES IN PROCESS

Cryptographic Module Validation Program cmvp

f v

2022/Sep/19 Implementation Under Test List
glj i% J: E ﬁ 56 % ]E],E H_?;_ The lUT listis Provided as a marketing service for vend?rs who have'a viable contract vs./i?:h an accredite.d laboratory for the testing of

a cryptographic module. The CMVP does not have detailed information about the specific cryptographic module or when the test
1 37IE s; %A report will be submitted to the CMVP for validation. When the lab submits the test report to the CMVP, the module will transition from
E3 oo
S R A2 AR A& nizA the IUT list to the MIP list. If you would like more information about a specific cryptographic module or its schedule, please contact
the vendor.
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(2) Review Pending
(3) In Review

(4) Coordination
(5) Finalization

IEZECMVPEE S

2022/Sep/19

IR EBEFIPS 140-2{23c &1k H
ZANERFEEEM, Bardlkt
AO67IEESERLFIPS 140-3:X 8¢, 1E
EETEEERNEFESEME

c.nist.gov,

BE An official website of the United States government Here’s how you know v

= CSRC MENU

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

COMPUTER SECURITY
RESOURCE CENTER
CSRC

PROJECTS CRYPTOGRAPHIC MODULE VALIDATION PROGRAM MODULES IN PROCESS

Cryptographic Module Validation Program cwvp

f v

S5 PROJECT LINKS

Overview

News & Updates

Publications

Modules In Process List

The MIP list contains cryptographic modules on which the CMVP is actively working. For a module to transition from Review Pending to In Review, the lab must
first pay the NIST Cost Recovery fee, and then the report will be assigned as resources become available. The validation process is a joint effort between the
CMVP, the laboratory and the vendor and therefore, for any given module, the action to respond could reside with the CMVP, the lab or the vendor. This list
does not provide granularity into which entity has the action. If you would like more information for a specific cryptographic module or its schedule, please

contact the vendor.
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Overview

Section 1—General

Section 2 — Cryptographic module specification
Section 3 — Cryptographic module interfaces
Section 4 — Roles, services, and authentication

Section 5 — Software/Firmware security

Sec:t?on 6—Operationalehvironment Implementation Guidance for
e FIPS 140-3 and the Cryptographic Module

Section & — Non-invasive security

Section 9 — Sensitive security parameter management Validation Progl‘am
Section 10 — Self-tests

Section 11 - Life-cycle assurance

Section 12 — Mitigation of other attacks

Annex A - Documentation requirements

Annex B — Cryptographic module security policy

Annex C — Approved security functions

Annex D — Approved sensitive security parameter generation and establishment methods

National Institute of Standards and Technology

Annex E — Approved authentication mechanisms
Canadian Centre for Cyber Security

Annex F — Approved non-invasive attack mitigation test metrics
Change Summary

End of Document
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FIPS 140-2 £ FIPS 140-3 EXEKEE @

1. FBREPEERE 1. FBRBRERE

(Cryptographic Module Specification) (Cryptographic Module Specification)
2. EBRPEMEOERNE BIESEEANE

(Cryptographic Module Ports and Interfaces) (Cryptographic Module Interfaces)
3. AR BRHERSSREE e, RS EE

(Roles, Services, and Authentication) (Roles, Services, and Authentication)
4. BRI RAUBAR

(Finite State Model) (Software/Firmware Security)
5. YEMERRE fERIUE

(Physical Security) (Operating Environment)
6. IREIRIE MEERRRE

(Operational Environment)
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7. HBERTHREE 7.

(Cryptographic Key Management)

8. BEHTH EREENM 8.

(Electromagnetic Interference /

Electromagnetic Compatibility)

9. HEAR 9.
(Self-Tests)
10. EREFERER 10.

(Design Assurance)

1. REHIRGTH 1.

(Mitigation of Other Attacks)
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FRAXER

(Non-invasive Security)

BRETELBHER

(Sensitive Security Parameter Management)

B3R

(Self-Tests)

Han B HARELR

(Life-cycle Assurance)
% i HLfth B 75 =X
(Mitigation of Other Attacks)
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FIPS 140-2 Hié&(Appendix)E K (Annex)iErE FIPS 140-3 Mi{+i2RE

Appendix A: Summary Of Documentation Requirements 800-140: Derived Test Requirements
Appendix B: Recommended Software Development Practices 800-140A: Documentation Requirements
Appendix C: Cryptographic Module Security Policy — —» 800-140B: Security Policy Requirements

Appendix D: Selected Bibliography 800-140C: Approved Security Functions

Appendix E: Applicable Internet Uniform Resource 800-140D: Approved Sensitive Parameter

Locators (URL) Generation and Establishment Methods
: . -140E: A Authentication Mechani
Annex A: Approved Security Functions SULRIALIS: MpE@YERl AUNEIZ e (DETEISmS
- _ _ N\ 800-140F: Approved Non-Invasive Attack Mitigation Test
Annex B: Approved Protection Profiles Metrics

Annex C: Approved Random Number Generators

Annex D: Approved Key Establishment Techniques

. 7

© 2022 Onward Security Corp. Creative Commons CCO 46



FIPS 140-2 Ei FIPS 140-3 E&{ifiE =5

() onwerd
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o ELBELEDR > ©
(Random Number Generators, RNG)

o REMBLHELSSR > o
(Deterministic Random Number Generators,
DRNG)

o JEREMBLHEELSS > o
(Non-Deterministic Random Number
Generator, NDRNG)
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(Random Bit Generators, RBG)
REMEREHATTEL SR

(Deterministic Random Bit Generators,
DRBG)

%3 (Entropy)

AEETHEERL 2= £ R
(Continuous Random Number Generator
Tests, CRNGT)
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FREBRRAE, EEntropythEi:E QN P

Information Technology Laboratory N lsr rco,,pmn SECURITY
NIST Special Publication S00-90B Baslila’ai= 8=l gp 8 =-1e b Heid )0 -

PROJECTS CRYPTOGRAPHIC MODULE VALIDATION PROGRAM

Recommendation for the Entropy , o
Y | Cryptographic Module Validation Program cwvp
Sources Used for Random Bit| :
Generaﬁon S PROJECT LINKS

Overview
News & Updates
Publications
Meltem S6nmez Turan
Elaine Barker Entropy Validations

John Kelsey

As of November 7, 2020, the CMVP requires that all FIPS 140-2 and FIPS 140-3 module validation submissions include documentation justifying conformance
Kerry A MCKay to SP 800-90B if applicable. SP 800-90B, along with FIPS 140-2 Implementation Guidance (IG) documents 7.18, 7.19, and 7.20 and corresponding FIPS 140-3 IGs
Mary L Baish D.J, D.K, and D.0, outline the requirements for an entropy source to be included in a FIPS-approved cryptographic module.

Mlke BOYle Currently entropy validations may be found within validated cryptographic modules under the "ENT" algorithm in the Validated Module Search. The CMVP is
working to establish a separate Entropy Validation List so that an Entropy Validation Certificate may be referenced by multiple Module Validation Certificates.
As well, by isolating the entropy validation requirements into a separate scope, the CMVP hopes to improve the speed and consistency of the validation
process.

The National Voluntary Laboratory Accreditation Program (NVLAP) manages the validation lab accreditation process. This is outlined in NIST Handbook

ThlS pUbllcatlon 1S avallable free Of Charge from: 150-17. The CMVP is working to update this document with a new 17ESV accreditation scope. The 17ESV scope will allow accredited labs to submit
h[tpSZ//dOl.OI'g/ 1 0602 8/NISTSP800-9OB justifications of conformance to SP 800-90B to the CMVP for entropy sources to receive an Entropy Validation Certificate.
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1. BRPIREBRE

(Cryptographic Module Specification)

o —fRIR/EFEI (Normal Operation) B FiRIE B oG BRR B HE N TE S B -

o FriET %% H 47 J(Control Output Interface)
R 122 ) 46 4 S48 Il GRS ) el L

R, REFTLGRERAFAIRE, SEEME
Bk . WA, RIFHIEF

o [EM5iR/EER (Degraded Operation)i{EHi

BT B FAIG, RMEABRIKREIARE 3. ffh. JRISELS 4 EE
iﬁﬁ’ﬁf‘ﬂﬁ"]&*ﬁ?}ﬁ? i 2 f POk I Eﬂ’j x (Roles, Services, and Authentication)
BRI S B i JE B E A RO B R B R X 2
[, 5 BEIEILELE SR SE RS -

o IEfEfERIEREBSIEAL BRI 0 BRI AL e (S e
Bt reaadlR, RUETREEZ£RFE Cryptographic Output Capability) fRE#5E 5%
BRI RORRRE . TMFIPS 140-2 R R i57RiE HE. ENREREFER, AREABNMNEZEIEE (Crypto
FEARS SHLER TR Officer) #E1TERE, LLINBH#E B BIZZBPSec
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7. ERARXER (Non-invasive Security)

Non-invasive attacks attempt to compromise a
cryptographic module by acquiring knowledge
of the module’s Critical Security Parameters
without physically modifying or invading the
module. Modules may implement various
techniques to mitigate against these types of
attacks.

PERAXKE Jn'tluélifl%ﬂIHKE&&)KLJE%H
ZAN, HEH2RMETEFR EGNSES
SR CFABEZT 2SRRI, 1 Uﬁ&zz ‘
FE SRR 1,

Xigal ZRKE
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WIKIPEDIA

‘The Free Encyclopedia

Main page
Contents
Current events
Random article
About Wikipedia
Contactus
Donate

Contribute

Help

Learn to edit
Community portal
Recent changes
Upload file

Tools

What links here
Related changes
Special pages
Permanent link
Page information
Cite this page
Wikidata item

Print/export
Download as PDF

- Notloggedin Talk Contributions Create account Login

Article Talk

Van Eck phreaking

From Wikipedia, the free encyclopedia

Read Edit View history |Search Wikipedia — Q

Van Eck phreaking, also known as Van Eck radiation, is a form of eavesdropping in which
special equipment is used to pick up side-band electromagnetic emissions from electronic
devices that correlate to hidden signals or data to recreate these signals or data to spy on the
electronic device. Side-band electromagnetic radiation emissions are present in (and with the
proper equipment, can be captured from) keyboards, computer displays, printers, and other
electronic devices.

In 1985, Wim van Eck published the first unclassified technical analysis of the security risks of
emanations from computer monitors. This paper caused some consternation in the security
community, which had previously believed that such monitoring was a highly sophisticated attack
available only to governments; van Eck successfully eavesdropped on a real system, at a range
of hundreds of metres, using just $15 worth of equipment plus a television set.

As a consequence of this research, such emanations are sometimes called "van Eck radiation",
and the eavesdropping technique van Eck phreaking. Government researchers were already
aware of the danger, as Bell Labs had noted this vulnerability to secure teleprinter
communications during World War Il and was able to produce 75% of the plaintext being
processed in a secure facility from a distance of 80 feet (24 metres).l"] Additionally, the NSA
published Tempest Fundamentals, NSA-82-89, NACSIM 5000, National Security Agency
(Classified) on February 1, 1982. Also, the van Eck technique was successfully demonstrated to
non-TEMPEST personnel in Korea during the Korean War in the 1950s.

While phreaking is the process of exploiting telephone networks, it is used here because of its
connection to eavesdropping. Van Eck phreaking of CRT displays is the process of
eavesdropping on the contents of a CRT by detecting its electromagnetic emissions.

https://en.wikipedia.org/wiki/Van_Eck_phreaking

50



FIPS 140-3 i 2 ffiig

o /NFHEEZE (Public Security Parameters,
PSP)

ZORERE, 2N iBiENRHRE

o AR S 2% (Critical Security Parameters,

CSP)
BEORSTEMN + B,

ST, ivIE. EATNE. PINIES

o HRETEBE (Sensitive Security
Parameter, SSP)

EFA&PSP + CSP
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8. BERREBHEH 9. BB (Self-Tests)
(Sensitive Security Parameter Management)

@onword
SECURITY

o RFRIE TR
(Pre-Operational self-tests)
F [F R B BRI
(Power-On-Self-Test, POST)
o {R{FMEE TR
(Conditional self-tests)

KRR E R E R, E1TRE
o EHAMEBTEIE

(Periodic self-tests)

EZEER. 2, FRFEIFIPS 140-2E3K
ALZEEFRS. 4, KEBZE2BRBENE
HAHE 1T B RIS
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10. EdnB AR

(Life-cycle Assurance)

o HIHEREITZHIEK(Vendor Testing) EE RSN AIGE, EFER BE{E TEE1T8IE

o KREAIZK(Low-level Testing) T FifK3. 4KEEINV K, & ¥ EREIRE/ELEE @,
i 1Tbitwise FE &AL, BIGFIBE B R A ZETXHE

o “anmEEAER (End of life)
REEFR . 2ETEUREERR (secure sanitization)

%3, 4:E TR (secure destruction)

o FIPS 140-2E&KkHIEITCVEEIE, #EGFRIILL
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FIEEEMERNMEFIRE, ReEETBinarysR
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ibcrypto

i ] | !
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Source: https://www.openssl.org/docs/OpenSSL300Design.html , License: https://www.openssl.org/sourcel/license.html. 55
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THANK YOU!

BHAEFRAM contact@onwardsecurity.com

Onward Security

Realize Ultimate Security every step starts with the labs


https://www.youtube.com/channel/UCsaVEyQBjMd313F6dWtedFA
https://www.youtube.com/channel/UCsaVEyQBjMd313F6dWtedFA
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