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多面相控制建立內部縱深
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4 + 1
最有效的政策落實



1.



X-FORT 
Client

HID

PORT

USB 

MTP

8



User
Mode

Kernel
Mode

9

Driver Filter / API Hook

API Hook API Hook

Driver FilterDriver Filter



2.



11

File Locker

BitLocker / MBR 
Data at rest

Data in use

Data in transit

IM/FTP
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–MBR / BitLocker

⚫ 串接到其他電腦電腦，無法正常讀取硬碟

◼ MBR 硬碟: MBR 加密
◼ UEFI / MBR 硬碟: BitLocker自動加密本機磁碟，統一控管金鑰

C:\

D:\

BitLocker

C:\

D:\

MBR 

MBR 

C:\

D:\
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File Locker / SVS / FAC 

⚫ 不限制AP行為
⚫ 不影響使用者工作

WFH

Cloud

File Locker
AP



⚫ 最能符合客戶多樣化需求，依人員角色設定

⚫ 寫出加密：Agent電腦解密、指定電腦解密、密碼解密



3.
有效防範未知威脅
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4.
偵測活動內容及時防止災害擴大
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/ User File Operation

/ Clipboard

/ Application Activity

/ Device Access

/ Printing

/ File Transferring

/ Web Browsing

/ Instant Messaging

/ Mailing

/ System File Operation
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+1. 
因地制宜彈性工作
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VPN

EDR
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Work from Anywhere
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Ultimate Security for Business Longevity


