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1. Background Information

PlugX, ShadowPad, and modular tools shared among Chinese APTs



PlugX

* First Seen: 2008
* A RAT with modular plugins

* Used by many Chinese APT groups:

* Amoeba/APT41, APT27, DragonOXK,
Polaris, menuPass, LuoYu, and more...

* “PlugX” = plugin and malware module features

* Various PlugX variants
(Some have other communication protocols, including P2P and DNS

Tunneling.)



ShadowPad

* First Seen: 2015
e A RAT with modular plugins

e Used by many Chinese APT groups (respectively limited):

 Amoeba/APT41, Fishmaster, Sanyo,
LuoYu, Naikon, more...

* |ts functions are provided by interchangeable modules
* Protected by layers of encryption and heavy obfuscation
 The modular design resembles PlugX



Related malware families

* PlugX

e ShadowPad

* Pangolin8RAT
 FFRAT

* KeyPlug

* Winnti 2.0

* FunnySwitch

* Natwalk (Sidewalk)
* Crosswalk



Amoeba, Fishmaster, and TianWU _ yuiuiar matware

- KCP protocol
- Multiple C2 protocol supported
- Cobalt Strike technique

Amoeba

Tianwu

Fishmaster

aka APT41, Barium

- Notorious Chinese
APT group

- Chengdu404
- Civilian hackers

- Tool: Pangolin8RAT

- An emerging
China-nexus group
that has been active

since late-2020

aka Lusca Earth,
TAG-22

- Amoeba’s subgroup

ShadowPad, Winnti,
FunnySwitch




Tianwu Profile

Origin [k
Tools
Pangolin8RAT, custom Cobalt Strike Beacon
TTPs
- Phishing, planting backdoor in NAS server
- C2: typosquatting, VPS, possible abuse of Log4)
- Exploit: CVE-2022-24934, possible Chromium exploit
- Possible supply chain attack

Target Region * > - *:

Target Industry

Gambling, IT, Telecom, Gov, Transport, Dissident, Logistics



2. Anatomy of Pangolin8RAT

Pangolin8RAT’s evolution and its similarities with other malware families
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Malware Profile: Pangolin8RAT

Type Modular backdoor
Naming The PDB string contains “pangolin” and its RTTI contains “p8rat”
First seen 2019/11

supported 8 communication protocols, including TCP, HTTPS, UDP,

Function DNS, ICMP, HTTPSIPV6, WEB, and SSH

Target industry | Online gaming, gambling, IT, Telecom, Transportation, Gov, Dissident

Linked APT Tianwu




Naming

The PDB string
« Z:\Disk\pangolin_reload\Release\core\ldr\Mfcldrx64.pdb
e D:\PangolinRev\Release\core\LiteCorex64.pdb
e D:\PangolinRev\Release\core\corex64.pdb

The RTTI
* P8RatCore
e P8CorePluginManager
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In-Depth Analysis of Pangolin8RAT

* The evolution of Pangolin8RAT
* The code similarity with FFRAT and Winnti 2.0

* TTPs overlap with Amoeba group malware family
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The evolution of Pangolin8RAT — Timeline

Local Shellcode Injection Kill EDR process
PE2Shellcode Anti IDA Pro decompiler

Feb. 2022

Before 2021 Sep. 2021

DLL injection
Phantom DLL hollowing*1

Check loaded security product drivers*2 Code refactoring
Exploiting vulnerable driver (CVE-2019-16098)

The timeline of TTPs used by Pangolin8RAT

*1: https://github.com/forrest-orr/phantom-dll-hollower-poc 14
*2: https://gist.github.com/jthuraisamy/4c4c751df09f83d3620013f5d370d3b9



Code similarity with FFRAT and Winnti 2.0

Sample MD5 hash First-stage C2 Server (Blog)

® Pangolin8RAT.FileMgr
* 0879125ed34df60a70ed5bb8d58f3a19 -
®* FFRAT
®* 1962a69c204289¢cb8214a30c15f05609 9
* Winnti 2.0 >
®* 5778178a1b259¢3127b678a49cd23e53 B
Dead Drop Resolver technique Second-stage C2 Server

| |
%ﬁ% Code overlap ﬁ Code overlap

Pangolin8RAT.FileMgr FFRAT Winnti2.0
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Code similarity with FFRAT and Winnti 2.0

Code overlap/reuse

1. Pangolin8RAT.FileMgr vs. FFRAT 25

* Code overlap just change XOR key: OxBC vs. 0x57
* Same debug string and proxy connector class reused

First-stage C2 Server (Blog)

?AVsocksda_connector@@
AV connector@@
?AVsocksd_connector@@

L

2AVhttp_tunnel_ntim@@ ONNEC p——
2AVhttp_connect_ntm@@ S
2AVhttp_proxy_connector@@ .

D Drop Resolver techni ;
2AVsocksS_connector@@ ead Drop Resolver technique Second-stage C2 Server

|
2. FFRAT vs. Winnti 2.0

* Same debug string
* "m_ServerComplete Continue\n” Code overlap Code overlap
* ”SrvCode”, “DrvCode”

Pangolin8RAT.FileMgr FFRAT Winnti2.0
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File Edit Jump Search

| Function name

Ed _acrt_ EnumSystemLocalé
A _acrt Flsalloc

B _acit FlsFree

B _vert FlsFree 0

B _acrt Flssewvalue

@ _vert_EventSetinformatic
| @ _acrt GetSystemTimePre
| B _acrt_GetUserDefaultLoc
B2 _act InitializeCriticalSec
| @ _acrt kvalidLocaleName
| @ _acrt LCIDTolocaleNam
| B _acrt LCMapStringEx

View Debugger Lumina Options Windows Help
iwmTic - -ibagth S | GIN O g X > B W Nodebuger

i |l Library function. | Reguler fonction

m roo: o e e - @

35cd34df60a70edSbb8d5313

I on [l Dot B8 Unexplored B Exdernal symbol [l Luming function

SOCKET v2; // rbx

int v3; // esi

int vé4; // erld

__int64 v5; // rcx

__int64 v6; // rdx

__inte4 v7; // r8

int v8; // er9

bool v9; // di

void *v1@; // rcx

char optval[4]; // [rsp+48h] [rbp-Céh] BYREF

__int64 v13; // [rsp+48h] [rbp-B8h]

SOCKET vi4; // [rsp+56h] [rbp-Beh] BYREF

struct RTL CRITICAL SECTION CriticalSection; // [rsp+58h] [rbp-A8h] BYREF
struct _RTL_CRITICAL_SECTION v16; // [rsp+88h] [rbp-86h] BYREF
__int64 v17[2]; // [rsp+Beh] [rbp-5eh] BYREF

_ ml128i v18; // [rsp+Ceh] [rbp-4eh]

vamifit®™

‘m
B8 ®Mo-@ B8 B8 G- ® B8

1__inte4 _ fastcall sub_180016DAB(__int64 al)

Code similarity with FFRAT and Winnti 2.0

Function name
[ _chsize_nolock
_lseek nolock

B _isindst

& sub_18002A38C
sub_18002A3FC
& sub_18002M3C

Liboary funection [l Regular function

W Focicor (£ [ [E) FIDESE

9cb8214230c15f05609 C:\Users\user\Desktop\FFRAT\1962260c204289c£8214230c15/05609
File Edit Jump Search View Debugger Lumina Options Windows Help
imRic *-i'Baw B (9
: 4

vagiET®

4 I'

®igimp A Xir B W Nodbuge

Instruction [l Dots B Unexplored B Externel symbol [l Lumine funckon

B - B8 B8 B8 -8 SR8

int64 _ fastcall sub_180014AF8(__int64 al)

unsigned int v2; // edi

int v3; // eax

UINT v4; // eax

int vS; // erl3

SOCKET v6; // ri2

__inte4 v7; // rll

__inte4 v8; // rcx

char v18[8]; // [rsp+48h] [rbp-538h] BYREF
void *Block; // [rsp+48h] [rbp-53¢h]

__int64 v12; // [rsp+58h] [rbp-528h]
unsigned __int64 v13; // [rsp+66h] [rbp-518h]
int vi4; // [rsp+7eh] [rbp-508h]

int v15(55]; // [rsp+74h] [rbp-5@4h] BYREF
char vi6; // [rsp+158h] [rbp-428h] BYREF
char v17[1023]; // [rsp+151h] [rbp-427h] BYREF

| E _acrt_LocaleNameTolCT struct WSAData WSAData; // [rsp+Deh] [rbp-38h] BYREF A sub_18002A47C ®° v2=0g0;
B3 _acrt can_use vista local char v208[1024]; // [rsp+276h] [rbp+176h] BYREF A :ub_18002A484 ® 06 memset(v15, B, @xD4uibs);
R - ® o1 memmove(&v15[5], Runk_180@45AE4, @x48uibd);
B _scrtinitialize_winapi_th v13 = OxFFFFFFFFFFFFFFFEUit4; I sub_18002A43C ® 22 V14 = 0x13572468;
M _acrtis packaged app v2 = *(_QWORD *)al; A sub 18002A494 ® 23 v15[6] = @x1600010;
- acrt_uninitialize_winapi memset(8WSAData, @, BxD3uisd); - toupper_| ® ©1  LOWORD(v15[2]) = dword_186@45AB4 !- @;
e - N *(_DWORD *)&WSAData.szDescription[@x48] = *(_DWORD *)(al + @x718); n - L] v3 = *(al + Bx658);
B fcloseall *(_DWORD *)&WSAData.wVersion = @x2D7AFFAT; A toupper ® 2 vis[1] = 4;
_acrt_stdio_frae_buffer_n *(_DWORD *)&WSAData.iMaxSockets = €x1082; i _getbuf L] v15[@x15] = v3;
- acrt_stdio_free_stream(_ WSAData.lpvendorinfo = (char *)qword_180062428; - isatty ® 05 va = GetACP();
= N *(_DWORD *)WSAData.szDescription = GetACP(); - . ® 2° V5 = dword 180@455FC;
| M _crt_seh_guarded_call<it v3 = dword_18006184C; i _initp_mizc_cfltont tab ®:c vi5[3] = v4;
| B sub_1800370D0 *(_DWORD *)&WSAData.szDescription[4] = dword_180061B4C; [ _get_printf_count_outpt ® 51 v15[4] = dword_1800455FC;
nolod v4 = *(_DWORD *)(al + 0x718); i ® > v6 = *al;
E fo“s:-m . memset(v20, ©, sizeof(v20)); E '__"__'_Lb'_'u ® 33 V16 = 9;
v5 = @i64; ® -1 memset(vl7, @, sizeof(v17));
Line 900 of 1065 o= Saaioe Line 673 of 762 e Sl
- - 3 do
et o | 5 | x| v28[vs] = *((_BYTE *)&wSAData.wversion + v5) ~ @xBC; w Goohov [E]) [ED B - {
++v5; L] *(Bv16 + v7) = *(Bv14 + v7) ~ Ox57;
--Vv6} ® a0 ++V7;
} ® --v8;
while ( v6 ); 4 }

00016255/ sub_180016DA0:38 (1B0016ESS)

00013FFS|/sub_180014AF8:39 (180014BFS)

Pangolin8RAT.FileMgr vs. FFRAT
Code overlap just change XOR key: OxBC vs. 0x57
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Code similarity with FFRAT and Winnti 2.0

Code similarity - Dead Drop Resolver technique

» Stepl: Get response from web server (first-stage c2) First-stage G2 Server (Blog)

» Step2: Parse encrypted/encoded string with

hardcoded delimiters onnect
* Format:
<start_delimiter>binary_ data<end_ delimiter>
 Step3: covert data to bytes and decode string SEInEE——>

* C2 Format: "<ipv4 or domain>:<port>"
C 0 2L P 0 do : PO - Dead Drop Resolver technique Second-stage C2 Server

« Step4: resolve the second-stage C2 ip address i
|

ﬁ Code overlap ﬁ Code overlap ﬁ

Pangolin8RAT.FileMgr FFRAT Winnti2.0



Code similarity with FFRAT and Winnti 2.0

File Edn Jump Seorch View Debugger Luvmna Options Windows Help File Edit Jump Search View Debugger Lumina Options Windows Help
i 5 inpih B | EIN®igian ' X > W W Nodebuge viag BT ™ I§i= € = imph B N® giok F ' pfX:» W W Nodsbuger vam:
: il 0 | m v
: M Librosy function [l Regulr funcion  Instruction [l Deta B Unexplored B Externs] symbol Ml Lunine function : M Librery function Wl Reguler funcion 1 jon [l Data B Unexplorzd B External symbol [l Lonins function
B Focions [0 0G0 2D .1.... - Cr-m B8 i@ D-8 BHe-® Be-® RHe | B Foos 50 0050 .IDA---. _ B8 BL-8 Be-® BHe-® @8 RHE-®
Functi . v17 = std::_Traits_find<std::char_traits<char>>(v14, v48, 0i64, "1BFF2C77", 8i64); Euncti
SneHan nams ® 108 if ( v17 != OXFFFFFFFFFFFFFFFFUi6s ) 'on name .- start = strstr(v4, "FC519B92");
_ acrt_InitializeCriticalSec { d _chsize_nolock L v7 = start;
- acrt sValidLocaleName L] vl8 = v17 + 83 . lseek _nolock L if ( start )
_ L v31l = viB; b )
- —aat LCIDTolocaleNam L v19 = Block; .—M—MI“ L IS end = strstr(start, "6419ED17");
H _act LCMapStringEx ' if (V16 >= ox10 ) A sub_180029914 . va = end;
B _aat LocaleNameTolCl . vi9 = vi5; ) ) : 2 _tzset nolock ® a: if (end )
- S ® 115 v28 = std::_Traits_find<std::char_traits<char>>(v19, v11, v18, "3381EDFE", 8i64); - {
B _scrt can_use vista | e if ( v20 |= OxFFFFFFFFFEFFFFFFUiGa ) ovtdate L] V18 = v7 - v5 + strlen("FC519592");
- __acrt initialize_winapi_th 117 { - _isindst_nolock ® pszString =
B _eat is_packaged app ® sub_1800aC9eC(Block, Src, v31, v20 - v3l); |7 ® 47 memset(v2l, @, sizeof(v2l));
_ - il o ® 119 std::string::string(v32); _"nds! ® strncpy(&pszString, &v5[vi8], vO - v5 - vi1e);
—patuminialize wineps, | g std: :string::string(v36); st ® 0 pbBinary = @;
Ed _fcloseall CRE sub_180015484(Src); B3 sub_128002A38C L memset(v19, 0, sizeof(v19));
B _acrt stdio_free_buffer_n . v33 = 0!.64; I sub_18002A3FC L pcbBinary = @xl1e4; )
ol d ® 123 v34 = Bi64; H <ub. 18002A43C vll = strlen(8pszString);
—acrt_std streal L e std::string::_Construct_lv_contents(v32, Src); = LI CryptStringToBinaryA(&pszString, v1l, 1u, &pbBinary, &pcbBinary, @i64, @i64);
Bd _crtseh guarded call<i @ - sub_1880155D8 (v37); @ sub_18002447C CE V12 = @i64;
e : V vgé =l I sub_1800 : :;?1_ ?iﬁﬁ trlen(&pbBinary) )
V. B H 1le V. < strilen(&p nary
B _close_nolock . for ( j = Size[@]; v21 < Size[]; j = Size[@] ) I sub_18002A48C 5
Fd iswctype { A sub_18002A494 [ I *(8pbBinary + vi2#+) "= @x57u;
- _realloc_base L v23 = v37; -_toupper_l L ] vl7 = v12;
’ i . if ( size[1] >= ex10 ) = }
H sctype | ™ v23 = v37[0]; I toupper . V13 = 0x40i64;
- fegetround . *(v23 + v2144) M= O)IAFu, -_QM . m:-set(liThr:a:Paramter + 9x216, 0, Bx40uibd);
dsign 3 isatty 63 if ( strlen(&pbBinary) <= @x4@ )
N ; L memset(v2, 8, 8x100ui6d); n T isc i b L ] v13 = strlen(&pbBinary);
. = ® v24 = v37; -—'Mp—m— — e strncpy(lpThreadParameter + @x218, &pbBinary, vi3);
E _exceptl CRE v25 = v37[@]; 3 _oet_printf_count_outpt ® if ( *(lpThreadParameter + @x1BC)
. handle exc : 1 Y:G(-;iz?{}]; oe ) K _wctomb s | / || resolve_c2_ip(lpThreadParameter + @x218, lpThreadParameter + @x134, lpThreadParameter -
_________ 3 1 1ze 2= [,
L J v24 = v37[e]; = ® v v2 = 1;
- ® if ( § > exien ) : 70 }
Line 900 of 1065 ® 10 invalid parameter_noinfo_noreturn(); Line 673 of 762 71 }
- ® 143 memmove(v2, v24, j); o p }
& Gmphov: [ [N (IEH o - if ( !*(1lpThreadParameter + Bx1FB) ) = Gmphov (=) [N IES) }
145 { . iF (vs)
'E-_ [ BET v3@ = resolve c2 ip(v2, lpThreadParameter + ©x1C4, lpThreadParameter + @x38A); L free(vs);
. 17 V26 = Size[1]; L I return v2;
® 1 v25 = v37[e]; L]
00014ESE StarthAddress:133 (180015ASE) 00006DE7 sub_18000783C:58 (1800079E7)

Pangolin8RAT.FileMgr vs. FFRAT
Different hardcoded delimiters and XOR key: OXAF vs. 0x57



TTPs overlap with Amoeba malware family

Phantom DLL Hollowing

Dead Drop Resolver KCP Protocol

Pangolin8RAT

Multiple C2 Protocol Supported &

Anti IDA Pro D il '
nti ro Decompiler Modular Designed
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TTPs overlap with Amoeba malware family

Phantom DLL hollowing
* ChatLoader'“! (aka. StealthVector)
Dead Drop Resolver

e Natwalk'”! (aka. Sidewalk >, ScrambleCross )
* Natwalk is one of the backdoors loaded by the ChatLoader

* KeyPlug®' (tech community forums)

 ShadowPad (MSDN forums, github), PlugX(MSDN forums, pastebin)
* Winnti'**' (MSDN forums), FFRAT

9002 RAT

Anti IDA Pro decompiler

* The linux variant of Natwalk
O Specter botnet"" is the predecessor of Natwalk.linux



TTPs overlap with Amoeba malware family

KCP Protocol

* KeyPlug

* FunnySwitch

* Crosswalk

* PseudoManuscrypt&(unknown adversary)

Multiple c2 protocol supported & Modular designed

e KeyPlug (HTTP, KCP, TCP, WSS)

e Crosswalk (TCP, HTTP, KCP)

e FunySwitch (RPC, TCP, HTTP)

* Winnti (ICMP, UDP, TCP, Reuse port)

e PlugX'” (DNS, ICMP, HTTP, TCP, UDP), ShadowPad' " (TCP, UDP, HTTP, DNS)

22
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TTPs overlap with Amoeba malware family

ﬁ ﬁ < Load
KeyPlug ShadowPad NEWE ChatlLoader(aka. StealthVector)
(aka.ScrambleCross,
SideWalk)
ﬁ ﬁ % Phantom DLL hollowing ﬁ
PlugX FFRAT
PseudoManuscrypt - (nknown Adversay
Iowkey
Dead Drop Resolver KCP Protocol Code e
\ Winnti 9002 RAV
Same developer” -
FunnySwitch Crosswalk KeyPlug
Anti IDA Pro decompiler Multiple c2 protocol supported &
Unknown|Adversay Modular designed
Codereuse [T W () o Code overiapaete () RS
Specter is the predecessor of Natwalk
S Natwalk.linux Winnti PlugX ShadowPad
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TTPs overlap with Amoeba malware family

Targets online gaming/gambling industry

* Natwalk, Crosswalk, FunnySwitch, Spyder
e ShadowPad, Winnti, PlugX
e KeyPlug

CobaltStrike technique

* Abusing Cloudflare Workers to hide the real IP address
* Modify XOR-key

e Early bird code injection

25



The timeline of malware family with KCP Protocol

KeyPlug
FunnySwitch
Pangolin8RAT

Crosswalk

2019/01 2019/07 2020/01 2020/07 2021/01 2021/07 2022/01

B Malware activity timeline based on sample compile timestamp

QO First observed date of attacking gambling industry

26



The New Era of Chinese APT analysis?

« Increasing intricacy of malware families
« Increasing tendency of malware sharing
Malware-as-a-Service among APT groups?

2]



3. Tianwu

TTPs, Activity Timeline, Target, Attribution

28



Tianwu (K5)

* A beast with 8 human heads, 8 feet and 8

tails
® Modular features of Pangolin8RAT

® Amalgamation of different groups of actors

* The Classic of Mountains and Seas (LI /84K

T

29



Target Industry and Region

Target Industry Target Region

0O Gambling @Telecom @ Government @ Transport @ Dissident @Other @ Taiwan @ The Philippines O Kazahstan @ China @ Hong Kong @ Other
K]



Activity Timeline

2021/10
-2022/01

o—Ill

o—Ill
o—Ill

O—Ill] 3
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Case Study:
Months-long campaign against KZ Telecom

Victim
e Kazakhstan telecom

First attack spotted in 2021/10,
latest attack spotted in 2022/01

Tools
* Pangolin8RAT
* CobaltStrike Beacon with specific watermark

C2

e C2 domain disguised as the victim’s domain
* VPS provided by Leaseweb
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Case Study:
Campaign against TW gambling/gaming firms

Victim
* Taiwanese gambling/gaming firms

First attack spotted in 2021/04,
latest attack spotted in 2022/07

Tools
* Pangolin8RAT
* Cobalt Strike Beacon with specific watermark
* Hacking tool

« Attempts to collect info of victims’ browser and messaging
software
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Case Study:

Campaign against TW gambling/gaming firms
(cont.)

Victim
* Taiwanese gambling/gaming firms

First attack spotted in 2021/04,
latest attack spotted in 2022/07

Possible Supply Chain Attack

e Attacks against software and services used
in online gambling/gaming services
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Case Study:
Attack against TW transport industry

Victim
* Taiwanese public transport-related firm

Time: 2021/08

Tools
* Pangolin8RAT
* 8 C2 configs were populated in the RAT

C2

* Disguised as the enterprise management software used by the
victim
®* C2infra also used in attack against PH gambling firms
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Case Study:

Campaign against Chinese-speaking dissident

Victim
* Chinese-speaking dissident
Time: 2021/03-2021/04

Delivery
* Phishing via Forum

* Disguised as TW IT Company

RERT 2021-3-6 16:20:23 | RBIZFE »

s - 2 = = - .

REHTEHARFEE T NESRASIEER » R2IZRCPMIBZMLE SR 7 BNEITHHAETEE JFE RS |

HMELR mial :
Line
Teleg

At A
BES TEABREHER |

“How to put ads on
abuoluowang.com”

® HE | RRT 2021-3-6 16:21:16 | REXMAEE

PRRBMERIT TEASD
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Case Study:
Campaign against Chinese-speaking dissident
(cont.)

Exploit
* Possible Chromium exploit targeting
Chromium-based browser users
* eg: QQ browser
Tools
* Malicious WeChat CRX (Chrome
extension)

* Pangolin8RAT
* CobaltStrike

37



Tianwu and Amoeba overlaps

2 N * Delivery Method
//HI/I%\\ ! * Forum phishing, planting backdoor in NAS devices
* Malware feature

* KCP protocol
* Utilization of multiple C2 protocols
* Phantom DLL hollowing

* C2
* Abusing Cloudflare Workers to hide the real IP address

* Target Scope
* Interests in online gaming/gambling industry
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Attribution: Another Amoeba?

Possible scenarios:

Amalgamation of civilian hackers
« Operation mode like Chengdu404
 Operate bid projects of the national/public security agencies
« Motive: espionage, domestic surveillance

Subgroup of Amoeba
 No shared infra and tools detected so far

39



Open Directory

Information collected
 Staffs and operators’ personal info
* Credentials
» Software source code
* Business info

Index of /

Name Last modified Size Description

@ -ﬁﬁﬂ EIH v3.0.rar 2021-01-08 03:31 9.9M
io —h ,

7).exe 2021-01-22 02:42 1.2M
2021-01-13 07:30 1.7M

i I Z
D ChromeUpdata exe 2021-01-23 02:23 1.2M
D ChromeUpdatelnstall.exe 2021-01-13 07:06 2.4M
E"} download.rar.exe 2021-03-21 05:09 374M
@ ss.exe 2021-01-13 07:24 1.7M
(3 web/ 2021-03-20 14:37

Apache/2.4.29 (Ubuntu) Server at | NG Fort 80
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Threat Landscape: New APT Operation
Mode

Difficulty of pinning down actors’ motive
* Target scope spans different industry
* Espionage operations outsourced by MSS/MPS?

Chinese authorities’ crackdown on online gaming/gambling industry
 Abundant money and data (personal info and cash flow)
e Data collection for authorities’ crackdown campaign

Civilian hacker/front company aiming for personal gain
 Participation in cybercrime
* Software source code for sale in underground market

41



Tianwu’s Operations in Diamond Model

Technical Axis

Tools and TTPs resemble APT41
Proprietary malware possibly
developed by the developers of Winnti
and FFRAT

Capability

Tools:

* Pangolin8RAT

*  Custom Cobalt Strike Beacon

TTPs:

* Social Engineering

* Planting backdoor in NAS server

* Malware with modular feature
and KCP protocol

* Exploit: WPS Office, Chromium

Adversary

Victim .

Tianwu
Origin:China

Infrastructure

Social-Political Axis

China’s crackdown on its domestic
gaming industry
* Data collection of service
providers
China’s crackdown on Macau gambling
industry forced gambler move online
» Data collection of gamblers and
cash flow

C2 disguised as legitimate websites

C2 hosted on VPS

Abused Cloudflare Workers to hide the

real IP address

Recent C2 activity indicated possible

abuse of Log4;j

Geography: Taiwan, the Philippines, Kazakhstan, Hong Kong, China
Industry: Gambling, gaming, IT, telecom, gov, transport, dissident L2



4. Conclusion

Outlook and suggestions
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Conclusion and Outlook

Pangolin8RAT could be the next gen
PlugX/ShadowPad

* Modular-featured RATs become more popular

* Highly possible to be shared or even sold among
Chinese threat groups

* Both espionage and financially driven operations

Lk



Conclusion and Outlook

New mode of APT operations

. Trends of malware sharing
Malware with similar structure and techniques
Malware-as-a-Service among APT groups

Tianwu might operate as:
a collaborator of APT41, a subgroup of APT41, or
a digital quartermaster of Chinese APTs
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Countermeasures

Defend your organization with all-level Intelligence

Tactical
- Feed CTI vendor’s 10Cs to cybersecurity infra

Operational

- Patch servers in timely manner

- Beware of new social engineering tactics

- Apply in-memory detection

Strategic

- New operation mode of Chinese APTs makes
attribution/group tracking more difficult

- China’s policies/crackdown heavily affects cyberspace
in APAC region
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[o]®

Pangolin8RAT CobaltStrike

» 0f44724d498f77a59bc542be7d17dc89 * 3e08c0e69fclbbd36b2bb09086fd30ad
* 47b3627c3900e29bdef6d36cfdf61bbf * 4e31051dc80d87927d15d0fbed704d0
* ea76ad28a3916f52a748a4f475700987 * 54437746c87698665744520820551750

cfae9252291fdf63f0c3d485a162a444

bfa657d3eca9df2b122d0908ac23cled

4fb9b38e9c4b3c98b6f13c153bbebfba

bf421d42174edb2f31007cbede9cf5b9

8b6a63e522fd6b3f23f476a101720bf9

ea2e29b351d4e07460e5955b8e1b4d5d

641d23463a53bcb29673d179379e1a8f

81d9be954a09774887eb75b5a23db9b4

9c4df895509a8906a09be0b19bf5c05a 47



[o]®

www.tiger266[.Jcom
help.tiger266[.]Jcom
new.mkdjgame[.]Jcom
help.mkdjgamel[.Jcom
www.ffyl-bet[.]Jcom
help.ffyl-bet[.]Jcom
zk.full-subscription[.]Jcom
cs.full-subscription[.]Jcom
yd.full-subscription[.]Jcom
www.animal777[.]Jcom
time.daytimegamers[.Jcom

themerecord[.]Jcom

static.daytodayup[.]Jcom
mirrors.centos.8788912[.]com
stat.8788912[.]com
login.good-enough-8fe4[.]Jcom
cdn2.twmicrosoft[.Jcom
cdn.1685810[.]Jcom
static.1685810[.]com
cachedownload.goldenrose88[.Jcom
backup.microsupdate[.Jcom
api.gpk-demol[.]Jcom
static.gpk-demo[.]Jcom

api.geming8888[.Jcom

23.106.122[.]171
23.106.123[.]134
23.106.124[.]156
23.106.125[.]132
45.153.242[.]41

74.119.193[.]139
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