
There is no S in macOS SIP
-- a deep analysis of macOS’s System Integrity Protection, 
and its bypasses

Ta-Lun Yen, Senior Vulnerability Researcher
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What is SIP?
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System Integrity Protection

• “Rootless” – starting from Yosemite
• Removing some abilities from root user 

• Sandboxing system calls to protect the platform from root
• Can (normally) only be disabled in recovery mode
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System Integrity Protection

• Filesystem restrictions
• Files can be “protected” 

• Action restrictions
• Restricted ability to attach debugger to specific processes
• Can’t use root without password (unauthenticated root)
• Can’t load untrusted kernel extensions
• Can’t interact with NVRAM, Disabled kernel debugger
• …
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Filesystem Restrictions

• Files can be restricted if:
• It has extended attribute com.apple.rootless
• Listed in /System/Library/Sandbox/rootless.conf

• Currently no way to manually SIP a file
• Can be checked with ls -lO
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Manually SIP a file

• Manipulating via chflags
• Undocumented feature!

• SIP has to be disabled
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SIP Flags
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CSR Flags

• CSR is controlled by flags in NVRAM
• Writing to NVRAM = control CSR
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CSR Flags

• csrutil disable = 0x70 = 00000000 01110000
• csrutil enable  = 0x10 = 00000000 00010000
• Not fully disabled/enabled?
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Entitlements

• XML embedded in code signature (codesign)
• Can grant special permissions to binary
• Comparable to setuid 0 in linux
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Entitlements for bypassing SIP

• Apple can sign entitlements to bypass SIP
• com.apple.rootless.install
• com.apple.rootless.install.inheritable

• Probably granted to handle system update/maintainance
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How SIP is implemented (XNU)
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How SIP is implemented

• Say we want to remove a file
• Removing files are done by unlink (POSIX)
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vnode

• macOS uses a virtual filesystem
layer (vnode/vfs)
• Every file(dir) has a vnode
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vnode

• Vnode can “attach information”
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vnode

• Vnode can “attach information”
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How SIP is implemented –
Filesystem actions

unlink()

unlinkedat_internal()

vn_authorize_unlink

vn_remove

vnode_setneedinactive

Remove a file

DoneReturn -1
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How SIP is implemented –
Filesystem actions

unlink()
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vn_authorize_unlink
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vnode_setneedinactive

DoneReturn -1

Remove a file
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vn_authorize_unlink
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Action restrictions

• e.g. limit use of dtrace on entitled programs
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How SIP is implemented –
dtrace restrictions
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How SIP is implemented –
dtrace restrictions
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How SIP is implemented –
dtrace restrictions
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SIP: Threat model

• SIP does not defend against
• Abuse of Apple’s entitlements
• Kernel-level vulnerability
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Known Attacks #1: Abuse of Entitlements

• Binary + entitlement = SUID binary + chmod xx5 ./binary
• Think how difficult to find backdoors (for blue teams) 
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Known Attacks #1: Abuse of Entitlements
CVE-2022-26712 (Mickey Jin)

https://jhftss.github.io/CVE-2022-26712-The-POC-For-SIP-Bypass-Is-Even-Tweetable/
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Known Attacks #1: Abuse of Entitlements
shrootless (MSRC, CVE-2021-30892)
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Known Attacks #1: Abuse of Entitlements
shrootless (MSRC, CVE-2021-30892)
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Known Attacks #2: Buggy kernel extension
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Known Attacks #2: Buggy kernel extension

• Abuse a vulnerable valid & signed kernel extension
• Example: 
• Windows - mhyprot (github.com/evil-mhyprot-cli)

https://www.synack.com/blog/high-sierras-secure-kernel-extension-loading-is-broken/
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Known Attacks #3: Abuse dyld + entitlement

• Entitlement / Signature is check against entire “Package”
• /Application/a.bundle
• /Application/a.bundle/Resources/A/hacked.dlib

• Entitlement and signature is tied together (invalidated at once)

https://objective-see.org/blog/blog_0x14.html
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Known Attacks #3: Abuse dyld + entitlement
macOS Update Process

• Sideloading dynamic library during installation
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Conclusion

• Defending systems by removing power from users is unethical
• Securing old designs (BSD) is challenging
• Kernel attack surface wins



Questions?

talun_yen@txone.com / @evanslify
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