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3GPP

https://zh.wikipedia.org/wiki/3GPP
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Phase 1 : 早期研發

貢獻想法
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研究項目 - SI

Phase 2 : 提案

貢獻想法 送審 審核通過

駁回
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研究項目 - SI

技術報告 - TR

工作項目 - WI

Phase 3 : 可行性評估

貢獻想法 送審 審核通過

駁回

取得共識 送審 審核通過

駁回
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研究項目 - SI

技術報告 - TR

技術規範 - TS

工作項目 - WI

發表

Phase 4 : 技術規範

貢獻想法 送審 審核通過

駁回

取得共識

取得共識

送審

送審

審核通過

審核通過

駁回
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More about 3GPP

Demystifying 3GPP
https://www.qualcomm.com/docu
ments/demystifying-3gpp

https://www.qualcomm.com/documents/demystifying-3gpp
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SUBJECT OF SPECIFICATION SERIES 3G AND BEYOND / GSM 
(R99 AND LATER)

GSM ONLY (REL-4 AND 
LATER) GSM ONLY (BEFORE REL-4)

General information (long defunct) 00 series

Requirements 21 series 41 series 01 series

Service aspects (“stage 1”) 22 series 42 series 02 series

Technical realization (“stage 2”) 23 series 43 series 03 series

Signalling protocols (“stage 3”) – user equipment to network 24 series 44 series 04 series

Radio aspects 25 series 45 series 05 series

CODECs 26 series 46 series 06 series

Data 27 series 47 series (none exists) 07 series

Signaling protocols (“stage 3”) -(RSS-CN) and OAM&P and Charging 
(overflow from 32.- range) 28 series 48 series 08 series

Signaling protocols (“stage 3”) – intra-fixed-network 29 series 49 series 09 series

All specification series in 3GPP

https://www.3gpp.org/specifications/specification-numbering
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All specification series in 3GPP
SUBJECT OF SPECIFICATION SERIES 3G AND BEYOND / GSM 

(R99 AND LATER)
GSM ONLY (REL-4 AND 
LATER)

GSM ONLY (BEFORE REL-
4)

Program management 30 series 50 series 10 series

Subscriber Identity Module (SIM / USIM), IC Cards. Test specs. 31 series 51 series 11 series

OAM&P and Charging 32 series 52 series 12 series

Access requirements and test specifications 13 series 13 series 

Security aspects 33 series

UE and (U)SIM test specifications 34 series 11 series

Security algorithms (3) 35 series 55 series (4)

LTE (Evolved UTRA) and LTE-Advanced radio technology 36 series – –

Multiple radio access technology aspects 37 series – –

https://www.3gpp.org/specifications/specification-numbering
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All specification series in 3GPP
SUBJECT OF SPECIFICATION SERIES 3G AND BEYOND / GSM 

(R99 AND LATER)
GSM ONLY (REL-4 AND 
LATER)

GSM ONLY (BEFORE REL-
4)

Program management 30 series 50 series 10 series

Subscriber Identity Module (SIM / USIM), IC Cards. Test specs. 31 series 51 series 11 series

OAM&P and Charging 32 series 52 series 12 series

Access requirements and test specifications 13 series 13 series 

Security aspects 33 series

UE and (U)SIM test specifications 34 series 11 series

Security algorithms (3) 35 series 55 series (4)

LTE (Evolved UTRA) and LTE-Advanced radio technology 36 series – –

Multiple radio access technology aspects 37 series – –

https://www.3glteinfo.com/how-3gpp-specifications-numbering-works/

Security aspects 33 series
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TS.33



© 2021 Trend Micro Inc.12

TS33.102
• This specification defines the security architecture, i.e., the security features and 

the security mechanisms, for the third generation mobile telecommunication 
system.

architecture

features mechanism
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TS33.102
• A security feature is a service capability that meets one or several security 

requirements. The complete set of security features address the security 
requirements as they are defined in "3G Security: Threats and Requirements" 
(TS 21.133 [1]) and implement the security objectives and principles described in 
TS 33.120 [2]. 

• A security mechanism is an element that is used to realise a security feature. All 
security features and security mechanisms taken together form the security 
architecture.
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• Network access security (I):
the set of security features that provide users with 
secure access to 3G services, and which in particular 
protect against attacks on the (radio) access link;

• Network domain security (II):
the set of security features that enable nodes in the 
provider domain to securely exchange signalling data, 
and protect against attacks on the wireline network;

• User domain security (III):
the set of security features that secure access to mobile 
stations;

• Application domain security (IV):
the set of security features that enable applications in 
the user and in the provider domain to securely 
exchange messages;

• Visibility and configurability of security (V):
the set of features that enables the user to inform 
himself whether a security feature is in operation or not 
and whether the use and provision of services should 
depend on the security feature.
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https://www.itu.int/en/ITU-T/Workshops-and-Seminars/20180319/Documents/3_Haiguang_Wang_Final1.pdf
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https://www.itu.int/en/ITU-T/Workshops-and-Seminars/20180319/Documents/3_Haiguang_Wang_Final1.pdf
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Security Assurance Methodology (SECAM) for 3GPP Nodes

TR 33.805

TR 33.916

TR 33.926 TR 33.117

https://www.3gpp.org/news-events/1569-secam_for_3gpp_nodes
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TR 33.805
Study on security assurance methodology for 3GPP network products
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TR 33.926 
Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes

The critical assets of GNP to be protected are:
- User account data and credentials (e.g. passwords);
- Sufficient processing capacity
- Log data;
- Configuration data.
- Operating System
- GNP Application
- Hardware.
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TR 33.926 
Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes

- Spoofing identity. An example of identity spoofing is illegally accessing and then using another user's authentication information, such as username and 
password.

- Tampering with data. Data tampering involves the malicious modification of data. Examples include unauthorized changes made to persistent data, 
such as that held in a database, and the alteration of data as it flows between two computers over an open network, such as the Internet.

- Repudiation. Repudiation threats are associated with users who deny performing an action without other parties having any way to prove otherwise. For 
example, a user performs an illegal operation in a system that lacks the ability to trace the prohibited operations. Non-repudiation refers to the ability of a 
system to counter repudiation threats. For example, a user who purchases an item might have to sign for the item upon receipt. The vendor can then use the 
signed receipt as evidence that the user did receive the package. 

- Information disclosure. Information disclosure threats involve the exposure of information to individuals who are not supposed to have access to it. 
For example, the ability of users to read a file that they were not granted access to, or the ability of an intruder to read data in transit between two computers.

- Denial of service. Denial of service (DoS) attacks deny service to valid users-for example, by making a Web server temporarily unavailable or 
unusable. You need to protect against certain types of DoS threats simply to improve system availability and reliability.

- Elevation of privilege. In this type of threat, an unprivileged user gains privileged access and thereby has sufficient access to compromise or destroy 
the entire system. Elevation of privilege threats include those situations in which an attacker has effectively penetrated all system defenses and become part of 
the trusted system itself, a dangerous situation indeed.
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TR 33.926 
Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes
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TS 33.117
Catalogue of general security assurance requirements
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TS 33.117
Catalogue of general security assurance requirements
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TS 33.117
Catalogue of general security assurance requirements
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TS 33.513 
5G Security Assurance Specification - UPF
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TS 33.513 
5G Security Assurance Specification - UPF
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TS 33.513 
5G Security Assurance Specification - UPF
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TR 33.8xx
聽聽3gpp
怎麼說
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TR33.8xx Studies reading guide

Key Issue

Key Issue

Key Issue

Key Issue

Solution

Solution

Solution

Solution

Solution

Solution

Solution

Solution

Conclusion

Conclusion

Solution

Solution

Solution

Solution
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TR 33.809
Study on 5G security enhancements against False Base Stations (FBS)

The key-issues and solutions in the present document should state 
which of the following security and privacy areas they address:

• DoS attack on UE: attempts to hinder the UEs' access to the 
network.

• DoS attack on network: attempts to hinder the network's ability 
to provide services to the UEs.

• Rogue services: attempts to deliver unauthorized or unsolicited 
services (e.g., SMS and calls) to the UEs.

• Subscriber privacy attack: attempts to identify subscriptions or 
trace the UEs.
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Attack Against 5G UEs
Attacks against 5G UEs 
over radio interfaces

Active Attacks 
(1)

Radio Jamming
(1.1)

Signal Shadowing
(1.2)

Passive Attacks
(2)

Downlink sniffing
(2.1)

Message attacks
(1.3)

MIB/SIB1 
spoofing
(1.3.1)

MIB/SIB1 
replaying

(1.3.2)

MIB/SIB1-9 
(1.2.2)

Identity Request
(1.3.1.1.1)

Downgrade-1
(1.3.1.1.2.1)

DoS (Type4)
(1.3.1.1.2.3)

PCI
(1.2.1)

CP/UP 
(1.2.3)

Unicast message spoofing
(1.3.1.1)

SIB2-9 spoofing
(1.3.1.2)

SUPI stealing
(1.3.1.1.1.1)

Service Rejects
(1.3.1.1.2)

Other data
(2.1.2) 

SUPI stealing
(2.1.1)

aLTEr/IMP4GT
(1.3.2.1.1.2.3)

Linkability
(1.3.2.1.1.2.1)

REVOLTE
(2.1.2.1)

Service hijacking
(1.3.1.1.2.1.1)

Location poisoning
(1.3.2.1.2.1.1)

DoS (Type2)
(1.3.2.1.1.2.2)

MITM
(1.3.2.1)

Tampering
(1.3.2.1.1)

Relaying
(1.3.2.1.2)

CP/UP
(1.3.2.1.1.2)

Auth Relay
(1.3.2.1.2.1)

Other attacks
(1.3.1.1.2.1.2)

DoS (Type1)
(1.1.1)

DoS of all gNBs
(1.1.1.1)

DoS (Type2)
(1.2.3.1)

Downgrade-1
(1.1.1.1.2)

Other attacks
(1.3.2.1.1.2.4)

DoS (Type3)
(1.1.1.1.1)

User tracking
(2.1.2) 

Fake SMSs
(1.3.1.1.2.1.2)

Uplink sniffing
(2.1)

Fake PWS 
(1.3.1.2.1)

Threat identified 
in the TR

Downgrade-2
(1.3.1.1.2.2)

Downgrade-3
(1.2.2.1)

MIB/SIB 
modification

(1.3.3)

DoS (Type 1)
(1.3.3.1)

Downgrade-3
(1.3.3.2)

Threat mitigated in 5G or being 
addressed in another TR
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Key Issue #1: 
Security of unprotected unicast messages

• Both the uplink and downlink unicast 
message which could be sent unprotected

• An example of unprotected uplink message is 
RRC UECapabilityInformation.

• Examples of unprotected downlink messages 
are RRC UE Capability Enquiry, and REJECTs in 
RRC/NAS layers.
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Key Issue #1: 
Security of unprotected unicast messages

• Due to optimization need, the gNB in theory 
could send UECapabilityEnquiry to ask for 
UE's AS capability.
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Key Issue #1: 
Security of unprotected unicast messages

• Due to optimization need, the gNB in theory could send UECapabilityEnquiry to ask for UE's 
AS capability.

• The false base station could behave as a man-in-the-
middle and catch the UECapabilityInformation
over-the-air. After that, the false base station could 
modify the value in this message to lower capability 
level and forward it to the real gNB, causing the UE 
to only operate with limited radio capability. 
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Key Issue #1: 
Security of unprotected unicast messages

• Due to optimization need, the gNB in theory could send UECapabilityEnquiry to ask for UE's 
AS capability.

• The false base station could behave as a man-in-the-middle and catch the 
UECapabilityInformation over-the-air. After that, the false base station could 
modify the value in this message to lower capability level and forward it to the 
real gNB, causing the UE to only operate with limited radio capability. 

• Security capabilities are protected from 
bidding down attack. And it is not certain if 
the bidding down of radio capabilities cause 
serious threat
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Key Issue #1: 
Security of unprotected unicast messages
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Key Issue #1: 
Security of unprotected unicast messages
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Bonus : 還能問3GPP什麼?

https://5gmf.jp/wp/wp-content/uploads/2020/07/5g-whitepaper_1.0.pdf
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了解更多關於行動網路安全

Contact us：
contact_telecom@trendmicro.com

mailto:contact_telecom@trendmicro.com
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Thanks
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attack vectors by Trend Micro. Created with 
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