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Threat Researcher

PSIRT and Threat Research

• Spoke at Black Hat, DEFCON, HITB, VXCON, HITCON, 

ROOTCON, and CYBERSEC

• Instructor of CCoE Taiwan, Ministry of National 

Defense, Ministry of Education, and etc.

• The author of the popular security book "Windows 

APT Warfare: The Definitive Guide for Malware 

Researchers"

• Spoke at BlackHat USA, FIRST, HITCON, 

VXCON, and ThreatCon

• Instructor of Ministry of National Defense

• Teaching assistant of Cryptography and 

Information Security Course in Taiwan 

NTHU and CCoE Taiwan 

• Member of CTF team 10sec and ⚔️TSJ⚔️

Threat Researcher
PSIRT and Threat Research

Who Are We?



Outline

• Traditional Static Malware Analysis 

• Static Malware Analysis in the Next Generation

• Conclusion



Traditional Static Malware 
Analysis 



The Evolution of Static Malware Detection

Hash 
Comparison

ML / DL

Yara Rules

• For Hash Comparison, analyst adopt fuzzy hash to 
identify the similarity of malwares
• TLSH - A Locality Sensitive Hash



The Evolution of Static Malware Detection

• For ML / DL, there are lots of research based on 
machine learning or neural network to classify 
malware families
• SVM, random forest, Ngram, asm2vec

Hash 
Comparison

ML / DL

Yara Rules



The Evolution of Static Malware Detection

• For Yara rules, analyst make some rules for the 
strings / byte sequences fetched from the binary

Hash 
Comparison

ML / DL

Yara Rules



• Which one is correct family of this malware?

• What are the capabilities of this malware?

https://yara.readthedocs.io/en/stable/

https://www.varonis.com/blog/yara-rules



Yara Rule of WannaCry 

Drop file

Encryption

Windows API

Mutex

Based on 
strings/byte sequences 
comparison!



Static Malware Analysis in The 
Next Generation



Static Malware Analysis in The Next Generation

• Vivisect
• A combined disassembler/static analysis/symbolic execution/debugger 

framework 

• Capa
• Detect capabilities in executable files 

• Flare-floss
• Automatically deobfuscate strings from malware binaries



Vivisect



Vivisect

• A simple & lightweight static symbolic execution framework which 
help malware analyst to capture the signature of the binary in the 
execution time 
• Disassemble instructions

• Reconstruct function

• Rebuild CFG (cross references)

• Emulation





SoK: All You Ever Wanted to Know About Binary Disassembly 
But Were Afraid to Ask

• Findings
• Heuristics are used to handle complex constructs which are common in 

binaries 

• Heuristics inherently introduce coverage-correctness trade-offs

• My criteria
• Friendly user interfaces (Programming Languages, APIs, …)

• High performance

• Supportability

• Correctness



Static Malware Analysis in The Next Generation

• Vivisect
• A combined disassembler/static analysis/symbolic execution/debugger 

framework 

• Capa
• Detect capabilities in executable files 

• Flare-floss
• Automatically deobfuscate strings from malware binaries



Capa



Capa

• A tool based on vivisect to extract features from instructions / basic 
blocks / functions in the binary

• Contains a variety of rules for malware analysis to detect malicious 
behaviors



Capa-rules

• Scope
• File, Function, Basic Block, Instruction

• Node (AST)
• Statement (Logical Expression)

• and, or, optional, basic block, …

• Feature
• Import

• String

• Number

• Bytes

• Count

• Match

• …

OR

OR

AND

: Feature
: Statement



feature

feature

feature

statement

statement

20



Case Study: Capa Rule with Ransomware 
Malware Sha256 Encryption

Algorithm 
Catagories

Encryption
File 
Function 
Address

Matched Capa Rule 

WannaCry 4827723539f683fc8038a95d2fa2d8021401f136d28fa57f34d32c7cd23543ed AES 0x10005dc0
0x10006280
0x10006640

reference AES constants

Conti v2 d3c75c5bc4ae087d547bd722bd84478ee6baf8c3355b930f26cc19777cd39d4c Salsa20 / Chacha 0x405ac0
0x4105a0

encrypt data using Salsa20 or ChaCha

Conti v3 (exe) E1B147AA2EFA6849743F570A3ACA8390FAF4B90AED490A5682816DD9EF10E47
3

Salsa20 / Chacha 0x405740
0x40efa0
0x41acf0

encrypt data using Salsa20 or ChaCha

Conti v3 (dll) FB737DA1B74E8C84E6D8BD7F2D879603C27790E290C04A21E00FBDE5ED86EEE
3

Salsa20 / Chacha 0x100056f0
0x1000ef70
0x1001acd0

encrypt data using Salsa20 or ChaCha

Lockbit 1.0 0a937d4fe8aa6cb947b95841c490d73e452a3cafcd92645afc353006786aba76 AES 0x409550
0x41cb10

encrypt data using AES via x86 
extensions

Lockbit 2.0 0545f842ca2eb77bcac0fd17d6d0a8c607d7dbc8669709f3096e5c1828e1c049 AES 0x43d8b0
0x43d970

encrypt data using AES via x86 
extensions

Locky 03f6ab1b482eac4acfb793c3e8d0656d7c33cddb5fc38416019d526f43577761 AES 0x4014e5 encrypt or decrypt via WinCrypt

GandCrab 4.1 f5e74d939a5b329dddc94b75bd770d11c8f9cc3a640dccd8dff765b6997809f2 Salsa20 / Chacha 0x403971 encrypt data using Salsa20 or ChaCha

Maze dee863ffa251717b8e56a96e2f9f0b41b09897d3c7cb2e8159fcb0ac0783611b Salsa20 / Chacha 0x41a850 encrypt data using Salsa20 or ChaCha

Babuk 1c022007b7babd03c59ff6029b4dcc23cd66039515dc445729cf55071699aa74 HC-128 0x40fe80 encrypt data using HC-128

Cerber e8c6741d3d21068535fb6bb7fe676ecaa74eee06a655c7aa915fc39c0ee7ee16 AES 0x404be4 encrypt or decrypt via WinCrypt



WannaCry



Darkside

• Customized Salsa20 matrix and encryption

• 4 rounds of linear shifting



Maze



Static Malware Analysis in The Next Generation

• Vivisect
• A combined disassembler/static analysis/symbolic execution/debugger 

framework 

• Capa
• Detect capabilities in executable files 

• Flare-floss
• Automatically deobfuscate strings from malware binaries



Flare-floss



Flare-floss

• Beat strings / grep

• Solve XOR obfuscation



What to find?

1. static strings (ascii & UTF-16LE)

2. decoded strings

3. stack strings

4. tight strings (in tight loop)



How it works?

• Based on Vivisect
• Disassemble and symbolic execution
• Brute-force emulate all code paths among basic blocks and functions

• obtain the arguments passed into a decoding function

• Heuristic scores the likelihood
• to find potential decoding routines

• Function contains non-zeroing XOR operation
• Function has many xrefs

• Snapshot emulator state (registers and memory) 
• Emulate decoder functions using emulator state snapshots
• Compare memory state 

Angr



Heuristic Score

BlockCount Low

InstructionCount Low

Arguments Low

CallsTo Medium

Loop Medium

KindaTightLoop
High

TightLoop

Nzxor High

Shift High

Mov Medium

NzxorTightLoop Severe

NzxorLoop Severe

LOW = 0.25
MEDIUM = 0.50
HIGH = 0.75
SEVERE = 1.00

abstract_features

insn_features

basic_block_features

function_features





Handler of Extract Features

1. Function features
a. extract_function_calls_to

b. extract_function_loop

c. extract_function_kinda_tight_loop

2. BasicBlock features
a. extract_bb_tight_loop

3. Insn features

4. Abstract features

• KindaTightLoop
• BB that jumps to itself via one 

intermediate BB

• TightLoop
• BB that jumps to itself



Loop Reconstruct



TightLoop Reconstruct

• Vivisect don’t care the loop
• but floss care

• skip first and last BBs

• skip blocks that don't have exactly 2 successors

• get the block after loop

• TightLoop
• BB that jumps to itself

• KindaTightLoop
• BB that jumps to itself via one 

intermediate BB



Emulation

1. Brute-force emulate all code paths

2. Find decoding functions

3. Get callers of decoding functions

4. Run the caller while collecting arguments to a decoding function

5. Emulate decoding function and collect snapshots at each 
interesting place
• imported API functions

• the final state of the emulator

6. Extract the delta bytes and turn to strings



Assist Malware Analysis



LockBit 2.0



Conclusion



Sound Bytes

1. 傳統靜態程式分析工具雖然可以快速建立病毒特徵碼，但是
未能將資訊充分提取，在混淆跟變種後的識別能力更是幾乎
為零

2. Capa能夠提取惡意程式中的行為達到分析語意的效果

3. Flare-floss能夠解決Yara rules或strings無法識別字串混淆跟
變種的問題
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