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Who Are We?

Sheng-Hao Ma

Threat Researcher
PSIRT and Threat Research

* Spoke at Black Hat, DEFCON, HITB, VXCON, HITCON,
ROOTCON, and CYBERSEC

* Instructor of CCoE Taiwan, Ministry of National
Defense, Ministry of Education, and etc.

* The author of the popular security book "Windows
APT Warfare: The Definitive Guide for Malware
Researchers"

Hank Chen

Threat Researcher
PSIRT and Threat Research

Spoke at BlackHat USA, FIRST, HITCON,
VXCON, and ThreatCon

Instructor of Ministry of National Defense
Teaching assistant of Cryptography and
Information Security Course in Taiwan
NTHU and CCoE Taiwan

Member of CTF team 10sec and $4TSIS4
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Outline

* Traditional Static Malware Analysis
» Static Malware Analysis in the Next Generation

* Conclusion
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Traditional Static Malware
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The Evolution of Static Malware Detection

* For Hash Comparison, analyst adopt fuzzy hash to

‘ Conll-laasll";son identify the similarity of malwares
P * TLSH - A Locality Sensitive Hash

=

—>  ML/DL

2P XOne




The Evolution of Static Malware Detection

:> Hash
Comparison

 For ML/ DL, there are lots of research based on

‘ ML / DL machine learning or neural network to classify

malware families
SVM, random forest, Ngram, asm2vec

2P XOne




The Evolution of Static Malware Detection
:> Hash
Comparison

* For Yara rules, analyst make some rules for the
‘ strings / byte sequences fetched from the binary

—>  ML/DL
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GO gle What can YARA rules be used for? X § Q

Welcome to YARA's documentation!

YARA is a tool aimed at (but not limited to) helping malware researchers to identify and classify
malware samples. With YARA you can create descriptions of malware families (or whatever you
want to describe) based on textual or binary patterns. Each description, a.k.a. rule, consists of a set

of strings and a boolean expression which determine its logic. Let's see an example:

https://yara.readthedocs.io/en/stable/ U se Ca SeS

YARA has proven to be extremely popular within the infosec community, the reason being
is there are a number of use cases for implementing YARA:

® 1dentify and classify malware
® Find new samples based on family-specific patterns

® Incident Responders can deploy YARA rules to identify samples and compromised
devices

® Proactive deployment of custom YARA rules can increase an organization’s defenses

https://www.varonis.com/blog/yara-rules

= txOne
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Yara Rule of WannaCry

Drop file

Encryption

Windows API

Mutex

rule Wanna_Cry_Ransomware_Generic {

—

meta:
description = "Detects WannaCry Ransomware on Disk and in Virtual Page”
author = "US-CERT Code Analysis Team”
reference = "not set”
date = "2@17/@5/12"
hashe = "4DA1F312A214CB7143ABEEAFBAOSDOB4™ Based On
strings:

strings/byte sequences

$s8 = {418844664DBBA0004E0024}

A

rET

$rsd J"blannaDecr‘yptm‘"l Compa rison!

$s2 = "WANMACRY"
< LS —I”Hicrosoft Enhanced RSA and AES Cryptographic“l
$s4 = "PKS"
<+ g2 -I”StaPtTask”l
$s6 = "wcry@gl23”
$s7 = {2F6600@82F72}
$s8 = "unzip @.15 Copyrigh”
$59 = |"Global\\WINDOWS_TASKOSHT_MUTEX"

%515

condition:

%508 and $s1 and $s2 and $s53 or $s4 and $s5 and $s6 and $s7 or $s58 and $s9 and $s18 or $s511 and

"Global \\WINDOWS_ TASKCST_MUTEX"

{7461736B736368652E657865000000005461736B5374617274200000742E776E72790880869636163
{6C73262E282F6772616E742845766572706F6EGS3A46282F54282F432682F5188617474726062282B63}
"WNcry@2ol7"

"wcry@l23”

”Globa1\\HshinZonesCacheCDunterMutexﬂ“|




Static Malware Analysis in The
Next Generation
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Static Malware Analysis in The Next Generation

* Vivisect

A combined disassembler/static analysis/symbolic execution/debugger
framework

C CAPA “FLQSS”
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Vivisect




Vivisect

* Asimple & lightweight static symbolic execution framework which
help malware analyst to capture the signature of the binary in the
execution time
e Disassemble instructions
* Reconstruct function
* Rebuild CFG (cross references)

*  Emulation
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T

vivisect
import viv utils

impor

class MyMonitor{vivisect.impemu.monitor.EmulationMonitor):
def init (self, vw, fva):
vivisect.impemu.monitor.EmulationMonitor. init (self)
self.vw = vw
self.fva = fva
self.arch = vw.getMeta( 'Architecture’)

def prehook(self, emu, op, eip):
pass

def posthook(self, emu, op, eip):
Dass

def apicall(self, emu, op, pc, api, argv):
Dass

vw = viv utils.getWorkspace(binary path, analyze=False, should save=False)
viW.analyze()

emu = vw.getEmulator()

emumon = MyMonitor(vw, fva)

emu.setEmulationMonitor({emumon)

flist = vw.getFunctions()

for fva in flist: —
emu.runFunction(fva) -;thOﬂe

networks




SoK: All You Ever Wanted to Know About Binary Disassembly
But Were Afraid to Ask

Findings

Heuristics are used to handle complex constructs which are common in
binaries

Heuristics inherently introduce coverage-correctness trade-offs

My criteria

Friendly user interfaces (Programming Languages, APls, ...)
High performance

Supportability

Correctness
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Static Malware Analysis in The Next Generation

* Vivisect

* A combined disassembler/static analysis/symbolic execution/debugger
framework

* Capa

* Detect capabilities in executable files

C CAPA “FLQSS”
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Capa




Capa

* A tool based on vivisect to extract features from instructions / basic
blocks / functions in the binary

Contains a variety of rules for malware analysis to detect malicious
behaviors
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Capa-rules

* Scope

* Node (AST)

File, Function, Basic Block, Instruction

Statement (Logical Expression)
. and, or, optional, basic block, ...

Feature

. Import
e String

. Number
. Bytes

. Count

. Match

: Feature
B : Statement

= txOne
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feature
feature

feature
statement

statement

nam

» Globals

encrypt data using Salsa28@ or ChaCha
data-manipulation/encryption/salsa2e
moritz.raabe@mandiant.com

function

Defense Evasion: :0Obfuscated

Files or Information

http://cr.yp.to/snuffle/ecrypt.c

part of key setup

"expand 32-byte
"expand 16-byte

k
k

"expand 32-byte kexpand 16-byte k"

Lu.
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WannaCry

Conti v2

Conti v3 (exe)

Conti v3 (dll)

Lockbit 1.0

Lockbit 2.0

Locky

GandCrab 4.1

Maze
Babuk

Cerber

4827723539f683fc8038a95d2fa2d8021401f136d28fa57f34d32c7cd23543ed

d3c75c5bc4ae087d547bd722bd84478eebbaf8c3355b930f26cc19777cd39d4c

E1B147AA2EFA6849743F570A3ACA8390FAF4BO0AED490A5682816DDSEF10E4A7
3
FB737DA1B74E8C84E6D8BD7F2D879603C27790E290C04A21EOOFBDESEDS6EEE
3

0a937d4fe8aabcb947b95841c490d73e452a3cafcd92645afc353006786aba76
0545f842ca2eb77bcac0fd17d6d0a8c607d7dbc8669709f3096e5c1828e1c049

03f6ablb482eac4acfb793c3e8d0656d7c33cddb5fc38416019d526f43577761
f5e74d939a5b329dddc94b75bd770d11c8f9cc3a640dccd8dff765b6997809f2
dee863ffa251717b8e56a96e2f9f0b41b09897d3c7cb2e8159fcb0ac0783611b
1c022007b7babd03c59ff6029b4dcc23cd66039515dc445729cf55071699aa74

e8c6741d3d21068535fb6bb7fe676ecaa74eee06a655c7aa915fc39c0ee7eelb

Case Study: Capa Rule with Ransomware

Encryption
Algorithm
Catagories

AES

Salsa20 / Chacha

Salsa20 / Chacha

Salsa20 / Chacha

AES

AES

AES

Salsa20 / Chacha
Salsa20 / Chacha
HC-128

AES

Encryption

File
Function
Address

0x10005dc0
0x10006280
0x10006640

0x405ac0
0x4105a0

0x405740
0x40efa0
0x41acf0

0x100056f0
0x1000ef70
0x1001acd0

0x409550
0x41cb10

0x43d8b0
0x43d970

0x4014e5
0x403971
0x41a850
0x40fe80

0x404be4d

Matched Capa Rule

reference AES constants

encrypt data using Salsa20 or ChaCha

encrypt data using Salsa20 or ChaCha
encrypt data using Salsa20 or ChaCha

encrypt data using AES via x86
extensions

encrypt data using AES via x86
extensions

encrypt or decrypt via WinCrypt
encrypt data using Salsa20 or ChaCha
encrypt data using Salsa20 or ChaCha
encrypt data using HC-128
encrypt or decrypt via WinCrypt

=P txOner
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|E|ﬁ|@ [+] reference AES constants matches 3
Wa n n a C ry " ) func_addr éx18885dca
-text:1ooa604r insn_addr: 8x188086862
text:1888684F loc_1068684F : inf.n_adl:lr*: ax10006142
Ltext:1888684F mov eax, [ebxt+ebp*4+418h] insn addr: 8x10806124
I:l LAext 18886856 xor eCcx, ecx ir15n_ad|:|r‘: ex16P0685a
— g Ltext: 18886858 mov [esp+28h+arg_8], eax insn_addr: @x10006114
=== Ltext:1088605C mov cl, byte ptr [esp+28h+arg 8+2] insn_addr: @x10006899
= .text:1eBesceed xor edx, edx insn_addr: ex100e613a
— E .text:108860862 movsx  edi, ds:byte_1@887A3C[ecx] insn addr: @x1080687e
- Ltext: 10886069 mov ecx, [espt+2Bh+arg_4] func addr ex1000628
== ctext:18e06086D0 movsx  ecx, byte ptr [ecx] insn addr: @x10006522
Ltext:1Pesse7e xor edi, ecx insn addr: @x10086538
.text:10006872 xor ecx, ecx insn addr: @x10006584
.text:1leeeceva mov cl, ah insn_addr: @x10006505
text:18886876 and eax, @FFh insn_addr: ex18606603
.text:18886878 shl edi, 8 insn_addr: ex10806567
Ltext:1080687E mov dl, ds:byte 18@87A3C[ecx] insn addr: @x100B6626
Sdext:leBeeBsd xor ecx, ecx 1,15,1_addp; fx18BeRdec
Ltewt 18886886 xor edi, edx insn addr: @x100065ed
Ltewt 18886888 waor edx, edx insn addr: @x1008654e
Ltext: 18885884 mov dl, ds:byte 18@87A3C[eax] insn addr: @x180865bo
.text:18806890 xor eax, eax insn_addr: @x100065de
CF PP T text: 18886892 maov al, byte ptr [esp+2Bh+arg_843] insn_addr: ex18ee66la
Jgtext:leeesdds shl edi, 8 insn_addr: éx188864b8
Ltext: 18886899 mov cl, ds:byte_lBee7a3C[eax] insn_addr: ex1888659a
text:1888689F xor edi, edx insn_addr: @x168864d8
Ltext:188868A1 mov edx, [ebx+414h] func_addr 8x18886648
Lgext:1e0a6847 shl edi, B insn_addr: @x188868ce
Ltext: 18886848 xor edi, ecx insn_addr: ex1eee689d
Ltext:1eaasasl mov ecx, [esp+2Bh+arg_4] insn_addr: ex18ee6sde
Ltext: 168086860 xor edx, edi insn_addr: ex188068ff
Ltext:188868E2 inc ecx
Ltext:188868683 cmp ebp, 8
Ltext:188868E6 mov [ebx+41dh], edx
Ltext:188868BC mov [espt+2Bh+arg_4], ecx
| - (2% 1 1BGBEGCR jz short loc_10@86BES

txOne
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Darkside

[+] encrypt data using Salsa2@ or ChaCha matches

func_addr 6x48289c

* Customized Salsa20 matrix and encryption

* 4 rounds of linear shifting ]
\ 4

.text: 80402187 mov eax, [edi]
.text: 00402189 mov ebx, [edi+18h]
.text:0040218C mov ecx, [edi+28h] ~F3n
.text:0040218F mov edx, [edi+36h] 1 '
Ltext:80402192 mov esi, eax L+-H
fext: 88402194 add esi, edx

| | text:00402196 rol esi, 7 |
Ltext: 00402199 xor ebx, esi
.text:008402198 mov esi, ebx
Ltext: 88402190 add esi, eax

| . text:0048219F rol esi, 9 |
Ltext:004021A2 xor ecx, esi
Ltext: 008402144 mov esi, ecx
text: 80482146 add esi, ebx

||. text:004021A8 rol esi, ODh |
.text:0840214B xor edx, esi
Ltext: 80402140 mov esi, edx
.text:084821AF add esi, ecx

| |. text: 00482181 rol esi, 12h |
Ltext: 00402184 xor eax, esi
.text:004021B6 mov [edi], eax
.text: 00402168 mov [edi+18h], ebx
.text:004021BB mov [edi+20h], ecx

.text:004021BE mov [edi+30h], edx

= txOne
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insn_addr:
insn_addr:
insn_addr:
insn_addr:
insn_addr:

[+] encrypt data using Salsa2® or ChaCha matches
func_addr @x481e1€
insn_addr:

ex4819a6
Bx43at40
ex48lee?
Bx481b2e
Bx43aafo
ex481852

dext:
Ldext:
dext:
dext:
dext:
dext:
Ldext:
dext:
dext:
dext:
dext:
dext:
dext:
dext:
Ldext:
dext:
dext:
dext:
dext:
Ldext:
dext:
dext:
dext:
dext:
Ldext:
dext:
dext:
dext:
dext:
Ldext:
dext:
dext:
dext:
dext:
dext:
dext:
dext:
Ldext:
dext:
dext:
dext:
dext:
Ldext:
dext:

@a4372C4
@437 2C8
@437 2CC
@437 208
@a437203
aa437207
@437 2DC
@a4372E8
@437 2E4
Ba4372E9
@437 2EE
@B4372F2
@a4372F6
@437 2FB
@437 2FE
@437 381
@437 386
@437 386
@437 38F
@a437314
@a437318
@a43731D
@a437321
@a437325
@a4373240
@a43732F
@B437333
@a437337
@a43733C
@437 348
@437 344
2437349
@843734E
@a437352
@a437357
@a8437 356
@a43735F
@a437363
28437368
@a8437360
@a437371
@a437375
@a437379
@a437370

paddd
shufps
shufps
movaps
shufps
pshufd
pxor
movdga
p=lld
psrld
por
paddd
pshufd
KOrps
movaps
pslld
psrld
por
pshufd
paddd
pshufd
pxor
movdga
pslld
psrld
por
paddd
pshufd
pRor
mavdqa
pslld
psrld
por
pshufd
paddd
pxor
mavdga
pslld
psrld
por
paddd
pRor
mavdqa
pslld

XMme ,
wmmS ,
wmmd
Wmm3 ,
xmm3 ,
“mm7 ,
wmm7 ,
wmmed
Wmm7 ,
wmmd ,
<mm7 ,
Wmm3
wmmed
wmmsS ,
wmmd ,
®mm5 ,
wmmed
xmm5 ,
wmmed
wmimed
wmme ,
Wmme ,
XmmB ,
Hmime ,
Hmme ,
wmme ,
Wmm3 ,
KMme ,
XMme ,
wmmS ,
XmmB ,
wmmsS ,
KMme ,
“mm5 ,
wmmed
xmm5 ,
wmime
xmmS ,
wmme ,
wmmsS ,
xmm3 ,
XMme ,
wmme
XmmB ,

“mmS
wmm5S ,
®mm3,
wmme
xmm7 ,
Hmme ,
Hmimd
xmm7
18h

18h

Hmime
wmm7
®mm3 ,
wmimed
xmmS
aCh

14h

wmime
“mms ,
Xmme
xmmd
wmm7
xmmg

18h
XmmB
wmme
xmm3,
“mmS
Xmme

19h
xmmS
Amme ,
Hmme
wmime
wmms
18h
18h
wmme
xmm5S
“mm3
Xmme
aCh

93h ;
24h ;

3%h

39h

39h ;

93h ;

VR

ISI

-

.ggg’
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Static Malware Analysis in The Next Generation

* Vivisect

* A combined disassembler/static analysis/symbolic execution/debugger
framework

* Capa
* Detect capabilities in executable files

* Flare-floss
* Automatically deobfuscate strings from malware binaries

C CAPA “FLQSS”
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Flare-floss




Flare-floss

* Beat strings / grep
 Solve XOR obfuscation

char *decode (char *s, size_t len) {
for (int 1 = 0; 1 < len; 1i++)
s[i] 7= 0x1l5;

return s;

int main(int argc, char *argv[]) {
struct hostent *addr =

gethostbyname (decode ("}aaef/::1z a ;wp:gDb!b,BrMvD", 28));
return 0;

= txOne
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What to find?

static strings (ascii & UTF-16LE)
decoded strings
stack strings

B W e

tight strings (in tight loop)



How it works?

* Based on Vivisect
* Disassemble and symbolic execution
e Brute-force emulate all code paths among basic blocks and functions

* obtain the arguments passed into a decoding function
* Heuristic scores the likelihood
* to find potential decoding routines
*  Function contains non-zeroing XOR operation
*  Function has many xrefs ’
* Snapshot emulator state (registers and memory)

* Emulate decoder functions using emulator state snapshots
 Compare memory state

= txOne
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function_features

basic_block_features

insn_features

abstract_features

Heuristic Score

—
—
—

LOW =0.25
MEDIUM = 0.50
HIGH =0.75
SEVERE = 1.00

BlockCount Low

InstructionCount Low

Arguments Low

CallsTo Medium

Loop Medium

KindaTightLoop

High

TightLoop

Nzxor High

Shift High

Mov Medium

NzxorTightLoop Severe

NzxorLoop Severe




BlockCount(Feature):
weight = LOW

Arguments (Feature):

weight = LOW

ef init (self, block count):

ef init_ (self, :
super(BlockCount, self). init (block count) —Nt__1se AL

super(Arguments, self). init (len(args))

=f score(self):

if self.value > 3@: self.args = args

ef score(self):

return 0.1 _
if 1 == self.value == 4:

elif 3 <= self.value == 10:

return 1.
T elif 5 <= self.value <= 6:
Tl return 0.5
else:
return 6.4 return 0.0

CallsTo{Feature):
weight = MEDIUM
max calls to = MNone

InstructionCount(Feature):
weight = LOW

ef init (self, vw, locations):

i init (self, instruction count):
- n super(CallsTo, self). init (len(locations))

super(InstructionCount, self). init (instruction count)

of score(self): if not self.max calls to:

if self.value > 18:
return 0.8

else:

return 0.1

self.max _calls to = floss.identify.get max calls to(vw) 1.0
self.locations = locations

- score(self):
return float(self.value) / float(self.max calls to)




Handler of Extract Features

1.

2.

4,

Function features
a. extract function calls_to
b. extract_function loop

c. extract function_kinda_tight loop |

BasicBlock features

KindaTightLoop

BB that jumps to itself via one

intermediate BB

TightLoop
BB that jumps to itself

a. extract _bb_tight loop
Insn features
Abstract features

nnnnnnnn




Loop Reconstruct

extract function loop(f):

function has a loop

parse 1T a

edges = []

for bb in f.basic blocks:
if len(bb.instructions) > @:
for bva, bflags in bb.instructions[-1].getBranches():

if |

bflags & envi.BR COND

bflags & envi.BR FALL
bflags & envi.BR TABLE
bb.instructions[-1].mnem ==

edges.append((bb.va, bva))

g = networkx.DiGraph()
g.add edges from(edges)

comps = strongly connected components(g)
for comp in comps:

if len(comp) == 2:

yield Loop(comp)



TightLoop Reconstruct

* TightLoop
* BB that jumps to itself
* Vivisect don’t care the loop » KindaTightLoop

* BB that jumps to itself via one

[ }
but floss care intermediate BB

* skip first and last BBs
* skip blocks that don't have exactly 2 successors

get the block after loop



Emulation

A A e

6.

Brute-force emulate all code paths

Find decoding functions

Get callers of decoding functions

Run the caller while collecting arguments to a decoding function

Emulate decoding function and collect snapshots at each
interesting place

* imported API functions

* the final state of the emulator

Extract the delta bytes and turn to strings

nnnnnnnn



Assist Malware Analysis

| FLOSS TIGHT STRINGS (55)

Function Function Offset Frame Offset String

0x140001060 0x1400010b2 0x20 %d%02d%02d

0x140001130 0x140001198 0x40 bcrypt.dll

0x140001130 0x140001268 0x158 BCryptOpenAlgorithmProvider
0x140001130 0x140001336 0x268 BCryptImportKeyPair
0x140001130 0x14000141e 0x398 BCryptvVerifySignature
0x140001130 0x14000151e 0x478 BCryptCloseAlgorithmProvider
0x1400019ec 0x140001a8f 0x20 ReadFile

0x1400019ec 0x140001b16 0xas8 kernel32.dll

0x140001bd8 0x140001c42 0x70 GetTempPathw

0x140001bd8 ©0x140001cc2 0x148 kernel32.dll

0x140001bd8 ©0x140001d8a ox1f0 ~pkgd%S

0x140001e78 0x140001ef9 0x150 Date

0x140001e78 0x140001faa 0x308 HttpQueryInfoA

0x140001e78 0x14000202b 0x420 wininet.dll

0x140001e78 0x140002109 0x5b8 Set-Cookie

0x14000251c 0x14000266¢C 0x6b0 .bazar

0x14000251c 0x14000272e 0xd8s8 %1.%1.%1.%1

0x14000251c 0x1400028a4 0x1430 Host: %s

0x14000251c 0x140002976 0x1b88 update: %s

0x14000251c ©0x140002b0a 0x2288 XTag

0x14000251c 0x140002c71 0x2938 InternetQueryDataAvailable
0x14000251c 0x140002d05 0x3050 wininet.dll

0x14000251c 0x140002e32 0x36f8 InternetReadFile <:::::]
0x140002fe4 0x140003054 0x520 CoInitialize

0x140002fe4 0x1400030cc 0xa0s8 ole32.dll

0x140002fe4

0x14000318c

oxfdo

CoInitializeSecurity

T 1 o T e A s

148882E32:

loc

t loc_1480@2E32



LockBit 2.0

if ( sub 445EB@( , . . Yy )}/ scheduleTask.xml
1
if { sub_447FF@( 1)
1
strepy(&vEe[54], ™ Lwtzu¥utgnh~bXWzs¥tsEfqq¥itrins-|fnyns1%6%¥rns333.");// [Group policy] Run on all domain(waiting 1 min...
for ( = @; < Bx32; ++n )
[n + 54] -= 5
log(&vae[54], 2);
= (FARPROC)kernel32 dll addr;

if ( 'kernel32 dll addr )
1
= ::GetProcAddress((HYWODULE . |
kernelEE_dll_addr = (int) H
b

= (char *)::sleep;
if ( l:i:sleep ) :
1 Group i Unable to connect to Domain Controller

= sub 4131C8( )i Group Unable -ibuhgf
':5]_EEF| = t:€'|—_:| : Ell"l:ll..l[:l Unable { lrll file
1 Group i Unable to B
((void (  cdecl *)(int}) ) (60088 ; - : Created

y file#l
y Tile#2

Gr ||IJ[_| pol S
Gar oup [_lllll 1 0 2 aiti g in... - ':--3 tXOﬂe

networks




Conclusion




Sound Bytes

1. ESEERR AN TERAT RS TR SIS B2
FERRNADIER - DRARSEENESEERST

2. Capafef iR NB R RN PHNITREZ DITERAIRNS

3. Flare-flossAE30# R Yara rulesskstringsFUARIAIF SIEEIR
""""" HiEREE

/|LIJ
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