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\9 Security is also digital transformed.
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Need Security by Design and from phased-gateway to shift-
left and holistic mentality.
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A little bit of agility, so security is pretty /

much the same.
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The DevSecOps Toolchain

2.IDE Security 1. Address Technical
Plug-Ins Security Debt,
DevSec Metrics,

Threat Modeling,

Security Tool Training

*

Plan

Dev
Security Monitoring
Champs and
Analytics
Preprod

X I

3. SAST/DAST/ 4. Chaos Monkey,
IAST, SCA Input Fuzzing,
Integration Test

ce: Gartner

10. Security 6. Signature Verify,
Technical Debt, Integrity Checks,
Modify Incident Defense-in-Depth

7. RASP, UEBA/
Network Monitoring,
Penetration Test

Response, Measures
Medify DND
v -
Prevent

Log and
Perimeter
Monitoring
RASP Feedback

Monitoring
and
Analytics API Gateway
Security and
Performance

Predict

‘ T

5. Software 9. Dev Consumable, 8. Security

Signing Correlated Orchestration,
Vulnerability RASP/WAF
Analysis, Shielding,
loC/TI STIX TAXIl Obfuscation

Gartner

DevSecOps Key Principles

Shared ownership
Automation
Velocity

Reliability

Quick Response

Observability
Traceability
Auditability
Confidence

Compliant

Metrics & Maturity Model

DORA

DEVOPS RESEARCH & ASSESSMENT

DSOMM
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Core Banking, ERP SIEM/SOAR




