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Ransomware Credential Access TTPs

Dumping: LSASS Memory - 8/8

PNRUEEERNHETF L » A IEMBEZT(Mimikatz - Empire---) * k k_
Brute Force — 8/8
‘ DRUBEESEFEBRNERE » EXFEHIINEMARFE EH(RDP « VPN--+) ﬁﬁﬁ
Credentials from Browsers - 3/8
A RNEEENMECHETIABRNZRIE » HASHERIRBES o
H7A
LG IE@M!‘?

ommon TTPs of modern ransomware groups - Kaspersky Lab


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2022/06/23093553/Common-TTPs-of-the-modern-ransomware_low-res.pdf

Credential Access Statistics

B Zerologon

B Security Hive Access

B Browser Password Eunmeration
O Dumping Lsass

B Accessing Lsass

2021 Year In Review (thedfirreport.com)



Ransomware Lateral Movement TTPs

Remote Desktop Protocol - 8/8
—

RESEBEARARERSTIENRE »  HEENSRBEREOIREBSN ‘ @'_
SMB/Admin$ — 7/8
DA
RIS BAEEARANREERBZEIIRTE » Lo ARIES RS "L’—?— &
Lateral Tool - 7/8

Do
‘ EBEETHRETERD » &=2psexec » Bitsadmin » PowerShell-- Cre2d
> &§&
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ommon TTPs of modern ransomware groups - Kaspersky Lab


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2022/06/23093553/Common-TTPs-of-the-modern-ransomware_low-res.pdf

Ransomware Lateral Movement Statistics

2021 Year In Review (thedfirreport.com)

B PsExec

B Remote Service Executable

=B WMIC

O Powershell via Remote Service

B nteractive connection(RDP---)



Conti leaks

& <FAl(Hacker’s quickstart guide)

+ loT devices are a major initial attack surface.

+ Printers, routers, smart firewalls, PLCs

+ RDP is recommended as an "initial backdoor.

+ Legitimate services such as VPN and RDP help to achieve an “ideal backdoor”

+ Active Directory / Domain Controllers are often the primary target before

2T =TI

achieving persistence




OO0O00 This Domain

ZiE | i
. {60FFACE3-997E-422F-9FBE-C1BESBA...
1.migtable
=t u3 Fuck_this_domain.psl
| Allin one GPO.migtable
| . Scheduler
B v2.exe
B | v2cexe
=18

. {EF838327-6810-493F-8D4/7-B353F163..

manifestxml B

» UT

w4 Scheduler_02a.psl
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HWENRR > o] LURT & TEANMTS

L 5,

RIR F Bk =K =S HEACER

o FIEBHERR o BRALERFEE o DS TERERE o STHERHESE o AEMHBWE

S i 1l = Y SB5T=(BCP)ETT soix 0 Bt AL (server)iE1T EDR - IPS% » 3
%\ bR B BR B B B ADO R ik Memory B E| ¥ A ZE
18 dump » Image » BIBRER
o WRBEIBEEE o FET(BHETE LogBy Ut 5
BOBE2S » PSS H R) PEE(RE o ETESHE -« BE

2 05 R 1 k18) » &RAE(5THR '*’“%LL R o BEKRIRETRE
=) P8 RIES
o BEHFRGPOK
E » “Block all
connections” »

PRfE = AR




WENRE > o] LUBUTEE

o WRZHNZBHVELNDEE + Domain Adminfy% o REERBHEREN

B — 0 ER(SETTER &R B —i&
) > FFEEF I REEERY o DEEREIRRTE &
R RIZEHBREERE o KrbtgtZBHEE MK RIS 8RR
R BITER (BA&+/)\6F)
o FERERMEMHELRMR
o ERTRRIRIGHIFLE + ;&8 Domain Admin Eofd
ERIEBEE—RX REfSHERGroup
+ Microsoft Safety KT 258 %EEn
Scanner* REOMRSE

*https://docs.microsoft.com/en-us/microsoft-365/security/intelligence/safety-scanner-download?view=0365-worldwide
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https://docs.microsoft.com/en-us/microsoft-365/security/intelligence/safety-scanner-download?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/intelligence/safety-scanner-download?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/intelligence/safety-scanner-download?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/intelligence/safety-scanner-download?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/intelligence/safety-scanner-download?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/intelligence/safety-scanner-download?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/intelligence/safety-scanner-download?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/intelligence/safety-scanner-download?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/intelligence/safety-scanner-download?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/intelligence/safety-scanner-download?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/intelligence/safety-scanner-download?view=o365-worldwide

AENEBRETE

BBV EH
o SPOOHAFRIBZ zip, tar, rar FEE ' BREZESERHRESHTITE
« SEIREISBEEI tunnel 32 port forward 9T R
+ 23 Megatools, dropbox & Eix ERTER & HIK
o BEFEENEBIF—L config BX » LI L EFEFMMAH TS
tHcompromisedB9IRSE
» 518 event log » R E(EABHLELIRIEE TR ENS
I THEIR
« %E T H : mimikatz, Rubeus, Impacket, LOLBAS------
» P97, : CobaltStrike, Metasploit, TrickBot:---
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SARESM  BHREE

oU 5=l o

B WEN =

Z2[RVITEE (exe)

#N0ZBaVHE R B ) ZRER AN (ransom note)
SCIBEEEENFE (memory dump) B2 REZA0tE R Image

s IRKE BRI BEBITHRS

Log (Windows event log, Bh:N#Elog, Exchange log----- )
BERMENTITIAB Powershell script
EARFEIHAIEE] AD B9HE23RR

£ R HBED
« WEEFEAL email » BIREEE >

EE
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Nod
\‘Af

SR EBRHES

SR 23 EEE (Reg, Log, $MFT---+++)
+ Windows (https://github.com/CyberDefenselnstitute/CDIR)
+ Exchange IIS log/ mail log

o Linux (https://github.com/tclahr/uac)
BRERSHRBITA  EEDS

o RKEZAERF4624, 4625 Event log (BIEEBINE)

« 2RSS SHERIZIEITA 4688 Event log
RERSENISSERIRSRNZFHIAdomaing)ss

o RIRFESEHBZFOWIR

REESCERENRRTAHE « REERlog - BhNiElog
o BERBREPEHRIED » LUERAIRHEEREFEI

BREESHERERENVEBAREIIRE
+ PSEXEC » Anydesk

IR B K BRI R (Timeline) ~ B ERIREE



https://github.com/CyberDefenseInstitute/CDIR
https://github.com/tclahr/uac

GPO REIRIZE

* §b§$kﬁ.a)_k_ GPO 5)&8"]%% ’ 'U&?E/E
« EHITE GPO Fl|£EE s » R ZaIETERANIES

+» HE5RIRAEY GPO P » BIFLIRSREEFHA A RERE N -
i AN R BIIRSRE B EBER - Wt RA R ERBIIRIREE —ENRESTE

» AT BiRRFFZESE (Audit Directory Service Changes)
+ Event log id: 5136,5137
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A= @2 &)

7 —A% EHeYB5 AiB IR BRI S8 F (Windows Firewall) » fAiginbound &R
+ SMB (TCP/445, TCP/139)

« RiKEME(TCP/3389)
+ WinRM/Remote PowerShell (TCP/80, TCP/5985, TCP/5986)
+« WMI (TCP/135)

ZRF(EZEESEAWINRMILEE
ZFHASMB vl

M B —RPC” L& IR R
+ ADMINS$(F8B5PsExec), C$, IPC$

fsmgmt.msc HKLM\System\CurrentControlSet\Services\LanmanServer\Parameters
AutoShareWks=0 (for desktop versions of Windows) ; REG_DWORD
AutoShareServer (for Windows Server)
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—AgPCel 2 T {Fik(server)

+ W0RTTLL > PRIEFA A InboundEIR(F] ) » #
jJ-A EHG(AD File SGFVGI’TE@@FH)F#?E%E ‘ Windows Firewall with Advanced Securty provides network security for Windows computers.

+ PEIE 28 ¥ FL A (Private)E2/AFA(Public)sR EfEHy | Overview S
B84> > DomainBIEE R APEE » QAR BEBERE | JomanrotesAdve

¥ Windows Firewall is on.

{f’?:&?_? Bﬁr—‘ © inbound connections that do not match a rule are allowed.
V'S 90%2{17 9 E{J/\ﬁ\jsmb, rdp, WMI’ W“"]RM, 'a‘ Outbound connections that do not match a rule are allowed.
powershellfE$&inbound )& Private Profile

¥ Windows Firewall is on.

Bﬂ% ':%"*&*UFH E‘Jé%ﬂﬁ*’é‘ﬂ’ﬂﬁ%ﬁﬁ © Alinbound connections are blocked.

'@ Outbound connections that do not match a rule are allowed.
+ powershell.exe

. . Public Profile
+ bitsadmin.exe © Windows Frewallis on.
c ® All inbound connections are blocked.
¢ CST pt .€X€ ‘@' Outbound connections that do not match a rule are allowed.

s Wscript.exe
+ Certutil.exe

’ L ]



RDP{RE 638 TEAMTS

32 In R @ )8 (Remote Desktop Gateway)

WRART

+ NS EEREZE(Multi-Factor Authentication)
+ RADIUS

» X RPN D EZE(Network Level Authentication)
+ BB NIKRER

+» SIRBEBE (Restricted Admin mode)

o RIS #ERIRSEZBRDPE A
o 2ERdomainiksE

o Local admin

(2] §% ) el



ADIRE - (B—HIEHE) o

1. 8BS local admin ; *'JFFJ (BERBEERNE)
o (FBGPOSETE » TEEBEAHIRIEE AFldomainfyERK)
2. PR#8 Domain Admln EI’J#EIZE

o DEEREIRSREA S EIRSE
+ H{R Domain Admin REEEAFFAIRIT(FLS » % credential BEEBEEDP

3. RDP [R#
+ MNRERDP ADHIEEE A Bkt
(BREZERRLES/IRSEEBABERDP AD » BIIMHBRBE)
+ PAW(Privileged Access Workstation)
4. Domain Admin IRSEEETE
+ IRSEEBHDER] " Protected User’&#48
» BIRSEERTE A“sensitive & cannot be delegated”

. HARAEREBA e
IEAMT_"-)

WO Z £




ADIRE - (B—HIEHE) o

5.

6.

7.
8.

0.

10. [RHIBRRISTRITHEER AD P

DomainBREBEN—REMASAEB I#23E] domain (Add workstations to domain)
BYMERR (F8BH KrbRelayUp I E2)

£ Wdigest &
s “SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest\
UselLogonCredential” 3274 O

B SMB #& (SMB Signing)
B LDAP ZEE(LDAP Signing)
AEHE AD LREF=7EI\ » W0RBEEA Solution A5

+ AppLocker

11. PRl DC 89#88ERR

o E@INEBBA NALEZEEIE DC EHAIME internet B9 outbound E#R
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faBhLocal admin& &M — LAPS (option1)

1. ATHFEESE » RZ21HZEM Local Admin .4 Local’Admin
A REES—

2. LAPS(Local Administrator Password
Solution) » fHERAER

Local’Admin
3. WRZBEAEMIKITEI solution » 38 ‘ 2
AR FE ] Local Admln
4. MBRERFRBVIER#EFR(Extended Rights)
o RERBADDE » IABIBERANEE
5. FBGCPOZEBIEEHENEAEFHBNG
6. TEIRLAPSHISEERERR
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F8fhLocal adminE & (option2)

S-1-5-113 NT AUTHORITY\Local account

All local accounts

S-1-5-114 NT AUTHORITY\Local account and
member of Administrators group

All local accounts with the administrator

privileges

1. BEBGPOBREILocal AdminfERTEH 1B E) »
+ SeDenyNetworkLogonRight o pr——

[ ] Software Settings

» SeDenyBatchLogonRight 5 s

¥ || Mame Resohrtion Polbcy
. Sawts (startupfSutdown)

+ SeDenyServiceLogonRight od Pt
= J] Local Pokoes

+ SeDenyRemotelnteractiveLogonRight :{ i

% 3 Secsity Options

+ SeDebugPrivilege

AERLITRER

Dery access b this computer from the netwark
Deriy g on A5 a batch job
Deriy log on a5 A senice
Deny log on through Remote Deskiop Senices
Access Credential Manager a5 a tnusted caller
Access ths compufer from thee netwark
Act a5 part of the operating system
Add workstations to domain
Adiust memory quotad for & prooess
.. Ao e on ey
Al log on through Remote Deskiop Services

2. B AERBEIZSIFIELERHI(UAC restrictions)

Adrmires rator NS TRADERS | Adminis trabor
Adrmirisirator MW TRADERS WAdmires frabor
Admiristrator NATRADER S\ Adminsirator
Administrator, MWTRADERS Wdminsirator
Hot Defined
Hot Defined
Mot Defined
Mot Defined
Hot Defined
hot Defined
Mot Defined
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ADIRE - (BHEIESE) Op

1.

2.

EE B - BEK CVE BI85E » &R L patch

#5 AR 75 RS RN AR (R B Z B IRV ARFSIR P (QMSA)
+ BABMRF:IIS application pool, Exchange service, Scheduled Tasks

o BIEBHFOTLIEIR gMSA BIIRSE
BE{RDomainBISE 24 NTLMv2 B Kerberos B83&, B8 LM/NTLMv1

BFFRF krbtgt BEFENMAR » H2A Domain admin IREEEFER Rk
Admin T{Fi5Ed DC

+ 1F"NetBIOS over TCP/IP”

+ FALLMNR

+ FAEWPAD
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REANSEERTIEIRS 5 TEAMTS

+ Group Managed Service Accounts(gMSA)
s B=TRBEBEFHBRENE(240-byte)
» JEBBEZ EEMRES » x#&;load balance

Mame Description
n.‘:,;} Smart Card Device Enumeration Service SCL Server (SQLEXPRESS) Properties (Local Computer) > Btoa
-..‘.‘,J' Smart Card Removal Pelicy B
"CLSNMP Trap General LogOn  Recovery Dependencies bork |
n.‘;:} Software Protection Log on as: -
-5k Spatial Data Service
&) Spot Verifier i LDC:: System.acmu.nt .

| SOL Server (SOLEXPRESS) Allow service to interact with desktop loid t
4 SOL Server Agent (SOLEXPRESS) (®) This account: MARVEL'gMSASharells T ation
5k 50QL Server Browser
"C}.SOL Server CEIP service (SQLEXPRESS) Fassword:
£ 5QL Server VSS Writer Corfim password: | pugh
5 550P Discove =
G ry ry
J;J' State Repository Service
C% 5till Image Acquisition Events te.
G ge Acg
c% Storage Service -
& Storag |
a.‘:;;?;ﬂtnrage'l'lers Management ge s
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Ping Castle*

Bloodhound**

Domain Risk Level: 96 / 100

It is the maximum score of the 4 indicators and one score cannot be higher than 100. The lower the
better

Compare with statistics ‘

100

Stale Object : 96 /100 10 rules Trusts : 0 /100 0 rules

matched . . .
‘ It is about operations related to user or ‘ It is about Pre'BUIlt Ana |YT|CS Querles
e o computer objects o el " Directories g4 21l Domain Admins
w o o _ Find Shortest Paths to Domain Admins
~ Privileged Accounts : 40 /100 3 rules Anomali Find principals with DCSync Rights
matched Users with Foreign Domain Group Membership
It is about administrators of the Active Itis about Groups with Foreign Domain Group Membership

Directory ’ - Map Domain Trusts

Shortest Paths to Unconstrained Delegation Systems
Shortest Paths from Kerberoastable Users
Shortest Paths to Domain Admins from Kerberoastable Users

*https://pingcastle.com/ Shortest Path from Owned Principals

. Shortest Paths to Domain Admins from Owned Principals
%k .
https.//glthub.com/BIoodHoundAD Shortest Paths to High Value Targets
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