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NetApp: 30 Years of Customer-Focused Innovation

1992-1996

- Write Anywhere File Layout

- First NAS Appliance
Snapshots

- Network-Based Backup
Protocol

- Multi-Protocol NAS Appliance

- NFSv2
- AutoSupport

2000

2016

- Data ONTAP 9

-NVMe

- Inline Data
Compaction

- RAID-TEC

- FlexGroups

- Volume Encryption

2017

- FabricPool — Cloud
Tiering

- Azure NetApp Files
(ANF)

- Cloud Volumes ONTAP
(CVO) for Microsoft Azure

- NetApp Private Storage
(NPS) for Google Cloud

- Active 1Q

- Adaptive Quality of
Service (Adaptive QoS)

- Greengloud Acquisition

*WAFL

1997-2000

- Database Solutions

- HA NAS

- SnapRestore

- SnapMirror

- SnapManager
Exchange

- 40GbE & 32Gb FC
- Cloud Sync
- SaaS Backup for

Office 365

- Trident — Storage

Orchestrator for
Containers

2018

100

2002 2003 2004
Unified NAS/SAN M. iSCSI - Data ONTAP
SnapVault - V-Series 7G
SnapLock - RAID-DP . FlexVolumes
NearStore - Spinnaker - FlexClone
Native Infiniband Networks - Thin
Direct Access File Acquisition  Provisioning

System (DAFS)

2015

- Layered Erasure Coding
- SnapCenter
- Storage Virtual Machine

Disaster Recovery

- AFF enhancements:

in-line zero block
deduplication, adaptive
compression & deduplicatio

- SolidFire Acquisition

2014

- Launched Data Fabric
- All Flash FAS (AFF)
- StorageGRID Webscale

- Cloud ONTAP (what is
now Cloud Volumes
ONTAP [CVO] for AWS)

2019

2005

- MetroCluster

. SM for SQL
-NFSv4

- FAS3020/3050

with ATA

- Decru

Acquisition

2006

- Scale Out

- Data ONTAP GX

- SnapManager for
Oracle

- FlexShare & MultiStore

- Kilo Client Lab in RTP

1500

W cumulative patents

*1998 first “Write Anywhere File Layout (WAFL)”
patent awarded to Hitz, Malcom, Lau, and Rakitzis

500
2007 2008 2009
- Deduplication -PAM - Flash Cache |
for Tiers 1 & 2 . SM for VMware, - FCoE
- Rapid RAID Hyper-V, - Protection Manager
Recovery SharePoint, SAP . File-Level FlexClone
- OnCommand
Insight (OCI)

(Onaro Acquisition)

1000

2013 2012 2011 2010
- EF540 Flash Array - Clustered Data ONTAP - Flash Cache Il - Data ONTAP 8
- UTA - Flash Pool - FAS Compression - Data Motion
- NetApp Private - ONTAP Edge - Flash Pool - FlexPod
Storage (NPS) for - NetApp Private Storage - Engenio/E-Series - SSD Aggregates
Microsoft Azure & IBM (NPS) for AWS Acquisition - Bycast/StorageGRID
SoftLayer - Dynamic Disk Pools - Akorri/OCI & OPM Acquisition
- Quality of Service Acquisition
Qe 2490
2020

- First End-to-End NVMe/FC

Host to Flash Array

- First 100GbE connectivity
- NetApp ONTAP Al with NVIDIA
- Cloud Volume Service (CVS)

for AWS

- Cloud Volume Service (CVS)

for Google Cloud
- Cloud Insights
- Ansible Modules

- SaaS Backup for Salesforce
- Cloud Tiering Service
- MCC 100GbE IP, 100GbE

NVMe/RoCE

- StackPointCloud Acquisition

. 200th Flash Patent for NetApp
- Second Generation End-to-

End NVMe Flash Array

- Keystone Subscription Service
- NetApp Lenovo Joint Venture
- NetApp Aggregate Encryption
- All-SAN Array with Symmetric

Active/Active

- Entry-Level MetroCluster
- NKS/Trident for HCME

(CSI Trident)

- Flash-Based StorageGRID

- Cloud Backup Service
- Cloud Volumes

- Cloud Secure
. ONTAP REST APIs

- Cloud Compliance

ONTAP (CVO) for
Google Cloud

and Revamped
System Manager

(Cognigo Acquisition)

- FAS500f
- SnapMirror Bus’s Continuity
- S3in ONTAP

- SolidFire Software-Defined
- NFSv4.2

- FlexCache SMB Support

- IPsec In-Flight Data Encryption

- Al Control Plane
- Azure NetApp Files (ANF)

Cross-Region Replication

- Azure NetApp Files (ANF)

Backup and Restore

- Virtual Desktop Service/Virtual

Desktop Managed Service
(VDS/VDMS) (CloudJumper
Acquisition)

- Global File Cache (GFC) (Talon Acquisition)
- Spot Acquisition, and later in the year, added Spot Storage
- Cloud Backup and Restore for both cloud and on-premises
- Cloud Compliance for both cloud and on-premises
- Astra, K8s Application Lifecycle Management
- Cloud Volume Service (CVS) Software-Defined
- Cloud Volume ONTAP (CVO) Storage VM'’s
- Astra
- Cloud Manager SaaS
- New K8s
- New Compute (Spot Integration)
- New Monitoring (Cloud Insights Integration)
- SnapCenter Integration
- Active 1Q Integration
- Global File Cache (GFC) Integration
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Ransomware Is a
threat to everyone.
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A

Ransomware Attack Costs Norsk Hydro
$40 Million - So Far

v

TECH

In a rare move, Moody’s says it’s
paying close attention to Pitney
Bowes ransomware attack

Kate Farzini
e we £ W in &

Disaster Recovery and Business
Continuity During COVID-19

SecurityIntelligence

IBM: Ransomware attacks surged in Q2, ransom
demands rising

IBM Security examined several concerning ransomware for this year, as well as an
exponential increase in ransom demands and massive spike in attacks during the el cacureX
spring.

Computing / Cybersecurity

A patient has died after
ransomware hackershita
German hospital

Thisis the first ever case of a fatality being linked to a cyberattack.

by Patrick Howell O'Neill September 18,2020

VIDEOS WINDOWSI0 56 PRIMEDAY CLOUD SMALLBUSINESSTV SECURITY  MORE

UHS hospital network hit by ransomware
attack

UHS operates more than 400 hospitals across the US and UK. Some US hospitals have been down since Sunday.

@ in@ f ag

M NetApp 7 ©2020 NetApp, Inc. All rights reserved.



MERBEREFEBERWIEXK....
How Much Does Ransomware Cost?

$5B $1,850,000

Insurance premiums Average cost
to remediate a
20-30% o ransomware attack in
annual growth 2021 ($768,106 in 2020)

*Sophos report survey data of 5,400 IT manager on “The State Of Ransomware 2021” Average cost was for U.S. companies.
** Standard and Poor’s report.

M NetApp 8 ©2021 NetApp, Inc. All rights reserved.

10X

Downtime—
Recovery time

Cost to remediate
iIs10x the average
ransomware payment
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including statistics about application and data availability. IDC has reviewed NetApp ONTAP system
availability statistics between January 2019 and December 2021, noting that the data indicates a
minimum of 99.9999x% availability across over 100,000 controller pairs running ONTAP 9 software.
This population includes NetApp AFF80x0 and AFF A-Series systems as well as FAS25xx, FAS26xx,
FAS27xx, FAS8xx0, FAS9000, and FAS500f systems. Clearly, NetApp can deliver "six-nines plus"
availability and has done so consistently in mixed enterprise workload environments that include both
block- and file-based applications.

White Paper

Meeting the High Availability Requirements in Digitally
Transformed Enterprises

Sponsored by: NetApp

Eric Burgener
March 2022

IDC White Paper { Meeting the High Availability Requirements in Digitally Transformed Enterprises ) -

X HRSE US48442021 - 2022 £ 3 B

L

ANALYZE
THE
ID | L

White Paper

statistics about application and data availability. IDC has reviewed NetApp ONTAP system availability
statistics for the period from June 2019 to December 2019, noting that the data indicates a minimum of
99.99993% availability across the tens of thousands of controller pairs running ONTAP 9 software.
This population includes NetApp AFF80X0 and AFF A-Series systems as well as FAS25xx, FAS26xx,
FAS2Txx, FAS8xx0 arrays, and all FAS3000 systems. Clearly, NetApp can deliver "six-nines plus”
availability in mixed enterprise workload environments for both block- and file-based applications.

Evolving Availability Requirements Demand More Than Just a
Resilient Storage Infrastructure

Sponsored by: NetApp

Eric Burgener
February 2020

IDC White Paper { Evolving Availability Requirements Demand More Than Just a
Resilient Storage Infrastructure ) - SX##R5R US46076020 - 2020 £ 2 B
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* What is CSfC?

HEEEZZEE (NSA) BENMREZE5TE] - CSIC 2B R AR L BRNREREAMNE D -
CSfC ERFE B2 IT Emadm e = A BB INEIREL BB ERRR T RINEIEZ T 2K -
NSA ERBEELE R T N BRI BT RIS EA AT CSIC BENRFHRALE

B CSIC §27& - NetApp ONTAP o[EBNEZEMAF -
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NIAP

National Information Assurance Partnership

NIAP

National Information Assurance Partnership

DOUPIEE Lt Lompbant List =» Complant Product NIAF =2 DUTICCNTA S Lt e Comphant Product
B EA 7K 7B By =K
Compliant Product - NetApp Storage Encryption (NSE) running ONTAP 9.7P13 I:I 2N i /uv'i g Compliant Product - NetApp Volume Encryption (NVE) Appliances running ONTAP 9.7P13 = EE ng
Cactificate Dae. L2700 Certificate Daw. Z02V0000
Validation Report Number: CCEVS.VRVID11174.2021 Validation Report Number: CCEVS-VR-VID11175-2021
Product Type: Encrypied Siorage Product Type: Encrypied Storage
= Chaim: P Profie C Conformance Claim: Protecsion Profle Compliant
PP identifler: collaborative Protection Profie for Full Deve Encryplion - Autharizaton Acguasition Viersion 2 0 + Erata 20190201 PP identifler: collaborative Protecion Profie for Full Drive Encryption - Authortzation Acquistion Version 2.0 + Erata 20190201

collaboratve Protecton Profie foe Full Drive Encryplion - Encryption Engine Viersion 2.0 « Ermata 20100201

CC Tosting Lab: Lesdos Common Crteris Testing Laborstory

M NetApp

CC Testing Lab: Lewdos Commaon Cloria Testing Laboratory
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Gartner’s ¥} F—tHCFEFRHERVEK | Cyber Storage
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By 2025, 40% of all enterprises will require storage
products to have integrated ransomware defense
mechanisms, up from 10% in 2021

M NetApp 12 ©2021 NetApp, Inc. All rights reserved



NetApp Solution for Ransomware
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* NetApp Snapshot™ copy rate of change as a
key indicator

» Decrease in storage efficiencies (dedupe and
compression)

« NetApp Active IQ® Unified Manager now
has an efficiency loss
alert in ONTAP 9.10.1

Pl NetApp 13 © 2021 NetApp, Inc. All rights reserved.

hourly.2018-09-05_1405

Sep/05/2018 14:05:00

~| Snapshot Copies

'~ Growth
® Snapshot Reserve Full: 90 ﬁ %
® Days Until Full: 7 ﬂ Days ® Growth Rate:
®count: 1000 ® Growth Rate Sensitivity:

Snapshot Name ) 2 I Date Time | Total Size k4 |
Before_Attack Sep/04/2018 18:25:43 17.25MB

daily.2018.09-05_0010 Sep/05/2018 00:10:00 188 KB

hourly.2018-09-05_0905 Sep/05/2018 09:05:00 148 KB

)

hourly.2018-09-05_1005 Sep/05/2018 10:05:00 143 K8

hourty.2018-09-05_1105 Sep/05/2018 11:05:00 143 KB

hourly.2018-09-05_1205 Sep/05/2018 12:05:.00 148 KB

hourly.2018-05-05_1305 Sep/05/2018 13:05:00 143K8

1w

2



NetApp Solution for Ransomware
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FPolicy Whitelisting

If you know exactly what type of files will reside on the NFS exports or SMB/CIFS shares,
then it is advantageous to set up whitelisting. For example, if the only document type that
you need to store on a particular share is .pdf files, then you should allow only the .pdf
extension and block all others. Ransomware that encrypts files and modifies the extensions
is then rendered useless.

Clusterl::> vserver fpolicy policy scope create -vserver svml -
policy-name whitelist policy -file-extensions-to-exclude pdf -file-

extensions-to-include * shares-to-include public

FPolicy Blacklisting

Blacklisting is exactly what you would expect it to be. Files with a certain type of extension
are not permitted to be saved on the storage system and shares. It comes in handy when
you know a very specific type of ransomware that you're trying to block that uses file
extensions after completing the encryption process. The WannaCry virus (.wncry) comes to
mind &s a popular extension to blacklist. If an outbreak has already started in your
environment, blacklisting can be a quick way to stop the bleeding.

Clusterl::> vserver fpolicy policy scope create -vserver svml -

policy-name blacklist -file-extensions-to-include WNCRY shares-to-

include public

M NetApp 14 ©2021 NetApp, Inc. All rights reserved.
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NetApp Solution for Ransomware
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NetApp® ONTAP® Onbox anti-ransomware
* Automatic detection of ransomware in 9.10.1

 Leverages volume workload activity and
entropy

NetApp Cloud Insights / Cloud Secure
« Monitors files that access NetApp file systems

 Cloud Secure leverages UEBA to detect and
stop attacks



NetApp Solution for Ransomware
FTERIEREUNER, RENERREIL R A]

ONTAP Anti-ransomware — #=F:xEBE{EHA Cloud Secure — Elnfik# - (EHBEER1TH

Available in NetApp® ONTAP® 9.10.1 for NAS UBA leveraging NetApp Cloud Secure
NetApp Onbox ML analytics engine leverages volume file Detects abnormal change in user activity
activity and data entropy

i s VR GRS s 66 Analyzes abnormal behavior patterns to

determine type of threat
Negligible performance impact

Additional layer of detection and ransomware protection J
, iN

Anti-ransomware

L LT I— ] .

(D Enabled in learming mode

D Potential Attacks  AWarning

© Potential Attacks (4)
Started Tirme: 16 Sep 2021 6:51:PM

Potential Attacks Detected 1 Status User Evidence
o The systern has been auto-learning the workload characteristics of £
» Alearning period of 7 to 30 days is recommended, Ransomware Attack 10 days ago Mew & Kristjan Egilsson =700 Files Encrypted
Jul 11, 2020 9:02 AM
» fou can switch from "learning” to "active” mode at any time,
» Switching early might lead to too rany false positive results, Ransomware Attack 12 days ago InProgress  &F Armann Carlsonson =700 Files Encrypted

Jul &, 2020 8:28 AM

Switch to active mode

Ransomwange Attack 15 ﬂa;rs AR In Prng.rl'ss ﬁ K('L‘K':f l.andry > 1500 Files En:qrpmd
Jul 6, 2020 2:55 PM

M NetApp 16



NetApp Solution for Ransomware

fap BB SR A 52

User: root

Attack: Ransomware Attack
Action taken: Snapshot Taken
Files encrypted: > 8500
Encrypted files suffix: Ickd
Severity: Critical

Status: New

Notes:

View details: https://qf9560.cs01-ap-1.cloudinsights.netapp.com/web/#/alerts/Ransomware%20Attack)

HRHY -

Respond

M NetApp 17 ©2021 NetApp, Inc. All rights reserved.

FER B

VARG et

Potential Attack Detail | Ransomware Attack

S

POTENTIAL ATTACK: AL_434
Ransomware Attack

Total Attack Results

1 o 5247
Affected Volumes Deleted Files  Encrypted Files

5247 Files have been copied, deleted, and potentially
encrypted by 1 user account.

This is potentially a sign of ransomware attack.

The extension “erypt” was added to each file.

Related Users

* [REIER

Restricting User Access

Moses Forster

Business Partner Encry Files

—(H#I R EE a7, NetApp® Snapshot™

- Sep 06,2020 -
" 2:55 AM - 5:55 AM
Detected Action Taken Status
3 days ago Snapshots Taken Hew g
Sep 6, 2020 3:55 AM
Last snapshots taken by Hew To:
Bul response policy Restore Entities
Sep 6, 2020 4:01 AM
Fe-Take Snapshots
Encrypted Files
Activity per minute
100 L
50
o -
03:00 03:30 04:00 04:30 05:00 05:30
Detected Actien Taken p—

3 days ago None
Sep 6, 2020 3:55 AM

Ry N EFHY

mEp

Once an attack is detected, Cloud Secure can stop the attack by restricting user access
to the file system. Access can be restricted automatically, using Automated Response
Policies or manually from the alert or user details pages.

When restricting user access, you should define the access limit type (Block or Read-only) and time-period.
After the selected time period ends, user access is automatically restored.

Access restriction is supported for both SMB and NFS protocols.



NetApp Solution for Ransomware

=R 2 2) REFS B E R RFa - REREERNER .
- WEARERHNHENZ NetApp® Snapshot™ HRERE AR
. WEFHBHN Snapshot tRIREADEEER

Recover #2F9 Snapshot D ERIER

PRIEHEREIE (RRBENBZX)
TRERLIR BBIBFE

S LekE B2 48R =
MEEE E & /)

SnapShot MEE(RE
Z—iE 0 SR HRES R
E&E\ }EH HE %% %é /El\EEli 5577(SnapCenter)
EFE - BHEDN - BRE

K 'Hi_-l =5~ (SnapMirror/SnapVault)
REBHEE - BEMIREGE

&

M NetApp 18 ©2021 NetApp, Inc. All rights reserved.



RHGHY R IROREEF I E A W B E R EEF

SnapVault with SnapLock Compliance (SLC)

Cloud

0 Insights
o CLOUD SECLEE =

Primary & i Secondary

vmware oracLe |

CiTRIX f\le)

= Microsoft ’ redhat SnapMirror
for DR

3]

Snapshots for
local recovery

SnapVault to a
SnapLock volume
for ransomware protection

“ 6) 6) { Clustr

FINetApp 19 © 2021 NetApp, Inc. All Rights Reserved. NETAPP CONFIDENTIAL

DR Cluster

LAIrGap L2 S B T &

For Local Recovery - Continue to use Snapshots

For Disaster Recovery - Continue to use
SnapMirror to a secondary data center

For Ransomware Protection - Use SnapVault
and SnapLock to create immutable AND indelible
backups

Add a Vault Cluster at the primary or
secondary data center

» Create an SLC storage tier on the Vault Cluster
« Create an SLC volume on the SLC storage tier

+ Create SLC retention, SnapVault relationship, rule,
and schedule

* Execute SnapVault to the SLC volume

SnapVault backups to SnapLock Compliance
volumes are essentially “air gapped”

» Are indelible - can’t be deleted
« Are still online for quick recovery
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SnapCenter Jm/eEFXRERAEINER

REHYARA TR LRI E X

BN ERHRE

On-premises backup and Backup copies NetApp supported
recovery of NetApp Analytics copies ichange ORACLE
ONTAP platforms only : |
Test and Dev copies 250 server SAPgE

A o Windows vmware
AFF/IFAS SnapVault AFF/FAS ; :

l@ﬂ ~———— - Custom supported
D D Source NetApp Clone

NetApp® Cloud
Volumes ONTAP®

Primary

volume Snapshot™ volume .
Cloud Volumes copies mongo My
ONTAP
Secondary w El.y
)\ tJ{

SAP MaxDB
The SAP Datal PostgreSQL

COMMVAULT ® CLEONDRIS VERITN\S % rubrik

\VEEAM ( CATALOGIC

Integrated Application Backup Software

n NetApp 20 NetApp INSIGHT © 2020 NetApp, Inc. All rights reserved. NetApp Confidential — Limited Use

Only
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https://www.youtube.com/watch?v=iDkFpUN4HdI&t=119s
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1 NetApp

NetApp /NEE
DRASNTESRIRE
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