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Why We Care Malicious Behavior (TTPs)?

- detect
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iﬁ( 4 = == | Analysis
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defense
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update installer
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. Execution: Startup Folder
update installer
JCry

I)-‘ID=2932

T1059.003 Command and
Scripting Interpreter:
Windows Command Shell

T1059.005 Command and

Scripting Interpreter: Vi T1486 Data Encrypted for Impact

Basic -
CreateProc.(gzm ) CreateProc.(@ ).
CreateProc. (F50 )plD:2932 T P=2032 PID=912 " +1059 001 Command and
1 T1490 InhlbliSystem Recovery Scripting Interpreter:
_ PowerShell
OloenFllepa ) CreateProc.(vssadmin delete shadows) )
PID=1676 PID=912 PID=3420
x
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MITRE ATT&CK

Adversarial Tactics, Technigues and Common Knowledge
https://attack.mitre.org/

Matrices Tactics ~ Techniques ~ Data Sources Mitigations ~ Groups Software Resources ¥ Blog &

MITRE | ATT&CK" - [ searcn Q|

Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery
MATRICES Escalation Access
Emerprise A 9 techniques 10 techniques 18 techniques 13 techniques 34 techniques 15 techniques 25 techniques
rive-by ommand an ccount use Elevation use Elevation versary-in- ccount Discover
Di by Ci d and A Abi El Abi El Ad A D
PRE Compromise Scripting Manipulation (2) Control Control Mechanism (1) the-Middle (3)
Interpreter (5) Mechanism (1) Application Windo
. xploit Public- obs ccess Token rute iscovery
Exploit Publi BITS Job: A Tok B Di
Windows Facing Exploitation for Access Token Manipulation (5) Force ()
Application Client Execution Boot or Logon Manipulation (5 Browser Bookmal
macOS Autostart BITS Jobs Credentials Discovery
External Execution (10) Boot or Logon from
. emote utostart ebugger Evasion aSSWOTT ebugger Evasion
R Al Deb E P; d Deb E
Linux Services Boot or Logon Execution (10) Stores (3)
Native API Initialization Deobfuscate/Decode Domain Trust
Cloud v Hardware Scripts (2) Boot or Logon Files or Information Exploitation Discovery
Additions Initialization for Credential
Net K Browser Scripts (2) Direct Volume Access Access File and Directory
etwor Phishing (3) n Extensions Discovery
Shared Modules Create or Domain Policy Forced
Containers Replication Compromise Modify System Modification () Authentication Group Policy
Through Software Client Software Process (1) Discovery
Removable Deployment Tools Binary Execution Forge Web
Mobile v Media Domain Policy Guardrails (1) Credentials (2) Network Service
System Create Modification (2) Discovery
Services (1) Account (2) Exploitation for Input
ICS Escape to Host Defense Evasion Capture (4) Network Share
User Execution (2) Create or Discovery
Trusted Modify System Event Triggered File and Directory Modify
Relationship Windows Process (1 Execution (11 Permissions Authentication Network Sniffing
(1) (11
Management Modification (1) Process (3)
Instrumentation Event Triggered Exploitation for Password Policy
Execution (11) Privilege Hide Artifacts (9) Multi-Factor Discovery
Escalation Authentication
External wm |Hijack Execution Interception Peripheral Device
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Matrices Techniques ~ Data Sources Mitigations ~ Groups Software Resources ¥ Blog &

MITRE | ATT&CK

Contribute | Search Q

MATRICES Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery
Escalation Access
Enterprise 9techniques TOtechniques T8 techniques T3techniques 34 techniques T5techniques 25 techniques
Drive-by |Command and Account Abuse Elevation Abuse Elevation Adversary-in- Account Discover
PRE Compromise Scripting Manipulation (2) Control Control Mechanism (1) the-Middle (3)
Interpreter (5) Mechanism (1) Application Windc
: Exploit Public- BITS Jobs Access Token Brute Discovery
Windows Facing Exploitation for Access Token Manipulation (5) Force (4)
Application Client Execution Boot or Logon Manipulation (5) Browser Bookmar
macO0S & Autostart BITS Jobs Credentials Discovery
External Inter-Process Execution (10) Boot or Logon from
7 Remote Communication (2 >I Autostart Debugger Evasion Password Debugger Evasion
Linux Services Boot or Logon Execution (10) Stores (3)
Native API Initialization Deobfuscate/Decode ~ Domain Trust
Cloud Hardware Scripts (2) Boot or Logon Files or Information Exploitation Discovery
Additions Scheduled Initialization for Credential
r Task/Job (2) Browser Scripts (2) Direct Volume Access Access File and Directory
Network Phishing (3) n Extensions Discovery
; Shared Modules Create or Domain Policy Forced
. Replication Compromise Modify System Modification (2) Authentication Group Policy
Containers Through Software Client Software Process (1) - Discovery
Removable Deployment Tools Binary Execution Forge Web
Mobile Media [ Domain Policy Guardrails (1) Credentials (2) Network Service
System Create Modification () Discovery
Supply Chain |Services (1) Account (2) : ” Exploitation for Input
ICS Compromise (3) Escape to Host Defense Evasion Capture (4) Network Share

Trusted
Relationship

Valid
Accounts (3)

Windows
Management
Instrumentation

User Execution (2)

Create or
Modify System
Process (1)

Event Triggered
Execution (11)

External
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Interpreter (5) Mechanism (1) Application Windo
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Search Q ‘

The new v11.2 release of MITRE ATT&CK contains a beta version of Sub-Techniques for Mobile. The current, stable Mobile content can be accessed via the v10 release URL.

TECHNIQUES

Registry Run Keys / Startup Folder
Authentication Package

Time Providers

Winlogon Helper DLL

Security Support Provider
Kernel Modules and Extensions
Re-opened Applications

LSASS Driver

Shortcut Modification

Port Monitors

Print Processors

XDG Autostart Entries

Active Setup

Login Items

Boot or Logon Initialization v
Scripts

........ Cidnmninma

Home > Techniques > Enterprise > Boot or Logon Autostart Execution > Registry Run Keys / Startup Folder

Boot or Logon Autostart Execution: Registry Run Keys /

Startup Folder

Other sub-techniques of Boot or Logon Autostart Execution (14) v

Adversaries may achieve persistence by adding a program to a startup folder or referencing it
with a Registry run key. Adding an entry to the "run keys" in the Registry or startup folder will
cause the program referenced to be executed when a user logs in. These programs will be
executed under the context of the user and will have the account's associated permissions

level.

Placing a program within a startup folder will also cause that program to execute when a user
logs in. There is a startup folder location for individual user accounts as well as a system-wide
startup folder that will be checked regardless of which user account logs in. The startup folder

path for the current useris c:\Users\

[Username] \AppData\Roaming\Microsoft\Windows\Start Menu\PL:qlamg\stdltup.The

startup folder path for all users is ¢:\Programbata\Microsoft\Windows\Staz

Menu\Programs\StartUp.

The following run keys are created by default on Windows systems:

MAMBA@CYBERSEC2022

ID: T1547.001
Sub-technique of: T1547

(D Tactics: Persistence, Privilege

Escalation
Platforms: Windows

Permissions
Required: Administrator, User

i) CAPEC ID: CAPEC-270

Contributors: Oddvar Moe,
@oddvarmoe

Version: 1.1
Created: 23 January 2020
Last Modified: 12 May 2022

Version Permalink

Source: T1547.001



https://attack.mitre.org/techniques/T1547/001/
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Search Q_ l

MITRE | ATT&CK |

TECHNIQUES Procedure Examples

Registry Run Keys / Startup Folder D Name Description

Authentication Package S0045 = ADVSTORESHELL  ADVSTORESHELL achieves persistence by adding itself to the

Time Providers HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run Registry key.[S]["]m

Winlogon Helper DLL S0331 = Agent Tesla Agent Tesla can add itself to the Registry as a startup program to establish persistence. I

Security Support Provider
S0622 = AppleSeed AppleSeed has the ability to create the Registry key name EstsoftAutoUpdate at

Kernel Modules and Extensions HKLU\Software\Microsoft/Windows\CurrentVersion\RunoOnce to establish persistence.m]

Re-opened Applications

G0026  APT18 APT18 establishes persistence via the HKCU\Software\Microsoft\Windows\CurrentVersion\Run key.[”]
LSASS Driver [12]
Shortcut Modification

G0073 = APT19 An APT19 HTTP malware variant establishes persistence by setting the Registry key

Port Monitors HKCU\Software\Microsoft\Windows\CurrentVersion\Run\Windows Debug Tools-%LOCALAPPDATA%\ ‘“3]

Print Processors

) G0007 APT28 APT28 has deployed malware that has copied itself to the startup directory for persistence.“’”
XDG Autostart Entries
Active Setup G0016 = APT29 APT29 added Registry Run keys to establish persistence.[1 3l
Login ltems G0022 APT3 APT3 places scripts in the startup folder for persistence.“é]

DAant Arl AnAan Initializatian s

Source: T1547.001
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MAMBA
Malware Analysis with MITRE ATT&CK

Dynamic ﬁ."
Analysis Run

@- ufE; w | MAVIBA | wsp | ()

-
-—

— T1547.001

— ,
NtCreateFile@) PAITRE | rezcxd Autostart Execution
NtWriteFile(@

low-level API calls high-level behavior (TTPs)
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Knowledge
Extraction

{C:\..\Startup, T1547)

MAMBA

Resource Embedding

Execution
Trace

.
f

Sandbox

.. iThomé"

OR 8y

Extraction

(PV-DM)
C:\...\Startup —» E
e’
Resource-Technique
Binding
W :
S B | > Z
e
C:\...\Startup T1547

MAMBA@CYBERSEC2022

HEEHHFWH---H} TTPsy

. Malware representation d

S S I S S
Binding
MITRE e e e roup

ATT&CK group
Lmbeddmg
i b
[ Process; I Process, ‘ Process,

Resource-based
API call group g

ffr f;z ffa fm ?{5 ftﬁ }Sjm
LGN ... },GRumdden

states h
hy h, hy hy hs h h
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X; Xp X3 Xq4 X5 Xg X

Threat Identification
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Knowledge

MITRE> Extraction
AT T& C K MITRE | ATT&CK"

regardless of which user account logs in. The

startup folder path for the current user is
Users [Username] \AppData\Roaming\Micre

" MITRE | ATT&CK’

regardless of which user account logs in. The
startup folder path for the current user is

C:\Users [Username] \AppData\Roaming\Micro

soft\Windows\Start Menu\Programs\Startup.

{C:\...\Startup, T1547}
Execution
malware Trace
T D
:‘: — Sandbox
Extraction

"category": "file",

"api": "NtCreateFile", cuckoo
"arguments": {

"filepath":
"C:\\Users\\Baka\\AppData\\Roaming
\\Microsoft\\Windows\\Start
Menu\\Programs\\Startup\\Enc.exe

I

"category": "file",
"api": "NtWriteFile",
"arguments": {
"filepath":
"C:\\Users\\Baka\\AppData\\Roaming
\\Microsoft\\Windows\\Start
Menu\\Programs\\Startup\\Enc.exe"
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How accurate MAMBA I1s?

« MAMBA achieves state-of-the-art results
— F159% in ATT&CK dataset
— F1 95%, 89% in Big dataset (ATT&CK + MalShare)

Source ATT&CK dataset Big dataset (ATT&CK + MalShare)

Label ATT&CK Cuckoo RegExp

Metric P R FI_| FPR [ FNR | P [ R | F1_[ FPR | FNR | P R F1__| FPR_| FNR
R u I e - base d { Cuckoo 0.078* | 0.048* | 0.049* | 0.044* | 0.858* - 0.087* | 0.326* | 0.131* | 0.036* | 0.903*

RegExp 0.081* [ 0.206* | 0.099* | 0.351* | 0.659* [ 0.061* | 0.231* | 0.092* [ 0.283* | 0.468* -

Random Forest | 0.375T [ 0.144* | 0.208* | 0.005* | 0.429* | 0.417* | 0.203* | 0.273* | 0.003 | 0.400 | 0.813* | 0.850* | 0.831* | 0.010* | 0.094*
M L-based LinearSVC 0.200* | 0.370% | 0.260* | 0.088* | 0.343* | 0.380* | 0.408* | 0.394* 00{39* 0.298* 0.7;‘34* 0.584* [ 0.650* | 0.046* | 0.133*

GaussianNB 0.321* [ 0.490 |0.388* [ 0.092* | 0.2687 | 0.349* | 0.560* | 0.430* | 0.089* | 0.217* | 0.738* | 0.658* | 0.606* | 0.047* [ 0.132*

Decision Tree | 0.342* | 0.332* | 0.337* | 0.040* | 0.344* | 0.437* | 0.464* | 0.450™ | 0.044* | 0.316™ | 0.745™ | 0.745* [ 0.745* | 0.026* | 0.113*
KNeighbors 0.416* [ 0.365* | 0.389* | 0.028* | 0.375* | 0.468* | 0.456* | 0.462* | 0.029* | 0.281* | 0.777* | 0.772* | 0.774* | 0.020* [ 0.110*

MLP 0.556* | 0.365* | 0.427* | 0.010 | 0.319* [ 0.833* | 0.779* | 0.801* | 0.006 |0.111* | 0.938* | 0.926* [ 0.928* | 0.004* | 0.037*
DL_based RNN 0.461* | 0.214* | 0.288* | 0.009 | 0.394* [ 0.688* | 0.604* | 0.631* [ 0.010* | 0.251* | 0.850* | 0.774* | 0.796* | 0.009* [ 0.115*
LSTM 0.552% [ 0.2897 | 0.362% | 0.0067 | 0.358* | 0.770* | 0.711* | 0.735* | 0.007 | 0.144* | 0.920* | 0.900* | 0.908* | 0.006* | 0.051*
MAMBA 0.667 | 0.569 | 0.591 | 0.011 | 0.220 | 0.898 | 0.887 | 0.891 | 0.006 | 0.061 | 0.945 | 0.954 | 0.949 | 0.005 | 0.024

T p <0.05, f p <0.01, x p <0.001. Mann-Whitney U test is applied to compare the performance of MAMBA against that of each compared

.. iTho MAMBA@CYBERSEC2022 19
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& Wana Decryptr 20

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on -
v Can I Recover My Files? 3

1/3/1970 17:00:00 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on
How Do I Pay?
11711970 17:00:00 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

|After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Time Left

Send $600 worth of bitcoin to this address:
12t9YDPgwueZ9NyMgw519p7AABIs]r6 SMw

Check Payment

WannaCry (2017)

MAMBA@CYBERSEC2022

Contact Us
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1. Which techniques are implemented?

Persistence/ Defense Discovery Lateral
Privilege Evasion Movement
Escalation
T1543.003 T1564.001 T1222.001 T1083 T1490 T1563.002
Create Hidden Files File File Inhibit Remote
Windows Permission Discovery System Desktop
Service Meodification Recovery Protocol
(mssecsvc2.0) Hijacking
T1047
WMI:
Delete
Windows
Shadow
Copies

MAMBA@CYBERSEC2022
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2. Which system resources are manipulated?

-

WannaCry
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ignoreallfailures & bcdedit /set {default} recoveryenabled no &

shadowcopy delete & bcdedit /set {default} bootstatuspolicy
wbadmin delete catalog —quiet)
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T1082 System Information Discovery

Description

An adversary may attempt to get detailed information about the operating system and hardware, including version, patches,
hotfixes, service packs, and architecture. Adversaries may use the information from System Information Discovery during automated
discovery to shape follow-on behaviors, including whether or not the adversary fully infects the target and/or attempts specific
actions. Tools such as Systeminfo can be used to gather detailed system information. A breakdown of system data can also be

gathered through the macOS systemsetup command, but it requires administrative privileges. Infrastructure as a Service (laaS)
cloud providers such as AWS, GCP, and Azure allow access to instance and virtual machine information via APIs. Successful

authenticated API calls can return data such as the operating system platform and status of a particular instance or the model view
of a virtual machine. [1] [2] [3]
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