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Malware Analysis

Static Analysis

Dynamic Analysis

IDA Pro
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Malware Detection 

Family Classification

https://hex-rays.com/ida-pro/


Why We Care Malicious Behavior (TTPs)?
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T1547.001 Autostart

Execution: Startup Folder

T1059.005 Command and 

Scripting Interpreter: Visual 

Basic

T1059.001 Command and 

Scripting Interpreter: 

PowerShell

T1059.003 Command and 

Scripting Interpreter: 

Windows Command Shell

T1490 Inhibit System Recovery

T1486 Data Encrypted for Impact
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MITRE ATT&CK
Adversarial Tactics, Techniques and Common Knowledge

https://attack.mitre.org/
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Source: T1547.001

https://attack.mitre.org/techniques/T1547/001/


Source: T1547.001
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https://attack.mitre.org/techniques/T1547/001/
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MAMBA
Malware Analysis with MITRE ATT&CK

Icons made by Freepik from www.flaticon.com
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How accurate MAMBA is?

• MAMBA achieves state-of-the-art results 

– F1 59% in ATT&CK dataset

– F1 95%, 89% in Big dataset (ATT&CK + MalShare)

Rule-based

ML-based

DL-based
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What MAMBA can do?
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WannaCry (2017)



What MAMBA    can do?

1. Which techniques are implemented?
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What MAMBA    can do?

2. Which system resources are manipulated?

WannaCry
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What MAMBA    can do?

3. What did malware do via system resources?
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WannaCry CreatePro.(attrib +h)

T1564.001 Hidden Files 

T1222.001 File Permissions Modification

CreateProcessInternalW



What MAMBA    can do?

3. What did malware do via system resources?
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WannaCry

CreatePro.( cmd.exe /c vssadmin delete shadows /all /quiet  & wmic

shadowcopy delete & bcdedit /set {default} bootstatuspolicy

ignoreallfailures & bcdedit /set {default} recoveryenabled no & 

wbadmin delete catalog –quiet )

T1490 Inhibit System Recovery

CreateProcessInternalW



Sunburst

SolarWinds.Orion.Core.BusinessLayer.dll







MAMBA應用範圍

➢惡意程式鑑識
作為惡意程式分析工具，提供惡意行為的高階語意與低階執行碼。

➢軟體安全查核
作為下載軟體檢測工具，檢驗是否被植入可疑的惡意行為。

Icons made by SBTS2018 from www.flaticon.com

Benign? or Malicious?
SolarWinds.Orion.Core

.BusinessLayer.dll
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Our Team
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https://www.mambaplus.tw
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