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u Founder and CEO, TeamT5

u Adviser, several Taiwanese government agencies.

u Co-founder / Chief Director (2013-2021), HITCON

u 20+ years in security industry and hacker community
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TeamT5 Profile
200+ Clients in Asia Pacific
u MSSP (90+% in Taiwan)
u Government agencies
u Telecom / ISP
u Leading CTI Firms
u Accounting firms / Financial sectors
u Semiconductor / Manufacturing

u International Trading
u NGO / NPO

Taiwan
30+ Partners

Japan
5+ Partners

Start from APAC, Speak for APAC, Guardian of APAC

ASEAN
10+ Partners



100+
ADVERSARY GROUPS

900+ 
MALWARE FAMILIES

Origin: China
Target Country: HK, JP, TW, US, KR
Target Industry: Media, Military, 
Dissidents, Telecommunication, 
Think tank, IT, Political Party, Heavy 
Industry, Education & Research 
Institutions

Origin: China
Target Country: JP, TW
Target Industry: Military, 
Government, Defense, Research 
Institutes, High-tech companies

Origin: China
Target Country: JP, KR
Target Industry: Military, Defense, 
Telecom, Aerospace, 
Manufacturing

Origin: South Korea
Target Country: CA, CN, IN, ID, JP, 
PH, TH, AE, US, KR
Target Industry: Media, Education, 
Military, Government, Defense, 
Technology, Telecom, Financials, 
Pharmaceutical, Think Tanks, NGOs

Origin: China
Target Country: JP, TW, US, KR
Target Industry: Media, Telecom, 
Gaming, Chemicals

Origin: China
Target Country: JP, SG, TW, US
Target Industry: NGO, 
Government, Defense, Telecom, 
Think tank, Research Institutes

Amoeba

DarkHotel

DragonOK

Menupass

Huapi Nian

World-leading Asia Pacific Threat Intelligence

#1 Asia Pacific 
Threat Research



Ransomware



勒索軟體持續造成鉅額損失

u $6 trillion: damages from cybercrime (BlackFog)
u $102.3M ransomware transactions per month (US Treasury Department)
u $4.62M cost of a ransomware breach (IBM)
u $4.24M cost of a data breach (IBM)
u $1.85M solving a ransomware attack (Sophos)
u Kaseya, Colonial pipeline, Delta Electronics, etc.

Breaches keep happening & 
damages keep increasing.

FACT in 2021



勒索攻擊成為了資安事件的新常態

New Normal



攻擊目標不侷限特定產業



贖金金額來到了 70M (美金)



變本加厲的勒索 – 加密網路磁碟 / 破壞備份



威脅公開機敏資料的勒索成為主流 (triple extortion)



為什麼勒索攻擊這麼難防？



Ransomware Ecosystem

Ransomware
Gang

Operation 
Affiliate

Cryptocurrency /
TOR / Secure IM

Victim

Foothold Seller

Exploit Seller Credential Seller

Providing 
ransomware kit



Ransomware Evolution Cycle

Ransomware
Ecosystem

Ransom
Payment

successfully attacked

make it stronger
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NIST Cybersecurity Framework

防禦 Ransomware 沒有絕招



u 企業資產清單 - 什麼是重要資產，需要保護
u 軟體清單 - 可能存在漏洞，需要更新
u 資料管理政策
u 系統特權帳號管理清單

Identify
Protect / 
Detect

Respond Recover



u 了解你的風險
u 假設會被入侵，資料被加密，資料被公開
u 備份資料，保護備份(離線)
u 準備外部服務合作 (資安、法務、PR)
u 採購資安險
u 教育訓練、演習

Identify
Protect / 
Detect

Respond Recover

Hint



u (設定)網段規劃政策與落實
u (設定)安全設定政策與持續維護與確認: 系統帳號、防火牆、對外服務
u (帳號)帳號安全政策與持續確認：
帳號管理、密碼規範、權限申請與停用、特權帳號規範與管理

u (帳號)外部可存取帳號政策與管理: MFA、最低權限
u (漏洞)漏洞管理與更新流程、權責，和確保機制
u (防禦)針對各種入侵管道建立防禦措施: IPS, WAF, EPP, etc.
u (防禦)確保防禦機制的更新
u (防禦)入侵管道限制與管理: 例如: 停用 USB

Identify
Protect / 
Detect

Respond Recover



u 堵住入侵的管道/發現所有可疑跡象
u Detect vs Protect 
u 持續加強對所有環節的可視性 (visibility)
u 特別注意所有跟勒索行為相關的 alerts
u 在所有可能攻擊途徑加上防護

Identify
Protect / 
Detect

Respond Recover

Hint

攻擊途徑
u Phishing emails and social engineering
u Drive-by downloading
u RDP and credential abuse
u VPN service exploitation
u Website and other services exploitation
u Supply-chain attacks

u Free software



u (控制)確認損害/影響範圍，控制狀況，降低損失
u (紀錄)保留證據，確保各種系統 log 收集機制、集中與備份
u (調查)追查入侵原因與損害評估
u (聯繫)對內對外聯繫、回報窗口與權責、協調、對內外說明
u (聯繫)外部團隊協助、報案
u (聯繫)法務、公關、保險公司
u (團隊)事件應變(IR)團隊編制與權責
u (政策)事件應變(IR)流程
u (政策)標準化通報流程、法規遵循

Identify
Protect / 
Detect

Respond Recover



u 極小化損失
u 快速解決狀況
u 找到入侵原因
u Incident Response Plan
u 假設

u 已經進來一段時間
u Email 被監看
u 資料已經外洩 / 密碼已經外洩，有可能會被公開
u 備份已經損毀

Identify
Protect / 
Detect

Respond Recover

Hint



u 資料備份與復原機制，與保護
u 系統復原機制與流程
u 服務復原機制與流程
u 談判、贖金付款準備

Identify
Protect / 
Detect

Respond Recover



u 快速復原
u Disaster Recovery Plan
u Business Continuity Plan

Identify
Protect / 
Detect

Respond Recover

Hint



我該不該付贖金?
u 先確認付贖金不會違法
u 評估營業損失 (Revenue lost) (per hour/day)
u 資料與服務重建與復原代價+損失
u 資料外洩代價: 智慧財產、營業秘密、設計資料
u 使用外部資安服務成本: Incident Response / Investigation
u 使用外部服務成本: PR / Legal
u 商譽損失
u 不付錢之後要面臨的後續威脅



談判
u贖金一定有談判空間 (50%)
u談判技巧
u確認可還原解密
u不要激怒對方
u保護自己： TOR, 新身份

付贖金
u虛擬貨幣購買
u從哪裡付款?
u財報影響
u抵稅



Real Question

勒索軟體不是問題問題在他們怎麼進來的？
他們怎麼拿到權限的？



成敗關鍵在事前準備



漏洞

漏洞

漏洞

Patch

Patch

Patch



帳號安全、外洩密碼風險



從其他案例學習



要投入資源 (人力、預算)



Designed for APT & Ransomware Protection



ThreatSonar Anti-Ransomware

Zero Trust

Threat
Intelligence

Data
Recovery

Block
Suspicious

Deception

Real-Time
Quarantine



tt@teamt5.org

聯絡我們
Facebook Twitter Linkedin Instagram


