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CISO's Ransomware Playbook
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Founder and CEO, TeamT5

Adviser, several Taiwanese government agencies.
Co-founder / Chief Director (2013-2021), HITCON

20+ years in security industry and hacker community

Frequent security conference speaker
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200+ Clients in Asia Pacific

Japan + MSSP (90+% in Taiwan)
5+ Partners .
j + Government agencies
+ Telecom / ISP
' + Leading CTI Firms
Taiwan . . . .
30+ Partners + Accounting firms / Financial sectors

+ Semiconductor / Manufacturing

+ International Trading
ASEAN
10+ Partners + NGO / NPO

Start from APAC, Speak for APAC, Guardian of APAC
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World-leading Asia Pacific Threat Intelligence

=

Huapi Nian

Origin: China

Target Country: HK, JP, TW, US, KR
Target Industry: Media, Military,
Dissidents, Telecommunication,
Think tank, IT, Political Party, Heavy
Industry, Education & Research
Institutions

DragonOK

Origin: China

Target Country: JP, KR

Target Industry: Military, Defense,
Telecom, Aerospace,
Manufacturing

Amoeba

Origin: China

Target Country: JP, TW, US, KR
Target Industry: Media, Telecom,
Gaming, Chemicals

Origin: China

Target Country: JP, TW

Target Industry: Military,
Government, Defense, Research
Institutes, High-tech companies

DarkHotel

Origin: South Korea
Target Country: CA, CN, IN, ID, JP,
PH, TH, AE, US, KR

Menupass

Origin: China

Target Country: JP, SG, TW, US

Target Industry: NGO, Target Industry: Media, Education,

Government, Defense, Telecom, Military, Government, Defense,

Think tank, Research Institutes Technology, Telecom, Financials,
Pharmaceutical, Think Tanks, NGOs

#1 Asia Pacific
ADVERSARY GROUPS MALWARE FAMILIES Threat Research
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+ $6 trillion: damages from cybercrime (BlackFog)

I

+ $102.3M ransomware transactions per month (US Treasury Department)
+ $4.62M cost of a ransomware breach (IBM)

o $4.24M cost of a data breach (IBM)

+ $1.85M solving a ransomware attack (Sophos)

+ Kaseya, Colonial pipeline, Delta Electronics, etc.

Breaches keep happening &

damages keep increasing.
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New Normal
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Ransomware Ecosystem e TEAVTS

Cryptocurrency / \

TOR / Secure IM Foothold Seller

Providing
SEIn\WEIGSI ransomware kit Operation

Gang e Affiliate

\J

Credential Seller

Exploit Seller



Ransomware Evolution Cycle

successfully attacked

Ransomware
Ecosystem

make it stronger

Ransom
Payment
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NIST Cybersecurity Framework
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Protect /

Detect
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Protect /

Detect
KERT
+ BIEARESE /IR oINS + Phishing emails and social engineering

« Detect vs Protect + Drive-by downloading
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o PGP A BERGYRTIRIE (visibility) * 0 7 TS 2
e — . . service exploitation
+ FFREEPI B IR# RITAERANY alerts . | o
_ h s e + Website and other services exploitation

o Free software
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Respond
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+ Incident Response Plan
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+ Email #2858
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Recover
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Recover

o RREIR
+ Disaster Recovery Plan
+ Business Continuity Plan
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o RPN BEAZE

o SE(EE IR L (Revenue lost) (per hour/day)

+ ENHRFEERHMEBRAEHEX

« EFINERE: BEEME SFEWE - FHETEH

» ERINESEERRFERA: Incident Response / Investigation
o ERAINBARFE R A: PR / Legal
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Real Question
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@ ThreatSoNars

ANTI-RANSOMWAIRE

Designed for APT & Ransomware Protection



ThreatSonar Anti-Ransomware

. ZeroTrust : . Suspicious :

: Real-Time .';
. Quarantine ;

. Intelligence

: Deception : . Recovery :
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tt@teamt5.org

Persistent Cyber Threat Hunters



