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Hank Chen

Executive Director, Association of Hackers in Taiwan (HIT)

ICS/SCADA, |oT, Malware Analysis and Enterprise Security

Spoke at Black Hat, RSA Conference, DEF CON, HITCON, FIRST, SecTor, HITB, SINCON,
ICS Cyber Security Conference USA and Asia, CYBERSEC, InfoSec Taiwan and so on
Instructor of HITCON Training 2022/2021/2020/2019,CCoE Taiwan, Ministry of
Education, Ministry of National Defense, Ministry of Economic Affairs in Taiwan, and
Listed companies

General Coordinator of HITCON (Hacks In Taiwan Conference) PEACE 2022 and 2021

Threat Researcher, PSIRT and Threat Research at TXOne Networks

Malware Analysis, Product Security and Vulnerability Research

Teaching Assistant of Cryptography at Taiwan Tsing Hua University (NTHU) and CCoE
Instructor of the Cyber Security training course for Taiwan Ministry of Defense
Joined in many CTF competitions with 10sec and TSJ to focus on crypto, reverse, and
pwn challenges

Spoke at several cyber security conferences such as FIRST, BlackHat USA, HITCON,
VXCON
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Outline

ICS Threat in Review

What are the Characteristics of Ransomware that Affects
Critical Infrastructure?

How can Critical Infrastructure Mitigate the Threat of
Ransomware?

Closing Remarks
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ICS Threat in Review
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Cyber Criminal Groups
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BlackMatter

REvil

LockBit 2.0

UnkNown

7\

| |

OmniTRAX (US)
70 gigabyte data stolen

REvil
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Brenntag (Germany)
UsS$44 M
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Colonial Pipeline (US)
US$ 4.4 M
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Health Service Executive
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REvil

Kaseya
US$70 M

Invenergy
4TB Data Stolen

2021 OT/ICS Attack Incidents
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2021 OT/ICS Attack Incidents Highlights

'. Most active criminal groups in 2021
ﬁ * Conti, Maze, Lockbit, REvil and DarkSide

o
B
Bii
*

Targeting the Critical Infrastructure and leverage supply chain attack
e Colonial Pipeline attack in May by DarkSide
e Kaseya supply chain attack by REvil

Running the RaaS business model with the affiliate programs
* Ransom demand less than 500k charge for 25%
* Ransom demand over 5M charge for 10%

Executive Order issued by U.S. President Joe Biden
* Improving the nation’s cybersecurity
« Supply Chain and Software Bills of Materials (SBOM:s)

Leverage zero-day vulnerabilities
e (CVE-2021-30116, Kaseya VSA vulnerability
e (CVE-2021-44228, Log4) vulnerability
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What is ICS-related ransomware?
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Targeted ICS-Specific resources such The ransomware impacted the ICS
as applications and certificates environment before
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What are the Characteristics of

Ransomware that Affects Critical
Infrastructure?




The ICS-Related Ransomware Matrix

WannaCry Ryuk Lockergoga EKANS RagnarLocker ColdLock Egregor Conti v2
First Seen 2017/1/16  2018/8/22 2019/3/8 2019/12/26 2020/4/13 2020/5/4 2020-12-06 2021/1/29
Code-Signed No No No No No No No
Anti-Analysis N/A N/A N/A N/A
Language Check No N/A N/A N/A N/A N/A
Kill Process/Services N/A
Persistence N/A \e} N/A N/A N/A N/A
Privilege Escalation N/A N/A N/A N/A N/A N/A
Lateral Movement N/A No \e} N/A N/A N/A N/A
Anti-Recovery No
Atomic-Check N/A
File Encryption R-M-W R-E-W-M M-R-W R-W-W-M R-E-W-M R-E-W-M R-E-W-M R-E-W-M
Partial Encryption N/A N/A N/A N/A N/A N/A
Cipher Suite AES AES-256 AES-128-CTR  AES-256-CTR Salsa20 AES-256-CBC ChaCha8 ChaCha8
RSA-2048 RSA-2048 RSA-1024 RSA-2048 RSA-2048 RSA RSA-2048 RSA
Configuration File No No No No No
Command-Line Arguments No No No

File Encryption Flags:

SF: SetFileInformationByHandle/NtSetInformationFile

R: ReadFile ; W: WriteFile ; M: MoveFile
E: Encrypt ; MP: MapViewOfFile
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The ICS-Related Ransomware Matrix

Bad Rabbit Mount Locker RansomExx DoppelPaymer Darkside Babuk Locker REvil LockBit 2.0
First Seen 2020/10/25 2021/05/11 2020/06/14 2019/10/15 2021/02/03 2021/09/06 2021/7/3 2021/8/3
Code-Signed No No No No No No
Anti-Analysis N/A N/A N/A N/A N/A N/A
Language Check No N/A \e} No N/A N/A
Kill Process/Services N/A
Persistence N/A N/A N/A N/A \o)
Privilege Escalation N/A N/A N/A N/A No
Lateral Movement N/A No N/A N/A N/A
Anti-Recovery N/A N/A N/A N/A
Atomic-Check N/A N/A N/A N/A
File Encryption MP-E R-E-W-SF R-E-W-M R-E-W-M M-R-E-W M-R-E-W R-E-W-M R-E-W-SF
Partial Encryption No N/A N/A N/A
Cipher Suite AES ChaCha20 AES-256-ECB AES-256-CBC Salsa20 HC128 Salsa20 AES-128-CBC
RSA RSA-2048 RSA-4096 RSA-2048 RSA-1024 Curve25519-ECDH RSA Curve25519-ECDH
Configuration File N/A No \o} N/A No
Command-Line Arguments No N/A

File Encryption Flags:

SF: SetFileInformationByHandle/NtSetInformationFile

R: ReadFile ; W: WriteFile ; M: MoveFile — txone~
E: Encrypt ; MP: MapViewOfFile %
L ]
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LockBit2.0 Execution Flow

’

.exe

L' Language Check

l

[ Check Token Privilege J

v

[ COM UAC bypass J

: kill switch
: new thread
s in disk

Il :in memory

[ Check Mutex J

[

Lateral Movement by
GPO

J

;

Enumerate drives
v

)

copy & event
v

Kill process & service
v

Encryption
v

Delete shadow ]

( )

Main thread

‘{ Enumerate files ]

|/O completion packet

Child thread

Printer bomb

v

Drop Ransom Note &
Wallpaper

v

Persistence

{ Read files ]

[ Encrypt & Write files ]

Use
NtSetinformationFile
to Rename extension
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AD GPO Propagation Techniques in LockBit 2.0 &

Check
Domain
Controller

False

[

Enumerate
drives
False Check
Domain

Admin

[ Get Domain Name ]

l

Create GPO COM
Object

Create GPT.ini
ADsGetObject

Create

NetworkShare.xml
& Service.xml

Copy itself to Netlogon Folder
Create Files.xml

Create
SchedualTask.xml

Run on All Domain
Machines by PowerShell

powershell.exe -Command "Get-ADC
filter * -Searchbase '%s' | foreach{ Inv
GPUpdate -computer $_.name -force
RandomDelaylnMinutes 0}"
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WannaCry Execution Flow

dropper.exe

Vs

Kill switch

Kill process &
service

]

Create Service

J

key & encrypted dll

: kill switch
: new thread
:in disk

Il :in memory

L tasksche.exe ’—{ Extract dll key ]

Ded

rypt & load dll

S Generate key
\ J
4 ¢ N\
Mutex check
\ J
4 ; \
—> Enum files
\_ J
e * ~
Move files
\ J

v
[ Read files ]

v
{ Encrypt & Write files ]

v
[ Drop ransom note ]

v
@WanaDecryptor@.exe

[ Delete shadow copy Jg txOne
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REvil Execution Flow

MsMpEng.exe
DLL Side Loading

mpsvc.dll

—»[ Resolve APls ]
—>

y

Resolve APIs
v
rc4 decrypt config
\ * J

Language check
v

Mutex check

. J

v

[ Network Discovery by netsh ]

Main thread
Drop ransom note
v
Enumerate files
I/O completion]packet
Child thread

: kill switch

: new thread
B :indisk
Il :in memory

v
Persistence by registry
4 + \
Kill process & service

v

[ Delete shadow copy ]
v

h 4

[ Read files ]

v
Encrypt & Write files
\_ + J
Move files

[ Multi-thread Encryption ]7
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RagnarLocker Execution Flow

.exe 4 N\ ( \
Language check Mutex check
L . + J . ‘ J
| Kill process & service ) Read files
¢ \_ Y,
[ Delete shadow copy ] [ B
) Encrypt & Write files
Enumerate files - N
) T 4 Move files
Multi-threading
: kill switch [ Drop ransom note & open ]
: new thread

B :indisk

B :in memory -::% tXOne"
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Common Attack Path of ICS-Related Ransomware

Corporate Network

Discovery Defense Evasion 6 Exfiltration ‘
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1 Initial Access ?

7 Ransom and Impact
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The Common Characteristics of ICS-Related Ransomware

Kill Process/Services © Partial Encryption

: Privilege Escalation
Anti-Recovery .

Atomic-Check

Command-Line Arguments

Persistence
Language Check

Code-Sighed
Anti-Analysis
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How can Critical Infrastructure
Mitigate the Threat of
Ransomware?
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Ransomware Techniques Based on MITRE ATT&CK for ICS

... . . Privilege . . Lateral . Command and | Inhibit Response | Impair Process
Initial Access Execution Persistence . Evasion Discovery Collection . Impact
Escalation Movement Control Function Control
(el Default Credentials | Automated Collection | Commonly Used Port AcS;Z;i:[::;‘glzre Brute Force I/O Damage to Property

Drive-by Compromise

Change Operating

Mode

Modify Program

Exploitation for
Privilege Escalation

Change Operating
Mode

Enumeration

Exploitation of

Data from Information

Connection Proxy

Alarm Suppression

Modify Parameter

Denial of Control

Exploit Public-Facing
Application

Command-Line
Interface

Module Firmware

Hooking

Exploitation for
Evasion

Network Sniffing

Remote Services

Repositories

Standard Application

Block Command

Module Firmware

Denial of View

Exploitation of
Remote Services

Execution through API

Project File Infection

External Remote
Services

Graphical User
Interface

System Firmware

Internet Accessible
Device

Hooking

Valid Accounts

Modify Controller

Rogue Master

R te Servi
emote Services Tasking
Replication Through Native API
Removable Media
Scripting

Spearphishing
Attachment

User Execution

Supply Chain
Compromise

Transient Cyber Asset

Wireless Compromise

12 Tactics

78 Techniques

Indicator Removal on
Host

Remote System
Discovery

Lateral Tool Transfer

Detect Operating
Mode

Layer Protocol

Message

Spoof Reporting

Masquerading

Remote System
Information Discovery

Program Download

1/0 Image

Rootkit

Wireless Sniffing

Remote Services

Man in the Middle

Spoof Reporting
Message

Valid Accounts

Monitor Process State

Point & Tag
Identification

Program Upload

Screen Capture

Wireless Sniffing

Block Reporting
Message

Message

Loss of Availability

Block Serial COM

Unauthorized
Command Message

Loss of Control

Data Destruction

Denial of Service

Device
Restart/Shutdown

Manipulate I/0 Image

Modify Alarm Settings

Rootkit

Service Stop

System Firmware

Loss of Productivity
and Revenue

Loss of Protection

Loss of Safety

Loss of View

Manipulation of
Control

Manipulation of
View

Theft of Operational
Information
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Apply the Mitigations

24 Mitigations

12
Human and Policy

Application Isolation and Sandboxing (Endpoint)(3)
Network Intrusion Prevention (Network)(3)
Exploit Protection (Network, Endpoint)(2)

Restrict Web-Based Content (Endpoint)(2) o
Update Software(Endpoint, Human and Policy)(2)

Disable or Remove Feature or Program (Endpoint)(2)

Network Allowlists (Human and Policy)(2)

Execution Prevention (Endpoint)(2)

Code Signing (Endpoint)(2)

Restrict File and Directory Permissions (Human and Policy)(2)
Restrict Registry Permissions (Human and Policy)(2)

Privileged Account Management (Human and Policy)
Vulnerability Scanning(Network, Endpoint)

Threat Intelligence Program ®

Authorization Enforcement (Human and Policy)

Human User Authentication (Human and Policy)

Access Management (Human and Policy)

Software Process and Device Authentication (Human and Policy)
Password Policies (Human and Policy)

Filter Network Traffic (Network)

Antivirus/Antimalware (Endpoint)

User Training (Human and Policy)

User Account Management (Human and Policy)
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The Practical Ransomware Mitigation Strategies in the
ICS World

The Difference of Enterprise and ICS

Type ICS Environment Enterprise Environment
Virus Pattern Update Usually up to date
The Variability of the

High
Operating Environment 's
The Burden of and mavieae
Ransomware Encryption Y Low to Middle

on the System operation shutdown

g tExOne

networks



The Practical Ransomware Mitigation Strategies in the

ICS World

%) >

Known Ransoware Scanning

Hardly cause any
burden on the ICS
system

Unable to detect and
block new/variant
ransomware attacks

ICS-Related Ransomware
Pre-detection Mechanism

Detect ransomware family common
features and block before encryption

False-Positive

Ransomware Encrypted
Sequence Detection

Detect ransomware encrypted
sequences can prevent excessive
burden on the ICS machine and block
encryption process

Nothing found so far
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|CS-Related Ransomware Pre-detection Mechanism

If language check failed

int __stdcall main_language_check()

{ ',t A . aet
If prevent process be terminated ;n“t ;;!;L;;;réia;'"

if ( TerminateProcess((HAI yv260, 1u) )

if ( !std::_Execute_once((struct std *)&unk_526714, sub_425790, &unk_5266A8) )
terminate();

CloseHandle((HA E

LODWORD(v26@) = H

)v260);
3

else

if ( !std::_Execute_once((struct st ag *)&unk_526714, sub_425790, &unk_5266A8) )
terminate();

GetLastError(); LOCkerGOga 11: e
return ©;
if ( !mw_GetKeyboardLayoutList(nBuff, (HKL

Y

{
LABEL_8:
w_w_RtlFreeHeap((int)keyboard_layouts);
return 9;

}
while ( !check_keyboard_layout(keyboard

If atomic check failed Moo orL s
}

if ( !dword_430BBC ) return 1;

s
e

0x8050800;
ox6C;
OxE;

If delete shadow copy failed
x20;
0x2701714; (*)[7])"a\en\ou\or"'; // runas
OxE69081A;
0x29;
Ox6F ;
ox1D;
gmemcpy ( , "u,&223jjjD", sizeof( ));
for ( = 0; < Ox1B; ++i )

*((_BYTE *)& +1) = signe 8 F)& + 1+ 1)) % 127 + 127) % 127;

= (int stdcal DWORD ))Pesolve and_add_API_buffer(15, ©xF701962C, 25);

Ryuk

if ( >= 6 )
break;
++v48;

))resolve_and_add_API_buffer(15, ©x6A095E21, 11);

7 (ettrorsingleobiect(iten, 8 ) Conti V2

1
J
while ( (u on int)ShellexecuteW_o(0i64, & , & , 0i64, 0i64, ) < 0x20 );// < 0x20 means not success

g tExOne
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|CS-Related Ransomware Pre-detection Mechanism

8  Windows 11 x64 - VMware Workstation

View Breakpoints Time Travel Scripting Source Memc File Edit View VM Tabs Help

: H o E [+ Windows 11 x64

}

{9 ste to Ba. = M Stop Debugging
: 0
}

{

Sem;gs Source| Assemb Local Feedback
{ A Detach Help~ Hub o
te

(RECVEICET)
Create Mutant: PID: 924, TID: 2444, KMUTANT: exffffboec2ibd383e lockbit2.0
Create Mutant: PID: 924, TID: 2444, KMUTANT: exffffboec21bd3s3e
Create Mutant: PID: 924, TID: 2444, KMUTANT: exffffboec2ibd383e
Create Mutant: PID: 924, TID: 2444, KMUTANT: exffffboec21bd3s3e
Create Mutant: PID: 924, TID: 2444, KMUTANT: exffffboec2ibd383e
Create Mutant: PID: 924, TID: 2444, KMUTANT: exffffboec2ibd383e ]
Create Mutant: PID: 924, TID: 2444, KMUTANT: exffffboec21ibd3s3e > ThisPC > Desktop > FIRST2022 demo > lockbit2.0
Thread Created: PID:924, TID:6708, PPID:924, PTID:2444
Thread Created: PID:5128, TID:8568, PPID:4, PTID:36
Thread Created: PID:924, TID:4272, PPID:924, PTID:2444 Quick access

Create Mutant: PID: 924, TID: 6708, KMUTANT: exffffboec25a44f70 | [ 0545
Create Mutant: PID: 924, TID: 6708, KMUTANT: exffffboec25a44f7@ @ Desktop

Create Mutant: PID: 924, TID: 6708, KMUTANT: exffffboec25a44f70
Create Mutant: PID: 924, TID: 6708, KMUTANT: exffffboec25a44f70 1 + Downloads
Create Mutant: PID: 924, TID: 6708, KMUTANT: @xffffbo9ec25a465f0
Create Mutant: PID: 924, TID: 6708, KMUTANT: exffffboec25a465f0 . Documents
Thread Terminated: PID:1972, TID:3572, PPID:1972, PTID:3572 -
Thread Created: PID:924, TID:8972, PPID:924, PTID:2444 % PN Pictures
IRP_MN_QUERY_DIRECTORY: PID:924, TID:6708, FileName: <.mydocs, DirPath: \Device\Harddiskvc
Thread Terminated: PID:1972, TID:5172, PPID:1972, PTID:5172 FIRST2022_dem
Thread Terminated: PID:1972, TID:3896, PPID:1972, PTID:3896 :
Thread Terminated: PID:1972, TID:6404, PPID:1972, PTID:6404 2 Music
Thread Terminated: PID:1972, TID:7932, PPID:1972, PTID:7932
Thread Terminated: PID:1972, TID:2744, PPID:1972, PTID:2744 id Videos
Thread Terminated: PID:1972, TID:7316, PPID:1972, PTID:7316
Thread Terminated: PID:1972, TID:3836, PPID:1972, PTID:3836 @ OneDrive
Thread Terminated: PID:1972, TID:312, PPID:1972, PTID:312
Thread Terminated: PID:5952, TID:7768, PPID:5952, PTID:7768
IRP_MN_QUERY DIRECTORY: PID:924, TID:2444, FileName: 0545.exe, DirPath: \Device\Harddiskv [ hispC
Process Terminated: Process ffffb9@c212360c@, ImageFileName: dllhost.exe
Process Terminated: PID 1972, PPID:1972, PTID:312 ¥4 DVD Drive (D:) CPBZ
Create Mutant: PID: 1972, TID: 312, KMUTANT: exffffboec2268d970
Create Mutant: PID: 1972, TID: 312, KMUTANT: exffffb9ec2268dc70
Create Mutant: PID: 792, TID: 3256, KMUTANT: exffffboec2268d4fe
Thread Created: PID:4796, TID:6324, PPID:4, PTID:36 Yitens - Thtenselacied

Create Mutant: PID: 792, TID: 3256, KMUTANT: exffffboec2268d4fe )~ (IR B g N ge TTee e e v
Thread Terminated: PID:5972, TID:3@e4, PPID:5972, PTID:30e4 23.252K 3628 K 5548 Microsoft Edge WebView2  Microsoft Comporation
Thread Terminated: PID:5972, TID:456, PPID:5972, PTID:456 [ Susp... 40,120K 35132K

Thread Terminated: PID:5972, TID:1168, PPID:5972, PTID:1168 ir L <0.01 4.992K 19.052K 5128 Runtime Broker Microsoft Comoration
Thread Terminated: PID:6012, TID:4648, PPID:6012, PTID:4648 Susp 26,752 K 19.568 K

Thread Terminated: PID:670@, TID:7892, PPID:670@, PTID:7892 1.988K 12,044 K= 1804 Runtime Broker

Thread Terminated: PID:2284, TID:4912, PPID:2284, PTID:4912

Thread Created: PID:924, TID:3432, PPID:924, PTID:7220

Thread Terminated: PID:2284, TID:8076, PPID:2284, PTID:8676

Thread Created: PID:924, TID:1092, PPID:924, PTID:3432

Thread Terminated: PID:2528, TID:4508, PPID:2528, PTID:4508

IRP_MN_QUERY_DIRECTORY: PID:924, TID:1092, FileName: 21.220.1024.0005, DirPath: \Device\Hg EE

Name Date modified Type

0 Aiowsjy siesiBay Aquisssesiq

Application

& Network

CPU Usage: 45.70% Commit Charge: 24.29% Processes: 132 Physical Usage: 28.99%

10:38 PM
2 @ S0 5/12/2022 °

To return to your computer, press Ctrl+Alt. £ 5 d J

*gysy*|Debuggee is running...

networks




Ransomware Encrypted Sequence Detection — LockBit2.0

Main Thread Enumerate Files Threads Encrypt Files Threads
ZwCreateloCompletion Enumerate Files (S NtRemoveloCompletion
—»O AES Encrypt File Content
NtSetloCompletion ZwCreateFile
—>O Rename

g tExOne
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Ransomware Encrypted Sequence Detection — LockBit2.0

Enumerate Files Threads Encrypt Files Threads

Enumerate Files NtRemoveloCompletion

ZwCreateFile

NtSetinformationFile —»O Rename
A 4

it (st 1 *) (int *,

int))get_ZwCreateIoCompletion_addr();

(¢IoCompletionHandle 0, 0x1F0003, O, ) >=0)

encrypt_file thread pool = alloc mem((void *) (4 * thread num max));
if ( enErypt_file_thread_pool )
{
if ( !thread num max )
return 1;
while ( 1)

_DWORD *) (encrypt_file thread pool + 4 * ) = create_thread wrapper((int)file encryption 49E730, 0);
*(_DWORD *) (encrypt_file thread pool + 4 * )
= -1 )

id ( stdcall *) (int, int, int *, int))get NtSetInformationThread addr();
, 4, & , 4);
if ( ++ >= (unsigned int)thread num max )
return 1;

> g tExOne
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Ransomware Encrypted Sequence Detection — LockBit2.0

Main Thread Encrypt Files Threads

ZwCreateloCompletion NtRemoveloCompletion

NtSetloCompletion
‘O Append Key Blob

.dwFileAttributes & 0x10) != 0 )// FILE ATTRIBUTE DIRECTORY

= (_DWORD *)user32 dll; FOIderS WhitELiSt

'user32 dll )

= ( DWOR else if ( ( .dwFileAttributes & 4) == 0 )// FILE ATTRIBUTE SYSTEM
user32 dll = { B B
if ( (int > 4 )
= (c {

IoConiﬁiéEi&;nHandle_D; et ZwCreateFile addr();

c, _ inté4 *, int *, int, int))get NtSetInformationFile addr();
, 8, 30) < 0 )// FileCompletionInformation

LI T I

g tExOne
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Ransomware Encrypted Sequence Detection — LockBit2.0

Main Thread Enumerate Files Threads
ZwCreateloCompletion Enumerate Files
NtSetloCompletion ZwCreateFile

NtSetinformationFile

LODWORD ( = —->hFile;
(void *) (LOWORD ( —>field_34) + 0x10);
alloc_mem( ) ;

(_DWORD *)

sub_40D7AO0 ( + 12, ->field 38, LOWORD( ->field 34));
[2] = LOWORD( ->field 34);

, int))get NtSetInformationFile addr();

g tExOne
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Ransomware Encrypted Sequence Detection

Sequence | Ransomware

R-M-W WannaCry

R-E-W-M Ryuk , RagnarLocker, ColdLock , Egregor, Conti v2, RansomExx, DoppelPaymer, REvil
M-R-W Lockergoga

R-W-W-M | EKANS

MP-E Bad Rabbit

R-E-W-SF Mount Locker, LockBit 2.0

M-R-E-W Darkside, Babuk Locker

File Encryption Flags:
SF: SetFileInformationByHandle/NtSetInformationFile
R: ReadFile ; W: WriteFile ; M: MoveFile
E: Encrypt ; MP: MapViewOfFile

tExOne
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Ransomware Encrypted Sequence Detection

Overwrite Original File Encrypt and Delete Original File Encrypt and Overwrite Original File
File A — | FileA — | FileA
Open % Open Open
Read Read Read
Write Close Close
Close File A.encrypted

' | File A.encrypted
File A.encrypted !

= tXOne
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Known Ransoware Attack T~ -~
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U Ransomware Encrypted
- Sequence Detection

ICS-Related Ransomware
Pre-detection Mechanism

Known Ransoware Scanning g txOne
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Protect mission-critical Assets in

order to keep Operation running
with ZERO TRUST approach

(o 14



ExOr
netwo rks ‘

o

Copyright 2022 TXOne Networks | Confidential



