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ICS Threat in Review
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Brenntag (Germany) 
US$ 4.4 M

Colonial Pipeline (US)
US$ 4.4 M 

Health Service Executive 
(HSE) Ireland
US$ 20 M

Kaseya
US$ 70 M

New Cooperative
US$ 5.9 M

JBS
US$ 11 M

Companhia Paranaense de 
Energia (Copel) 1,000 
gigabytes data stolen

Quanta Computer
US$ 50 M

OmniTRAX (US)
70 gigabyte data stolen

Bangkok Air
200GBs data stolen

Acer
US$ 50 M

Olympus EMEA

HK Fimmick
1TB data stolen

Asteeflash Group 
US$ 12 M

E.M.I.T. Aviation 
Consulting (Israeli )

JVC Kenwood
US$ 7 M

ERG (Italian)

Invenergy
4TB Data Stolen

Kia
US$ 20 M

Volvo

20+ Asia manufacturers
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Cyber Criminal Groups

Back to the 
business and 
using Cobalt 
Strike

Emotet

Emotet

Conti

Pursuing lateral 
movement on 
VMware vCenter 
With Log4j
Exploit



Most active criminal groups in 2021
• Conti, Maze, Lockbit, REvil and DarkSide

Targeting the Critical Infrastructure and leverage supply chain attack
• Colonial Pipeline attack in May by DarkSide
• Kaseya supply chain attack by REvil

Running the RaaS business model with the affiliate programs
• Ransom demand less than 500k charge for 25%
• Ransom demand over 5M charge for 10%

Executive Order issued by U.S. President Joe Biden 
• Improving the nation’s cybersecurity
• Supply Chain and Software Bills of Materials (SBOMs)

Leverage zero-day vulnerabilities 
• CVE-2021-30116, Kaseya VSA vulnerability
• CVE-2021-44228, Log4J vulnerability

2021 OT/ICS Attack Incidents Highlights



What is ICS-related ransomware?

Targeted ICS-Specific resources such 
as applications and certificates

The ransomware impacted the ICS 
environment before
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What are the Characteristics of 
Ransomware that Affects Critical 
Infrastructure?



The ICS-Related Ransomware Matrix
WannaCry Ryuk Lockergoga EKANS RagnarLocker ColdLock Egregor Conti v2

First Seen 2017/1/16 2018/8/22 2019/3/8 2019/12/26 2020/4/13 2020/5/4 2020-12-06 2021/1/29

Code-Signed No No Yes No No No No No

Anti-Analysis Yes N/A N/A N/A Yes N/A Yes Yes

Language Check No N/A N/A N/A Yes N/A Yes N/A

Kill Process/Services Yes Yes Yes Yes Yes Yes Yes N/A

Persistence Yes Yes N/A No N/A N/A N/A N/A

Privilege Escalation N/A Yes N/A N/A Yes N/A N/A N/A

Lateral Movement Yes N/A No No N/A N/A N/A N/A

Anti-Recovery Yes Yes Yes Yes Yes No Yes Yes

Atomic-Check Yes Yes Yes Yes Yes Yes N/A Yes

File Encryption R-M-W R-E-W-M M-R-W R-W-W-M R-E-W-M R-E-W-M R-E-W-M R-E-W-M

Partial Encryption N/A N/A N/A N/A N/A Yes N/A Yes

Cipher Suite AES
RSA-2048

AES-256
RSA-2048

AES-128-CTR
RSA-1024

AES-256-CTR
RSA-2048

Salsa20
RSA-2048

AES-256-CBC
RSA

ChaCha8 
RSA-2048

ChaCha8
RSA

Configuration File Yes No No No Yes No Yes No

Command-Line Arguments Yes No Yes No Yes No Yes Yes

File Encryption Flags:
SF: SetFileInformationByHandle/NtSetInformationFile
R: ReadFile ; W: WriteFile ; M: MoveFile
E: Encrypt ; MP: MapViewOfFile



The ICS-Related Ransomware Matrix
Bad Rabbit Mount Locker RansomExx DoppelPaymer Darkside Babuk Locker REvil LockBit 2.0

First Seen 2020/10/25 2021/05/11 2020/06/14 2019/10/15 2021/02/03 2021/09/06 2021/7/3 2021/8/3

Code-Signed Yes No No Yes No No No No

Anti-Analysis N/A N/A N/A Yes N/A N/A N/A Yes

Language Check No N/A No No Yes N/A N/A Yes

Kill Process/Services N/A Yes Yes Yes Yes Yes Yes Yes

Persistence Yes N/A N/A N/A N/A No Yes Yes

Privilege Escalation N/A N/A N/A Yes N/A No Yes Yes

Lateral Movement Yes Yes N/A No N/A N/A N/A Yes

Anti-Recovery N/A N/A Yes Yes N/A N/A Yes Yes

Atomic-Check N/A Yes N/A N/A Yes N/A Yes Yes

File Encryption MP-E R-E-W-SF R-E-W-M R-E-W-M M-R-E-W M-R-E-W R-E-W-M R-E-W-SF

Partial Encryption No Yes N/A N/A Yes N/A Yes Yes

Cipher Suite AES
RSA

ChaCha20
RSA-2048

AES-256-ECB
RSA-4096

AES-256-CBC
RSA-2048

Salsa20
RSA-1024

HC128
Curve25519-ECDH

Salsa20
RSA

AES-128-CBC
Curve25519-ECDH

Configuration File N/A No No N/A Yes No Yes No

Command-Line Arguments Yes Yes No N/A Yes Yes Yes Yes

File Encryption Flags:
SF: SetFileInformationByHandle/NtSetInformationFile
R: ReadFile ; W: WriteFile ; M: MoveFile
E: Encrypt ; MP: MapViewOfFile



LockBit2.0 Execution Flow

.exe

Check Mutex

Delete shadow 
copy & event

Drop Ransom Note & 
Wallpaper

Encryption

Check Token Privilege Kill process & service

COM UAC bypass

Lateral Movement by 
GPO 

Printer bomb

Enumerate drives

Language Check

Child thread

Main thread

Enumerate files

Read files

Encrypt & Write files

I/O completion packet

Persistence

Use 
NtSetInformationFile
to Rename extension

: in memory
: in disk
: new thread
: kill switch



Create New Group Policy

Create New Group Policy

Create New Group Policy

AD GPO Propagation Techniques in LockBit 2.0

Copy itself to Netlogon Folder

Create GPO COM 
Object

Get Domain Name

Create GPT.ini Create 
SchedualTask.xml

ADsGetObject

Create 
NetworkShare.xml 

& Service.xml 

Create Files.xml

Run on All Domain 
Machines by PowerShell

powershell.exe -Command "Get-ADComputer -
filter * -Searchbase '%s' | foreach{ Invoke-
GPUpdate -computer $_.name -force -
RandomDelayInMinutes 0}"

Check 
Domain 

Controller

Check 
Domain 
Admin

True

True

False

Enumerate 
drives

False



WannaCry Execution Flow

.zip

tasksche.exe

Mutex check

dropper.exe

…

t.wnry

.dll

Kill switch

Create Service

key & encrypted dll

Read files

Encrypt & Write files

Move files 

Drop ransom note

Extract dll key

@WanaDecryptor@.exe

Generate key

Enum files

Kill process & 
service

Delete shadow copy

Decrypt & load dll

: in memory
: in disk
: new thread
: kill switch



REvil Execution Flow

Child thread

Main thread

MsMpEng.exe

mpsvc.dll

DLL Side Loading

shellcode

ransomware

rc4 decrypt config

Multi-thread Encryption

Language check

Mutex check

Resolve APIs

Persistence by registry

Kill process & service

Enumerate files

Read files

Encrypt & Write files

Resolve APIs Network Discovery by netsh

Move files
Delete shadow copy

Drop ransom note

I/O completion packet

: in memory
: in disk
: new thread
: kill switch



RagnarLocker Execution Flow

.exe

Read files

Encrypt & Write files

Move files

Multi-threading

.exe

shellcode
Kill process & service

Delete shadow copy

Drop ransom note & open

Enumerate files

Language check Mutex check

: in memory
: in disk
: new thread
: kill switch



Corporate Network

DMZ
AD 1

SQL

• Phishing Email
• VPN Access via 

Vulnerability CVE-
2018-1337

• RDP Access via 
Vulnerability CVE-
2019-0708 

• Brute force

Initial Access

• Various scripting 
interpreters 
• PowerShell 
• Windows 

command shell 

Execution

• Network Scanner, 
Advanced Port 
Scanner, and AdFind
to find Domain 
Controller

Discovery
• GMER, PC Hunter, 

and/or Process Hacker
• Group Policy to disable 

Windows Defender

Defense Evasion

• Stolen files via cloud 
storage tools like MEGA 
or FreeFileSync.

• StealBit malware also 
used to stolen files

Exfiltration

• Faster encryption, 
encrypts the first 
4KB of a file and 
appends it to 
“.lockbit.

Ransom and Impact

4

1

2

3 6

7

Common Attack Path of ICS-Related Ransomware

• Self-propagate via 
SMB connection

• Self-propagate 
and execute via 
Group Policy

• PsExec or Cobalt 
Strike

Lateral Movement5



The Common Characteristics of ICS-Related Ransomware

1. Kill Process/Services
2. Anti-Recovery 
3. Atomic-Check
4. Command-Line Arguments
5. Anti-Analysis 

6. Partial Encryption
7. Privilege Escalation
8. Persistence
9. Language Check
10. Code-Signed
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How can Critical Infrastructure 
Mitigate the Threat of 
Ransomware?



Ransomware Techniques Based on MITRE ATT&CK for ICS
Initial Access Execution Persistence Privilege 

Escalation Evasion Discovery Lateral 
Movement Collection Command and 

Control
Inhibit Response 

Function
Impair Process 

Control Impact

Drive-by Compromise Change Operating 
Mode Modify Program Exploitation for 

Privilege Escalation
Change Operating 

Mode
Network Connection 

Enumeration Default Credentials Automated Collection Commonly Used Port Activate Firmware 
Update Mode Brute Force I/O Damage to Property

Exploit Public-Facing 
Application

Command-Line 
Interface

Module Firmware Hooking Exploitation for 
Evasion

Network Sniffing Exploitation of 
Remote Services

Data from Information 
Repositories

Connection Proxy Alarm Suppression Modify Parameter Denial of Control

Exploitation of 
Remote Services

Execution through API Project File Infection Indicator Removal on 
Host

Remote System 
Discovery

Lateral Tool Transfer Detect Operating 
Mode

Standard Application 
Layer Protocol

Block Command 
Message

Module Firmware Denial of View

External Remote 
Services

Graphical User 
Interface System Firmware Masquerading Remote System 

Information Discovery Program Download I/O Image Block Reporting 
Message

Spoof Reporting 
Message Loss of Availability

Internet Accessible 
Device Hooking Valid Accounts Rootkit Wireless Sniffing Remote Services Man in the Middle Block Serial COM Unauthorized 

Command Message Loss of Control

Remote Services Modify Controller 
Tasking

Spoof Reporting 
Message Valid Accounts Monitor Process State Data Destruction Loss of Productivity 

and Revenue

Replication Through 
Removable Media

Native API Point & Tag 
Identification

Denial of Service Loss of Protection

Rogue Master Scripting Program Upload Device 
Restart/Shutdown

Loss of Safety

Spearphishing
Attachment

User Execution Screen Capture Manipulate I/O Image Loss of View

Supply Chain 
Compromise

Wireless Sniffing Modify Alarm Settings Manipulation of 
Control

Transient Cyber Asset Rootkit Manipulation of 
View

Wireless Compromise Service Stop Theft of Operational 
Information

System Firmware

12 Tactics 
78 Techniques



Apply the Mitigations

12 
Human and Policy

9 
Endpoint

5 
Network 

24 Mitigations

• Network Segmentation (Network)(4)
• Application Isolation and Sandboxing (Endpoint)(3)
• Network Intrusion Prevention (Network)(3)
• Exploit Protection (Network, Endpoint)(2)
• Restrict Web-Based Content (Endpoint)(2)
• Update Software(Endpoint, Human and Policy)(2)
• Disable or Remove Feature or Program (Endpoint)(2)
• Network Allowlists (Human and Policy)(2)
• Execution Prevention (Endpoint)(2)
• Code Signing (Endpoint)(2)
• Restrict File and Directory Permissions (Human and Policy)(2)
• Restrict Registry Permissions (Human and Policy)(2)
• Privileged Account Management (Human and Policy)
• Vulnerability Scanning(Network, Endpoint)
• Threat Intelligence Program 
• Authorization Enforcement (Human and Policy)
• Human User Authentication (Human and Policy)
• Access Management (Human and Policy)
• Software Process and Device Authentication (Human and Policy)
• Password Policies (Human and Policy)
• Filter Network Traffic (Network)
• Antivirus/Antimalware (Endpoint)
• User Training (Human and Policy)
• User Account Management (Human and Policy)



The Practical Ransomware Mitigation Strategies in the 
ICS World

Type ICS Environment Enterprise Environment

Virus Pattern Update Hardly Usually up to date

The Variability of the 
Operating Environment Low High 

The Burden of 
Ransomware Encryption 

on the System

High and may cause 
operation shutdown

Low to Middle

The Difference of Enterprise and ICS 



The Practical Ransomware Mitigation Strategies in the 
ICS World

Known Ransoware Scanning ICS-Related Ransomware 
Pre-detection Mechanism

Ransomware Encrypted 
Sequence Detection

Hardly cause any 
burden on the ICS 
system

Unable to detect and 
block new/variant
ransomware attacks

False-Positive

Detect ransomware family common 
features and block before encryption

Nothing found so far

Detect ransomware encrypted 
sequences can prevent excessive 
burden on the ICS machine and block 
encryption process



ICS-Related Ransomware Pre-detection Mechanism

If prevent process be terminated

LockerGoga

If language check failed

If atomic check failed

Conti V2

If delete shadow copy failed

Ryuk



ICS-Related Ransomware Pre-detection Mechanism



Ransomware Encrypted Sequence Detection – LockBit2.0

Encrypt Files ThreadsEnumerate Files ThreadsMain Thread

ZwCreateIoCompletion

NtSetIoCompletion

Enumerate Files

ZwCreateFile

NtSetInformationFile

NtRemoveIoCompletion

AES Encrypt File Content

Rename

Append Key Blob



Ransomware Encrypted Sequence Detection – LockBit2.0

Encrypt Files ThreadsEnumerate Files ThreadsMain Thread

ZwCreateIoCompletion

NtSetIoCompletion

Enumerate Files

ZwCreateFile

NtSetInformationFile

NtRemoveIoCompletion

AES Encrypt File Content

Rename

Append Key Blob



Ransomware Encrypted Sequence Detection – LockBit2.0

Encrypt Files ThreadsEnumerate Files ThreadsMain Thread

ZwCreateIoCompletion

NtSetIoCompletion

Enumerate Files

ZwCreateFile

NtSetInformationFile

NtRemoveIoCompletion

AES Encrypt File Content

Folders WhiteList

File Extensions WhiteList

Rename

Append Key Blob



Ransomware Encrypted Sequence Detection – LockBit2.0

Encrypt Files ThreadsEnumerate Files ThreadsMain Thread

ZwCreateIoCompletion

NtSetIoCompletion

Enumerate Files

ZwCreateFile

NtSetInformationFile

NtRemoveIoCompletion

AES Encrypt File Content

Rename

Append Key Blob



Ransomware Encrypted Sequence Detection

Sequence Ransomware

R-M-W WannaCry 

R-E-W-M Ryuk , RagnarLocker, ColdLock , Egregor, Conti v2, RansomExx, DoppelPaymer, REvil

M-R-W Lockergoga

R-W-W-M EKANS 

MP-E Bad Rabbit 

R-E-W-SF Mount Locker, LockBit 2.0 

M-R-E-W Darkside, Babuk Locker 

File Encryption Flags:
SF: SetFileInformationByHandle/NtSetInformationFile
R: ReadFile ; W: WriteFile ; M: MoveFile
E: Encrypt ; MP: MapViewOfFile



Ransomware Encrypted Sequence Detection
Overwrite Original File

Open

Read

Write

Close

File A

File A.encrypted

Open

Read

Close

File A

Open

Write

Close

Open

Delete

Close

File A.encrypted

Open

Read

Close

File A

Open

Write

Close

Open

Read

Close

File A.encrypted

Write

Encrypt and Delete Original File Encrypt and Overwrite Original File



Summary

Known Ransoware Attack

Variant Ransomware Attack

Unknown Ransomware Attack

Known Ransoware Scanning

ICS-Related Ransomware 
Pre-detection Mechanism

Ransomware Encrypted 
Sequence Detection



Protect mission-critical Assets in 
order to keep Operation running 

with ZERO TRUST approach

“NEVER TRUST, ALWAYS VERIFY”
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