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Foundational Defensive
Techniques For All
Defensive Plans

8 tactics, each employs part of
36 techniques to form a Matrix

A .
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Attivo EDN ##F-APT29 JHied4E

Vendor Weighted Flat
Solo w Attivo Improvement  Solo w Attivo Improvement
A 280 442 58% 151 191 26%
B 214 413 93% 91 176 93%
C 637 743 17% 288 298 3%
D 407 526 29% 192 225 17%
Average 49% 35%
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I EDR Core Strength

Attivo Benefits

Confidential

DLP Core Strength
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 Lateral Movement Paths « Remediate LMP from  AD Attack Prevention
(LMP) on endpoints Endpoint to Cloud - Data Cloaking and

« AD Misconfigurations and « Recommendation engine to Ransomware Protection
Realtime Threat Detection reduce AD attack surface

* Credential Theft Prevention
* Cloud Identities and « Identity Least Privileges .

_ East-West Lateral
Entitlement (CIEM)

Movement Prevention

ThreatPath, ADAssessor, ThreatPath, ADAssessor,

IDEntitleX IDEntitleX ADSecure, EDN, BOTsink
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- ZEHEE (Comprehensive deception)
- HESYEFFEFEK (Scales with customer needs)

- R ZREREIEE (Central management)
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i E ‘ Remote Networks

Acftive Directory
Server

DATA CENTER

USER NETWORK
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Web servers File servers

Operating Systems
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ADSecure
BERNBEENER - BNRERFENTIR What Attivo Does

Hides info, protect critical objects
Returns deceptive objects

ATTIVO DECEPTION Fake data steers attackers to
STOLEN DECOY E - decoys
! ) !E"D\.a Telemetry for visibility & hunting
A ...... v E
* ‘ U vf\"',

Benefits

Prevents attackers from exploiting
Active Directory

Stops privilege escalation
Alerts on early attack activity
Fake data steers attack to decoys

QUERY AD FOR ADSECURE PRESENTS
REAL ACCOUNTS DECOY CREDS

v
r

REAL AD
ACTIVE DIRECTORY QUERY RESULTS

PROTECTED

* Supports popular AD objects (admin, service, critical computers, net sessions)

A
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One Attivo Customer (5,000 employees & 7,000 devices) Reduced AD Attack Surface by over 90%

Quantity
% of population Risk

AD Access Type Quantity population Reduction

Users Who can read data from AD 5,000 100% -
Systems authorized for High Risk AD 7,000 100%
Queries
Applications authorized to query AD 100 100% -
Users Authorized for High-Risk AD 5,000 100%
Queries*
Remote Workers can query AD via VPN 3200 100% _
Interns and Contractors can query AD ALL 100% -
*Mapping AD Servers, Profiling Admins and other privileged users, profiling key applications and data stores,
searches for regular users with admin status, profiling service accounts, etc.
© 2020 Attivo Networks. All rights reserved. Confidential A
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