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ICS/SCADA Threats Overview



能源 水資源 通訊傳播 交通

金融 緊急救援與醫院 政府機關 科學園區與工業區

關鍵基礎設施

• 影響國家經濟、公共衛生、環境或社會安全等設施
• 公有 / 私有

• 各國對關鍵基礎設施的定義稍有不同
• 大多與能源、交通、通訊、政府、金融及醫療相關



能源 水資源 緊急救援與醫院 科學園區與工業區 金融 交通 通訊傳播 政府機關

台灣電力公司 台灣自來水 彰化基督教醫院 穩懋 億豐綜合工業 瑞昱半導體 上海商銀 台灣高鐵 中華電信 總統府

台灣中油 馬偕紀念醫院 中美矽晶製品 和碩聯合科技 和泰汽車 富邦金 長榮航空 台灣大哥大 行政院
台塑石化 長庚醫院 儒鴻企業 力成科技 大立光 華南金 中華航空 遠傳電信 立法院
欣欣天然氣 高雄榮民總醫院 裕隆日產汽車 緯穎科技服務 聯詠科技 國泰世華商業銀行 長榮海運 司法院

新海瓦斯 高雄醫學大學附設醫院 聯強國際 光寶科技 台灣水泥 永豐金 萬海航運 考試院

大台北區瓦斯 三軍總醫院 健鼎科技 英業達 友達光電 元大金 陽明海運 監察院

台中榮民總醫院 日月光半導體製造 仁寶電腦工業 上銀科技 中華開發金控 中央氣象局 台灣其他
政府機關

台北榮民總醫院 旭隼科技 群聯電子 台灣塑膠工業 台新金 臺灣鐵路
管理局

台北市立萬芳醫院 巨大機械工業 廣達電腦 致茂電子 彰化商業銀行
奇美醫院 群創光電 欣興電子 南亞塑膠工業 中央銀行

中國醫藥大學附設醫院 亞德客 中租控股 豐泰企業 中華郵政

台灣大學附設醫院 國巨 寶成工業 美利達工業 臺灣中小企業銀行

花蓮慈濟醫院 聯華電子 正新橡膠工業 台灣積體電路製造 兆豐金

亞東紀念醫院 宏碁 智邦科技 東元電機 新光金

中山醫學大學附設醫院 緯創資通 大聯大投資控股 華邦電子 第一金

國泰綜合醫院 遠東新世紀 亞洲水泥 微星科技 金融監督管理委員會

成功大學附設醫院 研華科技 譜瑞科技 技嘉科技

新光吳火獅紀念醫院 合一生技 世界先進積體電路 鴻海/鴻準

華新科技 南亞科技 南亞電路板
華碩電腦 可成科技 統一企業
祥碩科技 富邦媒體科技 聯發科技
臻鼎科技 中國鋼鐵 旺宏電子

台灣化學纖維 台達電
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2022.06 Lockbit 3.0 is officially released



https://www.securityweek.com/foxconn-confirms-ransomware-hit-factory-mexico

2022.06 Foxconn Confirms Ransomware Hit Factory in 
Mexico by LockBit 2.0



2022.06 Foxconn Confirms Ransomware Hit Factory in 
Mexico by LockBit 2.0



2022.04 PIPEDREAM Malware Targeting Industrial Control 
Systems (ICS)

• CHERNOVITE
• Discovered in early 2022 by a partner 
• Partner shared the insights with Dragos to help identify/analyze the 

malware PIPEDREAM 
• CHERNOVITE is a threat group that has not yet employed their capability, 

PIPEDREAM, for its intended (disruptive/destructive) effects – their 
assessed intent is disruptive in nature 

• CHERNOVITE’s initial target set appears to be
U.S. Liquid Natural Gas and key Electric Power sites 

• CHERNOVITE’s capability is in no way limited to those industries and is the 
most flexible ICS attack framework to date 

https://www.dragos.com/blog/industry-news/chernovite-pipedream-malware-targeting-industrial-control-systems/



2022.04 PIPEDREAM Malware Targeting Industrial Control 
Systems (ICS)

• PIPEDREAM Components 

https://www.dragos.com/blog/industry-news/chernovite-pipedream-malware-targeting-industrial-control-systems/



2022.04 PIPEDREAM Malware Targeting Industrial Control 
Systems (ICS)



https://www.securityweek.com/german-wind-turbine-firm-discloses-targeted-professional-cyberattack

2022.04 German Wind Turbine Firm Hit by Targeted and  
Professional Cyberattack



https://threatpost.com/pandora-ransomware-hits-giant-
automotive-supplier-denso/178911/

2022.03 Pandora Ransomware Hits Giant Automotive 
Supplier Denso



https://www.darkreading.com/attacks-breaches/toyota-halts-production-after-suspected-supply-chain-attack
https://global.toyota/jp/newsroom/corporate/36964714.html

2022.02 Toyota Supply Chain Attack



近年遭勒索軟體攻擊現況
2021 Q2 2021 Q3 2021 Q4 2022 Q1 From 2021 Q4 to 2022 Q1

Government 23.32% 23.58% 24.37% 21.60%

Manufacturing 16.95% 15.77% 14.00% 16.46%

Healthcare 12.95% 13.40% 14.92% 11.66%

Technology 6.14% 7.00% 6.60% 9.14%

Education 7.74% 7.67% 8.10% 8.99%

Financial 7.37% 7.30% 6.74% 7.30%

Retail 2.87% 2.78% 2.87% 3.14%

Food and beverage 1.40% 2.59% 1.78% 2.64%

Energy 1.15% 1.82% 2.99% 2.34%

Transportation 2.16% 1.42% 1.66% 2.22%

Banking 3.39% 2.85% 1.78% 1.93%

Utilities 0.86% 1.07% 1.58% 1.57%

Communication and Media 2.83% 1.29% 2.75% 1.45%

Real estate 0.76% 1.23% 0.96% 1.31%

Insurance 1.60% 1.54% 1.54% 1.19%
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Brenntag (Germany) 
US$ 4.4 M

Colonial Pipeline (US)
US$ 4.4 M 

Health Service Executive 
(HSE) Ireland
US$ 20 M

Kaseya
US$ 70 M

New Cooperative
US$ 5.9 M

JBS
US$ 11 M

Companhia Paranaense de 
Energia (Copel) 1,000 
gigabytes data stolen

Quanta Computer
US$ 50 M

OmniTRAX (US)
70 gigabyte data stolen

Bangkok Air
200GBs data stolen

Acer
US$ 50 M

Olympus EMEA

HK Fimmick
1TB data stolen

Asteeflash Group 
US$ 12 M

E.M.I.T. Aviation 
Consulting (Israeli )

JVC Kenwood
US$ 7 M

ERG (Italian)

Invenergy
4TB Data Stolen

Kia
US$ 20 M

Volvo

20+ Asia manufacturers

2021 OT/ICS Attack Incidents
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Most active criminal groups in 2021
• Conti, Maze, Lockbit, REvil and DarkSide

Targeting the Critical Infrastructure and leverage supply chain attack
• Colonial Pipeline attack in May by DarkSide
• Kaseya supply chain attack by REvil

Running the RaaS business model with the affiliate programs
• Ransom demand less than 500k charge for 25%
• Ransom demand over 5M charge for 10%

Executive Order issued by U.S. President Joe Biden 
• Improving the nation’s cybersecurity
• Supply Chain and Software Bills of Materials (SBOMs)

Leverage zero-day vulnerabilities 
• CVE-2021-30116, Kaseya VSA vulnerability
• CVE-2021-44228, Log4J vulnerability

2021 OT/ICS Attack Incidents Highlights



715 CVEs in the same period last year

1220

H1

Recent ICS Vulnerabilities – CVE Analysis



Recent ICS Vulnerabilities – CVE Analysis



ICS/SCADA Security Threat Situation

The number of vulnerability is 
rising year by year

Vulnerabilities are mostly critical 
and high risk levels

The security incidents
have a huge impact

ICS/SCADA are not secure 
at allCritical
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The Practical Attack Vectors for 
Modern ICS/SCADA
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Legacy ICS Protocol which Allow an 
Attacker Perform Command Injection to 

PLC
T0836-Modify Parameter with Mitsubishi Melsec Protocol





T0836-Modify Parameter
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Legacy ICS Protocol which Allow an 
Attacker Perform Command Injection to 

HMI
T856-Spoof Reporting Message with Modbus/TCP Protocol





Web Security Flaws targeting the Control 
PLC 



Web Security Flaws targeting the Control PLC 



Web Security Flaws targeting the Control PLC 



Unpatched IT Vulnerabilities in Legacy 
System such as Windows XP/7, Sun OS 

which allow attacker perform RCE attacks 



Network Service Attack
BlueKeep RDP Attack Hacker

Server was compromised, and service which like time 
synchronization, configuration, and data exchange will fail 

Server

Time
Configuration



[Potential Risk] 
Ransomware infection



Network Service Attack (MS17-010 and WannaCry)



[Potential Risk] 
Time-sync attack via NTP Server by GPS 

Spoofing



Video Demo



USB Attack to Disrupt Operation 



Video Demo



Dump Memory



針對自動化工廠的潛在威脅

• ⾼度數位化的⼯廠將⼤量的機械連上網路，使 Internet Accessible Device 
或Wireless Compromise等 Initial Access 的攻擊技術出現於⼯廠環境之中

• ⼯業機器⼈開發環境擁有遭混入惡意程式的風險，使具有⾼權限的⼯作
站存在執⾏惡意⾏為的威脅

• 保管不當的 Augmented Reality裝置，可能使⼯廠機密資料遭竊取，甚⾄
使雲端資料遭破壞

• Additive Manufacturing設備由於其運作⽅式，當設定檔遭攻擊者竄改可能
導致設備燃燒，造成⼯廠⼤規模的災害
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The Common Defense Strategies for 
Securing Read-World ICS Environment



Network 
Segmentation Virtual Patch Trust List Periodic 

Inspection

Risk mitigation 
and malware 
containment

Shield vulnerable 
assets and detect 
lateral movement

Unknown attack 
prevention

Auditing and 
inbound/outbound 

inspection

Harden the 
critical assets

Keep the mission-
critical assets 
operational

Best Practices for ICS Cybersecurity Resilience



Network Segmentation



• Divide a big flat L2 network into secured 
segments

• Virtual Patch (IPS)
• Containment of malware and worms
• Shield device vulnerabilities
• Deeply inspect IT protocols: SMB, RDP, …

• Industrial-Grade Hardware

RTURTU

SCADA

PLCPLC

HMI

Maintenance
Server Historian

IoT 
Gateway

EWS

Effective Internal/Micro Segmentation and Shielding
with Virtual Patch



• Asset and protocol visibility

• Fine-grained access control at different levels
• Devices
• Protocols (HL7, DICOM, Modbus, Melsec/SLMP, CC-Link 

IE, Ethernet/IP, Profinet, S7COMM, HSMS/SECS-II, …)
• Control Commands (read, configure, shutdown, …)

• Greatly lower the possibility of Denial-of-Service by 
OT trojans

Read Only Full Access

SCADA

PLC

HMI

OT Backbone

EWS

Trust List
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