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Manager, PSIRT and Threat Research at TXOne Networks
g » Executive Director, Association of Hackers in Taiwan (HIT)
3 J

* |CS/SCADA, loT, Malware Analysis and Enterprise Security

* Spoke at Black Hat, RSA Conference, DEF CON, HITCON, FIRST, SecTor, HITB, SINCON,
ICS Cyber Security Conference USA and Asia, CYBERSEC, InfoSec Taiwan and so on

* Instructor of HITCON Training 2022/2021/2020/2019,CCoE Taiwan, Ministry of

‘ Education, Ministry of National Defense, Ministry of Economic Affairs in Taiwan, and
Listed companies
Mars Cheng « General Coordinator of HITCON (Hacks In Taiwan Conference) PEACE 2022 and 2021

Director, Threat Research at TXOne Networks

* Ph.D. in Communications Engineering, NTHU, ROC (Taiwan)

» A DPI/IDS/IPS engineer since 2001.

Spoke at HITCON2014 CMT,HITCON2015 CMT and HITCON 2019.

His primary research interests are in network security, intrusion detection systemes,
reversing engineering, malware detection, and ICS/embedded systems.
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Outline

ICS/SCADA Threats Overview
The Practical Attack Vectors for Modern ICS/SCADA

The Common Defense Strategies for Securing Read-World ICS
Environment
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ICS Purdue Model Architecture
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2022.06 Lockbit 3.0 is officially released

LockBitStnn
| ||
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Make Ransomware |
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Info
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DSad EEY I XN -YETR S o= s e o ' :
Lo 518l et =) ARy 05 1mpqrtant files are stolen and encryPted. ’
e Sypiitiggin <o ~Youwmust find 7WYIIG83{.README.txt file 5,

that once your data appears on our Teg3
second, so don't hesitate for a long f{

_conpany will be safe. and fOllO‘V the illStl'llCtiOll!

6Tor Browser Links:
7http://lockbitapt R79V7EO HZy3gAG 4GLRzQw
8http://Tockbitapt
9http://Tockbitapt
10http://Tockbitapt
11http://Tockbitapt
12http://lockbitapt
13http://lockbitapt PSpttlE G3bFsVB 2TBFRq) Tor network
14http://Tockbitapt
15http://lockbitapt
16
17 Links for normal browser:
18http://Tockbitapt .onion.ly

19http://lockbitapt .onion. 1y

20http://Tockbitapt .onion. 1y o= E
21http://lockbitapt " " 4 5 . .onion.ly .'g tXOne
Ll
L]

In1:70 Col1 Sel0 10.6 KB ANSI CR+LF INS Default Text networks



2022.06 Foxconn Confirms Ransomware Hit Factory in

Mexico by LockBit 2.0

CONDITIONS FOR

Loc?gg LEAKED DATA [OF&uErt

CONTACTS

UNTIL FILES

10D 07:19:03

PUBLICATION

11 Jun, 2022 18:01:00

foxconnbc.com

Foxconn foxconnbc.com Foxconn Baja California is located in the city of Tijuana, on the
border with San Diego, California, this being a strategic geographical point in
the reception and distribution of materials, as well as a commercial
relationship between both countries

ALL AVAILABLE DATA WILL BE PUBLISHED !

Foxconn Confirms Ransomware Hit Factory in
Mexico

s LS

By Ionut Arghire on June 03, 2022

L' Twcet | © reconmens 12 JRSS

Electronics manufacturing giant Foxconn has confirmed that its Tijuana-
based Foxconn Baja California factory was hit by ransomware in late May.

Specialized in consumer electronics, industrial operations, and medical devices, the
facility employs roughly 5,000 people.

“It is confirmed that one of our factories in Mexico experienced a ransomware
cyberattack in late May. The company's cybersecurity team has been carrying out
the recovery plan accordingly,” Foxconn said, responding to a SecurityWeek inquiry.

Foxconn also said that it is currently in the process of restoring normal operations
at the factory, but did not provide a specific timeframe for completing the process.

The electronics manufacturer also said that the impact of this attack on its overall
operations is expected to be minimal.

“The disruption caused to business operations will be handled through production
capacity adjustment. The cybersecurity attack is estimated to have little impact on
the Group’s overall operations,” the company said.

Foxconn said it has been providing management, clients, and suppliers with
“relevant information” about the attack, but did not share details on whether it has
contacted the attackers or if it plans on paying a ransom.

The manufacturer did not say whether data was stolen during the attack, but a
threat group that operates the LockBit 2.0 ransomware recently claimed the
theft of data from the facility, threatening to make it public unless a ransom is
paid.

https://www.securityweek.com/foxconn-confirms-ransomware-hit-factory-mexico
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2022.06 Foxconn Confirms Ransomware Hit Factory in

Mexico by LockBit 2.0
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2022.04 PIPEDREAM Malware Targeting Industrial Control
Systems (ICS)

CHERNOVITE

Discovered in early 2022 by a partner

Partner shared the insights with Dragos to help identify/analyze the
malware PIPEDREAM
CHERNOVITE is a threat group that has not yet employed their capability,

PIPEDREAM, for its intended (disruptive/destructive) effects — their
assessed intent is disruptive in nature

CHERNOVITE's initial target set appears to be
U.S. Liquid Natural Gas and key Electric Power sites

CHERNOVITE’s capability is in no way limited to those industries and is the
most flexible ICS attack framework to date

https://www.dragos.com/blog/industry-news/chernovite-pipedream-malware-targeting-industrial-control-systems/ '.g networks



2022.04 PIPEDREAM Malware Targeting Industrial Control
Systems (ICS)

PIPEDREAM Components

Designed to discover, access,
<} manipulate, and disable Schneider Windows Components
% Electric PLCs. Can target additional
hardware through CODESYS library.
EVILSCHOLAR Remote operational implant to
perform host reconnaissance
5 and command-and-control.

software and PLCs.

<7 Designed to scan, identify, DUSTTUNNEL
and interact with Omrom

‘A =1 User-mode Windows executable
BADOMEN that drops and exploits a
__ZZZ vulnerable ASRock driver
Tool for interacting with OPC-UA e to load an unsigned driver.
servers. Designed to read and write LAZYCARGO
node attribute data, enumerate the
Server Namespace and associated

MOUSEHOLE Nodelds, and brute force credentials.
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2022.04 German Wind Turbine Firm Hit by Targeted and
MO [ A EIN OV IT YU TO M cc.iman Wind Turbine Firm Hit by “Targeted,

' Professional Cyberattack'

By Ionut Arghire on April 26, 2022

@ srare | ¥ woet J © recommena 10 559

German wind turbine giant Deutsche Windtechnik has issued a notification to warn that
some of its IT systems were impacted in a targeted professional cyberattack earlier this
month.

The incident, which the company says occured on April 11, forced incident responders to
switch off the remote data monitoring connections to the wind turbines for security
reasons. Deutsche Windtechnik says it reactivated the connections two days later.

“We are very happy that the wind turbines that we look after did not suffer any damage and
were never in danger,” the company said in a statement.

Deutsche Windtechnik also announced that it managed to resume client operational
maintenance activities on April 14, with only minor restrictions.

The company says all of its IT systems were assessed in a secure environment and the issues
were identified and isolated. Furthermore, the wind turbine giant has increased the security
of its systems following the incident.

"The forensic analysis has been completed and the result has shown that this was a targeted
professional cyberattack,” Deutsche Windtechnik said. The company says it still hasn’t fully
restored its systems.

While Deutsche Windtechnik did not say what type of cyberattack it fell victim to, there is a
high probability that ransomware might have been involved, although no known ransomware
groups have claimed the attack yet.

According to The Wall Street Journal, Deutsche Windtechnik, which lost control of roughly
2,000 turbines during the attack, indeed fell victim to ransomware, but was able to restore
its systems without having to contact the attackers.

Additionally, the attack on Deutsche Windtechnik happened shortly after wind turbine maker
Nordex SE fell victim to the Conti ransomware criminal gang. In early March, wind turbine
manufacturer Enercon GmbH lost remote connection to roughly 5,800 turbines after
Viasat’s satellite network was hacked.

g ExOne
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2022.03 Pandora Ransomware Hits Giant Automotive
Supplier Denso

e Pandora Data Leak

Pandora Ransomware Hits Giant
Automotive Supplier Denso

Restore_My_Files.txt - Notepad

File Edit Format View Help
### What happened?

About: #a## 111Your files are encrypted!!!

DE

<0
o0

NSO is one of the world's IS your files are protected by strong encryption with RSA-2048.*
G R I L ICIGERL “ There is no public decryption software.*

to name a few. Our 24 *We have successfully stolen your confidential document data, finances, emails, employee information, customers, research and development products...
to N i Our 24

skilled craftspeople, dedica BN ET o TRR S IR o)

advance the future of Co
*The price depends on how fast you can write to us.*

From our extraordinary proc *After payment, we will send you the decryption tool which will decrypt all your files.*

ULV RIS 544 What should I do?

accidents, revitalizes the en
*There is only one way to get your files back -->>Contact us, pay and get decryption software.*

R R TITAL Iy Lf you decline payment, we will share your data files with the world.*

o b *You can browse your data breach here: http://vbfqehSnugmbr2u2qvghsdxm3fot ™l

cultur (here every employ B 5

CERNG VRS STerY WOy (you should download and install TOR browser first hxxps://torproject.org)

preserve the planet. §

create together are at the cojilad !11Decryption Guaranteed!!!

Uitimately contribute to 8 'Free decryption As a guarantee, you can send us up to 3 free decrypted files before payment|.*

Data Leak Time: #aa# 111Contact us!!! n, classified

its manufacturer after
2022.3.16
#aad 1llWarning!!!

Data Size:

A multibillion supplier to key automotive companies like Toyota, Mercedes-Benz and
aT Ford confirmed Monday that it was the target of a cyberattack over the weekend -

s . "
confirmation that came after the Pandora ransomware group began leaking data that

attackers claimed was stolen in the incident

. - “hi _ol - V The attack on Japan-based Denso occurred at a company office in Germany, which was
https .//th reatpOSt..co m/pa n d Ora-ransomware h ItS gla nt “illegally accessed by a third party on March 10,” the company said in a pres eme e - tXOne
automotive-supplier-denso/178911/ on ts website networks



2022.02 Toyota Supply Chain Attack
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https://global.toyota/jp/newsroom/corporate/36964714.html
https://www.darkreading.com/attacks-breaches/toyota-halts-production-after-suspected-supply-chain-attack

Toyota Halts Production After Suspected
Supply Chain Attack

Toyota suspends production at all 14 plants in Japan after a supplier reported being hit by "some

kind of cyberattack."

Dark Reading Staff
Dark Reading March 01, 2022

Japanese automobile giant Toyota says it will halt production at all 28 lines of its 14

plants in Japan starting March 1, after a "system failure" at a supplier caused
problems with its just-in-time production control system.




M FEE) RS

Government

Manufacturing

Technology
Education
Financial
Retail
Food and beverage

=
Energy

Transportation

Banking

Communication and Media

Real estate

Insurance

IR0
2021 Q2

23.32%

12.95%
6.14%
7.74%
7.37%
2.87%
1.40%
1.15%
2.16%
3.39%

0.86%
2.83%

0.76%

1.60%

2021 Q3

23.58%

13.40%
7.00%
7.67%
7.30%
2.78%
2.59%
1.82%
1.42%
2.85%

1.07%
1.29%

1.23%

1.54%

2021 Q4

24.37%

14.92%
6.60%
8.10%
6.74%
2.87%
1.78%
2.99%
1.66%
1.78%

1.58%
2.75%

0.96%

1.54%

2022 Q1

21.60%

11.66%
9.14%
8.99%
7.30%
3.14%
2.64%
2.34%
2.22%
1.93%

1.57%
1.45%

1.31%

1.19%

From 2021 Q4 to 2022 Q1

M

M

$E

ExOne

networks



Cyber Criminal Groups

Ransomware as a Service (RaaS)

REvil

LockBit 2.0

F Matter
BlackMatte

Unknown

Y

OmniTRAX (US)
70 gigabyte data stolen

REvil

Acer
US$ 50 M

il

O

© 2022 TXOne Networks Inc.

fr— DarkSide
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‘ez Energia (Copel) 1,000

gigabytes data stolen

= Kia
9 US$20M

Unknown

Oldsmar Water Treatment
» Plant Hacking

L
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2021 OT/ICS Attack Incidents

Fon

REvil

Asteeflash Group
Us$ 12 M

REvil

Quanta Computer
US$50 M

DarkSide

DarkSide

Colonial Pipeline (US)
US$ 4.4 M

REvil

JBS
US$ 11 M

Health Service Executive
(HSE) Ireland
Us$ 20 M

REvil

Kaseya
US$70 M

Olympus EMEA

20+ Asia manufacturers

Brenntag (Germany)

US$ 4.4 M

REvil

£0) Invenergy

0O 4TB Data Stolen

New Cooperative ==
US$ 59 M Volvo
000 (X X J ([ X X J (N X J
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——  LockBit 2.0 L _ Back to the
Bangkok Air business and
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200GBs data stolen US$ 7 M Long Sobal
L—— L _ — (et
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"r <’ . HK FImmICk movement on
‘%‘ EHG (il 1TB data stolen VMware vCenter
With Log4j
Exploit
——  LockBit 2.0
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2021 OT/ICS Attack Incidents Highlights

Most active criminal groups in 2021
* Conti, Maze, Lockbit, REvil and DarkSide

Targeting the Critical Infrastructure and leverage supply chain attack
e Colonial Pipeline attack in May by DarkSide
* Kaseya supply chain attack by REvil

Running the Raa$S business model with the affiliate programs
 Ransom demand less than 500k charge for 25%
 Ransom demand over 5M charge for 10%

Executive Order issued by U.S. President Joe Biden
* Improving the nation’s cybersecurity
* Supply Chain and Software Bills of Materials (SBOM:s)

Leverage zero-day vulnerabilities
 CVE-2021-30116, Kaseya VSA vulnerability
e (CVE-2021-44228, Log4) vulnerability

* B T A K

g ExOne

networks



Recent ICS Vulnerabilities — CVE Analysis «
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Recent ICS Vulnerabilities — CVE Analysis
o
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ICS/SCADA Security Threat Situation

' 1
L

\4 e

Vulnerabilities are mostly critic
and high risk levels

S SCADA are not secure
at all
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Legacy ICS Protocol which Allow an

Attacker Perform Command Injection to
PLC

T0836-Modify Parameter with Mitsubishi Melsec Protocol

=) XOne






Internet Protocol Version 4, Src: 192.168.3.87, Dst: 192.168.3.39
Transmission Control Protocol, Src Port: 56486, Dst Port: 7788, Seq: 1, Ack: 1, Len: 23
3E Binary Request

Sub Header

L Data Len: 0x000e (14)
[0836-Modify Parameter i
Command: 0x1401 (Batch Write Device)
Sub-Comamnd: 0x0000
Request Data: 640000a801000a00
Head device number: 0x000064 (100)
Device code: 0xa8

emeT=mt=gevEe points: 0x0001 (1)
"» Write data: 0200

4 ® R e Q e =

Internet Protocol Version ;, Src: 192.168.3.87, Dst: 192.168.3.39
Transmission Control Protocol, Src Port: 56497, Dst Port: 7788, Seq: 1, Ack: 1, Len: 23

f"_,*®s®s®si

mc_proto [X] ] Expression... + 3E Binary Request
Source Destination Protocol Lengtt Info Sub Header
192.168.3.87 192.168.3.39 M_Protocol 77 3E Binary Request Data Len: 0x000e (14)

Timer: 0x000a (10)

192.168.3.39 192.168.3.87 M_Protocol 65 = e g i S
192.168.3.87 192.168.3.39 M_Protocol 77 Sib_Conacd: 040000

192.168.3.39 192.168.3.87 M_Protocol 65 = v zimanema Request Data: 640000a801000200
192.168.3.87 192.168.3.39 M_Protocol 77 Head device number: 0x000064 (100)
192.168.3.39 192.168.3.87 M_Protocol 65 Lo = Device code: @xa8

192.168.3.87 192.168.3.39 M_Protocol 77 3E Binary Request femer=—of=uerIe} points: 0x0001 (1)

Write data: 0200

2C Do LD

192.168.3.39 192.168.3.87 M_Protocol 65

£

Internet Protocol Version 4, Src: 192.168.3.87, Dst: 192.168.3.39
Transmission Control Protocol, Src Port: 56510, Dst Port: 7788, Seq: 1, Ack: 1, Len: 23
3E Binary Request
Sub Header
Data Len: 0x000e (14)
Timer: 0x000a (10)
Command: 0x1401 (Batch Write Device)
Sub-Comamnd: 0x0000
Request Data: 640000a801000800
Head device number: 0x000064 (100)
Device code: @xa8

AL I~ £ d
h_ Write data: 0800

Sub Header
Data Len: 0x000e (14)

; (10)
I Command: 0x1401 (Batch Write Device) I
U VAUUUU

Request Data: 640000a801000a00
Head device number: 0x000064 (100)
Device code: 0xa8
Number of device points: 0x0001 (1)
Write data: 0a0@

points: 0x0001 (1)

Internet Protocol Version 4, Src: 192.168.3.87, Dst: 192.168.3.39

93 27 dc ab le 6¢c 73 f8 d6 09 00 34 42 e8 50 18 ' 1s 4B P Transmission Control Protocol, Src Port: 56521, Dst Port: 7788, Seq: 1, Ack: 1, Len: 23
ff ff 93 29 00 00 50 00 00 ff ff 03 00 Ge 00 0Qa ):Pe ceececen 3E Binary Request
0040 00 01 14 00 00 64 00 00 a8 01 00 Ga @@ = c-e-- dee cccen Sub Header
Data Len: 0x000e (14)
© 7 Write data (mc_proto.write_data_bin), 2 bytes Packets: 40 - Displayed: 8 (20.0%) Profile: Default Timer: 0x000a (10)

Command: 0x1401 (Batch Write Device)
Sub-Comamnd: 0x0000

Request Data: 640000a801001e00

Head device number: 0x000064 (100)
Device code: 0xa8

L L éoints: 0x0001 (1)

Write data: 1e00 OS

N
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Legacy ICS Protocol which Allow an
Attacker Perform Command Injection to
HMI

T856-Spoof Reporting Message with Modbus/TCP Protocol

=) XOne






Web Security Flaws targeting the Control
PLC
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Web Security Flaws targeting the Control PLC

Ne2Phone  Download  Customze.. " ey < ) searcn WEAN

]

Sclyjpider

Home  Documentation ¢ Documentation URL

-mm-m--::- e R T R e R

DATA EDITOR LITE
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New  Insert

Copy COlC
Paste CtrlV
Delete Delete
Edit Enter
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Web Security Flaws targeting the Control PLC

File Edit View Search Go Bookmarks Tasks Help

OO ow oy ~ I searen WU

A Home  MyNetscape | ™ Ne2Phone “ Downoad

e = AR -

MW10 22222

g :~# modbus read

MW 1 4197

FaMW 2 41985

MW 3 617

RsMW4 0

EMWS Rate 1000 IP address

Value Format

DECIMAL

nnn

:~# modbus read
4197
41985
617
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Unpatched IT Vulnerabilities in Legacy
System such as Windows XP/7, Sun OS
which allow attacker perform RCE attacks
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Network Service Attack
BlueKeep RDP Attack

Server was compromised, and service which like time
synchronization, configuration, and data exchange will fail

Applications ¥ Places ~ Terminal ¥ Wed 22:56

root@kali: ~

File

Edit View Search Terminal Help
* WARNING: No database support: No database YAML file

Fok ok

Start Page | Event Log

. This station type: Single User

MMMMM MMMMM ” y -
- MMMMMMMN NMMMMMMM Name of this station: |DemoStation

MMMMMMMMMNmmmNMMMMMMMMM :

MMMMMMMMMMMMMMMMMMMMMMM

. PLC communication is simulated Frojectipaih:

Report folder:

. MMMMMMMMMMMMMMMMMMMMMMM e
MMMMM ~ MMMMMMM  MMMMM e ons
MMMMM MMMMMMM MMMMM Demonstration Report Application Auto | Hidden | ProcessID | CPU Memory Description
m MMMNM MMMMMMM MMMMM —— Core Applications —
WMMMM MMMMMMM MMMM# Data Collector f f 00 . OK
?MMNM MMMMM Data Reduction fes s 00 X oK
E * ?MMM MMMM® Data Server { ¥ 00 (
MM MM? ODBC Server fes 33 OK
VBA Executor { { E; ., K| oK
o OPC-UA Server Yes - - - Load timeout
—— Normal Applications —
A Supervise Yes 363 11,796 KB oK
el : : Alarm / 4 27,232K6 OK
https://metasploit.com Server Synchronization Configu... : . 3
S 0|
=[ metasploit v5.0.46-dev ] Dump [ Show all (including af
+ -- --=[ 1922 exploits - 1075 auxiliary - 330 post ]
+ -- --=[ 556 payloads - 4%encoders - 10 nops ] "FREEiJI‘ installed
+ -- --=[ 4 evasion ]
A TISEPM
msf5 > l l= 9/18/2019
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[Potential Risk]
Ransomware infection



Network Service Attack (MS17-010 and WannaCry) .

Applications v Places v [ Terminal v Fri 03:12 R - 20 O~

root@kali: ~

40777/ rwxXrwxrwx 0 dir 2009-07-13 23:20:08 -0400 PerflLogs

40555/r-xr-xr-x 4096 dir 2019-03-05 02:56:29 -0500 Program Files

40555/ r-xr-xr-x 8192 dir 2019-03-06 23:45:35 -0500 Program Files (x86)
40777/ rwxrwxrwx 4096 dir 2019-07-11 22:42:39 -0400 ProgramData

40777 /rwxrwxrwx 0 dir 2016-05-25 05:25:46 -0400 Recovery

40777/rwxrwxrwx 8192 dir 2019-07-11 23:22:32 -0400 System Volume Information
40555/r-xr-xr-x 4096 dir 2016-05-25 05:28:37 -0400 Users

40777/ rwxrwxrwx 24576 dir  2019-07-11 23:24:23 -0400 Windows

40777 /rwxruxrwx 0 dir 2016-05-26 22:54:16 -0400 anti-virus
40777/ rwxrwxrwx 0 dir 2016-05-25 05:27:58 -0400 inetpub
0000/ gaa=-=-=~~= 0 fif  1969-12-31 19:00:00 -0500 pagefile.sys

100666/rw-rw-rw- 59003 fil 2016-05-26 22:08:33 -0400 ranso.gif

meterpreter > cd Users/QQ/Desktop

meterpreter > 1s
Listing: C:\Users\QQ\Desktop

Mode Size Type Last modified Name

40777/ rwXrwxrwx [¢] dir 2019-07-11 23:21:18 -0400 Driver

100666/ rw-rw-rw- 817499 fil 2019-03-06 20:11:36 -0500 King Scada 8 & 2B & ¥ .docx
100666/ rw-rw-rw- 874188800 fil 2018-05-28 03:01:38 -0400 KingSCADA3.53 EN.iso
100777/ rwxrwxrwx 638095 fil 2019-07-12 03:12:08 -0400 WannacC

100666/ rw-rw-rw- 282 fil 2016-05-25 05:26:06 -0400 desktop.ini

100666/ rw-rw-rw- 1406150 fil 2019-02-26 00:40:02 -0500 X R +Driver.rar

meterpreter >

= J2xel




[Potential Risk]
Time-sync attack via NTP Server by GPS
Spoofing

=) xone



GPS Spoofing by HackRF

TXOne Networks Inc.
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USB Attack to Disrupt Operation
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Physical Attack with Bad USB

TXOne Networks Inc.
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Dump Memory

9/ mimikatz 2.2.0 x64 (oe.e0)

vt ] essmese

8 ; 214443¢ ) 6 o & A T e
CachedInte) IR - mim B

‘uthqntication Id

§—1-5-21-3<|
ARiAsE . -

[ARP10BBB] Credentiall f;‘i**r? DS @ﬂi- « .-
% NTLM : 808£2586¢ JE-C It
% SHA1 : 80078a32) [Tt
[APBRBRBA3 ] Prlmary EEeERE - - - - . ..

%* lUsername R
IEEH - 6T04 Adapter:

»* Domain
* NTLM f LU DNS ZEE . . . .
f:ﬂ" - = ® ® ® ® ® ®w ®w ®» ®

* SHA1
tspky : MENHE - - . . L i
wdigest : DHCP COBYH . . . . . . .
* Username ESRExERHE - - - - - ..
* Domain IPv6 fidf. . . . . . . ..
* Password FERGME . . . . . . ..

K . DHEPOB, IRED v .« v o veimis
erberos : DHCPu6 [H Fif DUID. . .
»* Username

* Domain

»* Password
ssp *
credman :

DNS fAlflRa% - - - - - - . .
NetBIOS over Tcpip . . . .

:\Users\Administrator>wvhoami
ics Nadministrator

2HEER IR/ TFTT

111.
255.
111.

: 127.

- BUH

[Eﬂﬂ: isatap.{F7AD6B98-68B3B-4D52-8A43-7B9FBAB3DDA23> =

A e

Microsoft ISATAP Adapter
ﬁﬁ—ﬁﬁ—ﬁﬂ—@ﬁ—ﬁ@—ﬁﬁ—ﬁB—Eﬂ

=
=

Microsoft 6to4 Adapter
-98-B0-00-BB-B0-08-EG
g
=

2002:6£79:a10d: : REFEIE

: 402653184
: B9-91-80-81-24-3A-AA—-37-HB-BC-29

127.

{5+ H
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BT B E#){E LM BT &

SEZMN N LM R=1 . {§ Internet Accessible Device
5}, Wireless Compromise=5 Initial Access NI ER il HIRK LHIRIE 2 &
:%%MA%%hE%ﬁL - FEB SRR _LIF
IEFEERNITEEITANEE

FREANE M Augmented Reality3= & - oJgE{E T # S
1§EEHF{1EZRTHLE&7

Additive Manufacturmg%ﬁﬁEﬂﬁ\,\LVIETU_T = o O] §E

BHARRBIE - SN LMARIEIKE
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Best Practices for ICS Cybersecurity Resilience

Network

Segmentation

v

Risk mitigation
and malware
containment

Virtual Patch

A 4

Shield vulnerable
assets and detect
lateral movement

A 4

Unknown attack
prevention

Harden the

critical assets

v

Keep the mission-
critical assets
operational

Periodic

Inspection

v

Auditing and
inbound/outbound
inspection

D
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Network Segmentation
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Effective Internal/Micro Segmentation and Shielding

with Virtual Patch

IIIIII

Divide a big flat L2 network into secured
segments

Virtual Patch (IPS)
Containment of malware and worms

Shield device vulnerabilities
Deeply inspect IT protocols: SMB, RDP, ...

Industrial-Grade Hardware
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Trust List

OT Backbone

|:)C DDDDDI

SCADA “

il :E%’:—

" 1
S | 2% ot

PLC

EWS

Asset and protocol visibility

Fine-grained access control at different levels

Devices

Protocols (HL7, DICOM, Modbus, Melsec/SLMP, CC-Link
IE, Ethernet/IP, Profinet, S7COMM, HSMS/SECS-II, ...)

Control Commands (read, configure, shutdown, ...)

Greatly lower the possibility of Denial-of-Service by

OT trojans
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