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May 12, 2021-Executive Order on

Improving the Nation’s Cybersecurity

President Biden: Secure Your Software Sec. 4 Enhancing Software Supply
Supply Chain
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Growing support and importance of SBOM Projects

+ BSA Framework for Secure Software.
*  Building Security in Maturity Model

+ CISQ Trustworthy System Manifesto
* FS-ISAC Third Party Governance

« ISO/IEC 27002:2005 and 27002:2013
*  Linux Foundation OpenChain

* Manufacturers Disclosure Statement for Medical Device Security

*+  MITRE Deliver Uncompromised

+ NIST’s Mitigating the Risk of Software Vulnerabilities by Adopting a
Secure Software Development Framework (SSDF)

ETSI EN 303 645 v2.1.1 202006)
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EUROPEAN STANDARD

internet of secure things

CYBER;
Cyber Security for Consumer Internet of Things:
Baseline Requirements
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Ref : https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/

Ref:https://www.ntia.gov/files/ntia/publications/ntia_sbom_use_cases_roles_benefits-nov2019.pdf
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" HERCULE®

SecSAM OSSHSEES it
BB ECVETES - BIRIBERSECEBOM)

@onword
SECURITY

BRIRERAR A B CVSS(CVE)ggRiate)k

Component Version
bcm5700-source 8.3.14
bird 1.6.3 VULNERABILITY EEY 2.0
bridge-utils 15 _ Op en Source
busybox 1.29.3 3 ' .
cron debian-3.0p/1-09 N \ul nerablllty An alySIS
dnsmasq 2.80
dropbear-ssh dropbear_2018.76 |
ebtables 2.0.8-rc2 ‘ - NVD CVESSELEERE AT
igmpproxy 0.1_betab 1
inadyn .98.1+git2013051 = >
iptables 137 | W%%@%ﬁﬂ%ﬁ%
linux 2.6.24.7 .
ppp 2.49 [
pptpd 140 [ S S SN S,
uclibe 0.9.33.2
wol 0.7.1

CVSS8 v2.0 Ratings

CVSS v3.0 Ratings

Low 0.0-3.9 01-39
- m 4069 4069
u 9.0-10.0
SR lE & B
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SECURITY

HERCULE#

SecSAM Binary Analysis #5177

IIHTERAR AR Z P AT

Comp it Version Path S d File License
bem5700-source 8.3.14 Jlib/modules/2.6.24.111 bem5T7xcko GPL-2.0
bem5700-source 8.3.14 flib/modules/2.6.24.111 bemS7xx.ko GPL

bird 163 fusrisbin bird GPL-2.0+
bird 163 fusrisbin bird GPL
bridge-utils 15 fusrisbin bretl GPL-2.0+
bridge-utils 1.5 fusrisbin bretl GPL-2.0
busybox 1.29.3 /bin busybox GPL-2.0+
busybox 1.29.3 fbin busybox GPL-2.0
busybox 1.29.3 /bin busybox GPL
. busybox 1.29.3 /bin busybox MIT
busybox 1.29.3 /bin busybox BSD-3-Clause
VM L I C e n S e Ty p e cron debian-3.0pl1-99 Jusrisbin cron GPL
. . dnsmasq 2.80 Jusr/sbin dnsmasq GPL-2.0
L] - A ropbear-ssh dropb: 2018.76 fusrisbin dropb: ilti MIT
I L dropbear-ssh dropbear_2018.76 Jusrisbin dropbearmulti BSD-3-Clause
m ag e . A n al yS I S r dropbear-ssh dropbear_2018.76 Jusr/sbin dropbearmulti BSD-2-Clause
. linux 26247 lib/modules/2.6.24.111 ebtable_nat ko GPL-2.0+
1 linux 2.6.24.7 fibimodules/2.6.24.111|  ebtable_nat ko GPL-2.0
[ r linux 2.6.24.7 fib/modules/2.6.24.111 ebtable_nat.ko GPL
L ] ebtables 2.0.8-rc2 fusrisbin ebtables GPL-2.0+
0 O S Sﬁ% f } ﬁ%ﬁ | Tinux 26.24.7 fibimodules/2.6.24.111| _ebtables ko LGPL
= igmpproxy 0.1_betaS Jusr/sbin igmprt GPL-2.0+
o (] inadyn 1.98.1+git20130517 /usr/sbin inadyn GPL-2.0+
. iptables 1.37 fusr/shin iptables GPL-2.0+
]

- S iptables 137 fusr/sbin iptables GPL-2.0
Y = @‘Bﬁ&% ﬁﬁ L] iplaples 137 Jusrisbin iptables GPL
Binary = [

File . T g

C Version Path File Litigator
busybox 1.29.3 Jusr/bin busybox McHardy","SFC
a H iptables 185 Jusr/lib/xtables libip6t_DNAT.so McHardy
AndrOId linux 4.4.0-141.167 s/4.4.0-cip-eds- T
B . p-eds-g4000/kel vxlan.ko McHardy

APK

—

e XEEEERE SRR FEZIFEEELR
EEEmP G #MSFC - McHardyZ:R
RATE S 8 2 THEA = m
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A
CI/CD Integration

& Main &= Component # Vulnerability (8 Test Report

CVSS20 @) CVSS3x = =
Name CVss Status ¥ Component
> CVE-2012-3505 MN/A Open tinyproxy - 1.8.3
> CVE-2017-11747 Open tinyproxy - 1.8.3

H ERCU L E ’ > CVE-2018-15686 9.8 CRITICAL Won't Fix systemd - 239

-s > CVE-2018-15687 Open systemd - 239
RACKER #
CVE-2018-15688 9.8 CRITICAL Fixed systemd - 239

: lsscncn
> CVE-2018-16866 [ 33 10w | Won't Fix systemd - 239
> CVE-2018-16864 Fixed systemd - 229
> CVE-2018-1AR2A5 m Oinen custemd - 220 e

Total 99 items 2 3 10 > Goto

2GR B HEEAG T TCI/ICDR S - HENEHT
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Daily Email

Enable/Disable: @D

Time: 14:00

Daily Monitoring

Enable/Disable: @D
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HERCULEY

SecSAM

home / SBOM / SBOM Name

SBOM Name

SBOM Vulnerability Component

E

w

0

T

Summary
,:,E,:, Name Annie
Tagld 60f90cd8012e7f6ced517def
e Timestamp  2021-08-05T11:52:15+08:00 Linux
Version 1.0 CPE cpe:2.3:**:net-snmp:5.7. 3k hchokt

Vulnerability 33

Component m m

Total 33
Jquel
Vulnerability 33 v
cpeld cpe:2. 3 net-snmp:5.7. 3k Akt
SBOM Name 15 29 B9 10 |
Vulnerability 33

) (815 20 BB 10 |
Entity

SoftwareCreator Annie
TagCreator Annie
Customize

Element 11
Attribute 23424

© 2022 Onward Security Corp. Creative Commons CCO

Export XML file
(SWID format)

orgises 197
name="asoftware”
taght sl

= RO OB CIETr SOMWSTECTESILe
b owsen a2 1 rb="Tecqares” >
syt b bufier@2 2 rel="requres’
G o 01072001 DA AshaS 2

EFB.
I6655CB

Fajoad>
</Solwereksertg
arins=Tg s 50 0951977 5 50

browser? 1
<Eniéy name="bob" roke=TagCreator softwareCreatie” >
ed="cuin carelicompressorEng 2 7 =" reaires’ -
T o W3 OIDZ0ON TSRSG5 2

%

SAFF o7

783804185
06019650 CAF 46 GE AEAB1 4611 E1FCB 01 EOC2EBERSEAT 1>

-
v 3 0rgr2001 D4 i sha 17>

F4o ramo="nngo-tuster-2 2 i
8512 hash=AEE TUSCEAF DBASEE S4482443E 4 1A44TF DAGSBE DCESTF CACZH D 1ADGTCT4SMAGF 10CIBTDS
04AT1EOBEALDF 2056 4B3B0RBTRICIB IEFAIFZAMCTTIMTTASONDE 1
Payiosd:
<Sollwarekientiy
Softwarekientsy arins="T5p istandard 50 0gisa! 19710 2/301schema s
me=-comgressonErg

omoreSSONERDI 1

el ele= et sohwereC

~/Salwereksertrg
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HERCULE#

SecSAM

a e Hedy Du

home / SBOM / Schema Name

o
= Schema Name Dault Elemant(many) Elemant(one) Attribute Component Name ﬁ
Disable child Element
o name © one previous element )]
Disable child one ©
ﬁEﬁ role @
a Disable child Attribute
schoma k@ @ Attribute 1
Pl '_\_' >
reme child - E IESBOIVH“%:T:E
Customize © child
Many parent © child
Many parent ©
Many parent @
eue
version © child
Many parent © child
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THANK YOU!

Bt 42308 contact@onwardsecurity.com

Onward Security

Realize Ultimate Security every step starts with the labs


https://www.youtube.com/channel/UCsaVEyQBjMd313F6dWtedFA

